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A Brief History of DNS Security
Response Policy Zones
Passive DNS




In the
Beginning * DNS servers had minimal security

( 198 OS) features:

- They wouldn’t accept responses from IP
addresses that they hadn’t sent queries to
(known as “Martian responses”)

* They would insert a random message ID
Into queries, and ensure that a response
contained the same message ID

» That’s it!




DNS servers
became
targets of
many

different
attacks

1997:. Eugene Kashpureff launches cache
poisoning attack against www.internic.net

2001: The LiOn worm spreads using a
vulnerability in BIND’s TSIG implementation

2007: Amit Klein publishes paper on flaws in
BIND’s randomization

2008: Dan Kaminsky discovers a systemic
vulnerability in DNS that makes cache poisoning
easy

[Ongoing]: DNS servers are used as amplifiers
and reflectors in DDoS attacks




DNS Security
Mechanisms

For the first two decades of DNS's history,
we focused on securing DNS servers and
the DNS protocol

Access control lists for queries, dynamic
updates and zone transfers

Transaction Signatures (TSIG), for
authenticating the source and checking
the integrity of DNS messages

The DNS Security Extensions
(DNSSECQC), for authenticating the origin
and checking the integrity of DNS data




But DNS was still being used maliciously

* Malware uses DNS pervasively
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Bad guys register domain names to use in a phishing campaign

Sometimes these domain names resemble familiar domain names, like google.com
Bad guys lure unsuspecting users to web sites with these domain names

The users’ devices are infected with malware

The malware locates a command-and-control (C&C) server on the Internet to
communicate

Often using a Domain Generation Algorithm, or DGA

The malware communicates with a C&C server

Possibly using DNS to tunnel the communication to avoid detection
The malware exfiltrates valuable data from the device

Again, possibly using DNS to tunnel the communication

« Through all of this, DNS has been blindly complicit
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Enough!

* In 2010, Paul Vixie published
“Taking Back the DNS,” which
Introduced the idea of Response

Policy Zones



What's a Response Policy Zone?

* RPZs use
- DNS zones as containers for resolution policy
* DNS records as a mechanism for expressing policy

» Policies can
» Trigger based on domain name in a query or an answer
* Trigger based on an IP address in an answer
» Return errors or static data in place of answers

* SO you can say, “If a querier looks up A records for
www.malware.org, say that domain name doesn’t exist.”
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RPZ “Feeds’

+ Since RPZs are zones, you can distribute RPZ policies
quickly and efficiently

* “Subscribers” configure their DNS servers as secondaries
for RPZ zones

* Transferring those zones from “publishers”
* Publishers can send NOTIFY messages when policies change
+ Subscribers can request IXFRs to get just the changes
- Organizations traditionally in the DNS blocklist business now

make their reputational data available via RPZ because it's
efficient and easy to consume
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How Response Policy Zones Work

«

Infected client
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Example RPZ Feeds
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Limitations of RPZs




Enter Passive DNS

* Invented by Florian Weimer in 2004

- Essentially "DNS telemetry”

* Arecord of responses seen by
recursive
DNS servers and a timestamp

+ Referrals
* Answers
* Errors




Passive DNS

Root name
servers

com name
servers

Recursive name server

example.com
name servers
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. Databases of collected passive DNS data are invaluable

P aSS IVe D N S for detecting malicious or suspicious activity

Fast fluxing
D ata b aS e S Domain Generation Algorithms

DNS tunneling
Cache poisoning
Unauthorized access to cloud services
...and much more



How to Apply What You've Learned Today

Check whether your DNS servers
already supports Response Policy
Zones

* If not, consider making RPZ support a requirement
when you upgrade your DNS servers

Plumb these RPZs into your
DNS servers and send RPZ
0ogs to your SIEM

Determine whether one or more
RPZs might be useful
to you

Think about collecting your
passive DNS data and mining
it
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