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DNS was not designed for security
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87% of organizations suffered a DNS attack in the past year - 8% YOY

76% of DNS attacks caused application downtime

the average attack took over 5.5 hO UFrS to mitigate

According to IDC’s 2021 Global DNS Threat Report



https://www.efficientip.com/resources/idc-dns-threat-report-2021/
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Trends in DNS threats
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Network-Layer DDoS Attacks - Distribution by top emerging threats
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CLOUDFLARE Source: https://radar.cloudflare.com/notebooks/ddos-2022-q1

In Q1 2022, DNS Amplification is in top 10 Top emerging threats observed by Cloudflare,
with 213% increase QoQ
22
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New Cyber Threats Exploit and Abuse DNS
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Newly Discovered DNS Changing Internet browsing
Vulnerabilities habits stemming from COVID-19
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- New DNS Vulnerabilities
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DNS Hijacking
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The Impact of DNS Attacks
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The impact of DNS attacks

DNS attacks consequences are often severe

Poor Performance

Even attacks not designed to take
down DNS services, such as DNS
DDoS amplification or  DNS
tunneling, can create heavy
volumes of traffic to DNS servers.

This  poor performance has
multiple secondary consequences,
including lower conversion rates,
lower organic search rankings, etc

Data loss and ransom
demands

DNS attacks can also have severe
consequences for an
organization’s network security.

DNS tunneling attacks that install
and control malware on a
network can have any number of
consequences, including data loss
and ransom demands.

Brand reputation

Spoofing, hijacking, and cache
poisoning attacks can also hurt
website conversions by directing
prospective customers away from
the legitimate website.

In addition, having one's site be
seen as poorly secured can hurt
an organization’s brand
reputation in the long run.
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Mitigating Attacks
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Mitigation Strategies
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Cloudflare DNS

Enterprise-grade managed DNS service that offers the

fastest response time, unparalleled redundancy, and
advanced security.
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The power of every service
everywhere.

Global Every Every
network data center server
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Every
service

142 Thps

of network capacity

with 10,000 interconnects
and millions of internet
properties

25M

internet properties, APIs
and networks powering
threat intelligence

1Ims

average lookup time -
fastest authoritative DNS
in the world



How our DNS works
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Key Features

DNSSEC

Free, one-click DNSSEC

Premium support — migrate with
zero downtime
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Unlimited and Unmetered
DDoS Mitigation

Custom nameservers

API

0

Easy configuration

Role-based access controls

Support unlimited
queries/records



Cloudflare DNS
Choosing the right setup is critical

Cloudflare Managed DNS

Authoritative DNS Secondary DNS DNS Firewall

Cloudflare acts as Authoritative Cloudflare acts Secondary DNS, Cloudflare protects and
DNS, maintaining and updating all maintaining a copy of the records accelerates any organization's
DNS records. and receiving updates from the DNS infrastructure.

Primary DNS. Organizations maintain their own
Organizations  onboard and Organizations can maintain their DNS infrastructure — maintaining

&d ) own Primary DNS or get a and updating their DNS records.

configure their DNS records to .

Managed DNS provider to act as
Cloudflare. .

Primary.

2.
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Cloudflare DNS
Choosing the right setup is critical

Authoritative DNS

Cloudflare acts as Authoritative
DNS, maintaining and updating all
DNS records.

—_— < >

Zone Administrator Managed Site Visitors
Authoritative DNS

Organizations  onboard  and

configure their DNS records to
Cloudflare.

Y
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Cloudflare DNS
Choosing the right setup is critical

Hidden Primary

Secondary DNS New Record(s)
Cloudflare acts Secondary DNS, Zone Administrator Primary DNS
maintaining a copy of the records
and receiving updates from the
Primary DNS.

Organizations can maintain their / Site Visitors
own Primary DNS or get a

Managed DNS provider to act as
Primary.

Secondary DNS
by Cloudflare

Y
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Cloudflare DNS
Choosing the right setup is critical

Primary-Secondary

Secondary DNS New Record(s)

Cloudflare acts Secondary DNS, Zoie Administrator Erimacy DS

maintaining a copy of the records
and receiving updates from the

Primary DNS.
Organizations can maintain their Site Visitors

own Primary DNS or get a
Managed DNS provider to act as

Primary.
Secondary DNS
by Cloudflare
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Cloudflare DNS
Choosing the right setup is critical

DNS Firewall

Cloudflare protects and
accelerates any organization's
DNS infrastructure.

Organizations maintain their own
DNS infrastructure — maintaining
and updating their DNS records.

Y
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Without DNS Firewall

Your DNS Server

OFFLINE
A
@
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Attackers Your visitors
Full access Can't reach website

because DNS is
knocked offline

Using DNS Firewall

Your DNS Server
PROTECTED

I

Cloudflare
DNS Firewall

Il

Attackers Your visitors
Blocked at edge Able to reach
website despite
attackers

Confidential. Copyright © Cloudflare, Inc.



Cloudflare DNS
Choosing the right setup is critical

Cloudflare Managed DNS

Authoritative DNS Secondary DNS DNS Firewall

Cloudflare acts as Authoritative Cloudflare acts Secondary DNS, Cloudflare protects and
DNS, maintaining and updating all maintaining a copy of the records accelerates any organization's
DNS records. and receiving updates from the DNS infrastructure.

Primary DNS. Organizations maintain their own
Organizations  onboard and Organizations can maintain their DNS infrastructure — maintaining

&d ) own Primary DNS or get a and updating their DNS records.

configure their DNS records to .

Managed DNS provider to act as
Cloudflare. .

Primary.
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Attacks

Poor Performance

10 01
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Traditional Attacks still prevalent

Data Loss &
Ransom Demands

Brand Reputation

New Vulnerabilities discovered
Changing internet browsing habits
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Thank you!
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