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Cac van d¢é lién quan dén an toan bao mat BGP

BGP Route Manipulation

GIAO T,H UC BGP Route Hijacking
BGP C‘IO AN
TOAN?

BGP Denial-of-Service (DoS)

BGP Route Leaking
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Case Study — BGP Manipulation
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Case Study — BGP Hijacking
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Case Study — BGP Route Leak

BGP route leak A
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> O Viét Nam: Cudi thang 12/2018, 1 khach hang cua 1 ISP da quang ba cac route nhan dugc tir
ISP d6 va quang ba sang mot upstream provider khac, trd thanh 1 mang transit luu lugng cho
cac ISP 16n cua Viét Nam.
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Kinh nghiém tir cac Case Study

KINH NGHIEM RUT RA TU CAC CASE STUDY

- Can dit ra tiéu chuan va thét chit chinh sach dinh tuyén vO1 tung dbi tuong

TIEU CHUAN PAT RA

- Chi chap thuan luu luong di va dén AS cua
khach hang.

Bam phan loai traffic dwoc phép - Khong chap thuan transit cho AS khéc (trir khi
c6 thda thuan riéng)

- Van dung cac k¥ thuat/cong cu ngan ngura cac
Van dung cac co ché an toan BGP nguy co (Manipulation/Hijacking/Ddos/Route
Leak ..)
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Trién khai dam bao an toan bao mat BGP trén ha tang VNPT

CHINH SACH BGP VNPT

VNPT advertise VNPT receive

- Default route/full route theo thoa - Loai bé Bogus route, chi chap thuin
thuan (no more-specific) IP/ASN hop 1&
- Add community “No-advertise” - Quy dinh prefix lengh tdi thiéu

- Quy dinh AS Path hop 1¢

- Gi6i han s lugng IP Prefix
- Quy wéc BGP Community & muc
dich st dung

Chinh sach lién quan dén bao mat cho BGP dugc thuc thi & cac phan doan:
» Phan két ndi téi khach hang IPT/Peering
» Trén cac gateway trong nuéc (DGW), quoc té€ (IGW)

6/28/2022 8



TAP DOAN BUU CHINH VIEN THONG VIET NAM
/ VIETNAM POSTS AND TELECOMMUNICATIONS GROUP

Trién khai dam bao an toan bao mat BGP trén ha tang VNPT

CHINH SACH BGP VNPT

> Hau hét cac chinh sach dam bao an toan bao mat dinh tuyén (quy dinh prefix length, han
ché as-path, gi6i han s6 lugng prefix ...) c6 thé thuc hién bang tinh ning policy/firewall
ngay trén Router.

> Vi cac ISP 16n, viée cau hinh sé lugng IP va AS 16n trén router 12 giai phap khéng téi uu.
Cac nha mang trén thé gidi dang lya chon &p dung 1 trong 2 giai phap:

IRR - Internet Routing Registry RPKI - Resource Public Key

Infrastructure

> Al ciing c¢6 thé khai > La cdng cu bao mat hon IRR do

' bao IRR thong tin IP Prefix duoc ddm bao
VandeciaIRR 3 1 |P prefix c6 thé boi co quan ding Ky Internet khu
duoc khai bao boi vuc (RIR) => VNPT lua chon ap

nhiéu chi thé dung
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Trién khai dam bao an toan bao mat BGP trén ha tang VNPT

TONG QUAN RPKI

Resource Public Key Infrastructure (RPKI)
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Trién khai dam bao an toan bao mat BGP trén ha tang VNPT

Dang ky xac thwe thong tin ROA

Prefix: 10.0.0.0/16

ASN: 65420 DPung AS, prefix length
] 65420 H 10.0.0.0/16 H 18 ‘

Origin AS Prefix Max Length

| ASE5420 | 10.0.0.0/16
| AS65420 | 10.0.128.0/17

|
|
| ASB5421 || 10.0.0.0/16 |
|
|

Dung AS, prefix length trong gidi han max - min length

INVALID 1 Sai AS, dung prefix length

INVALID 2 Dang AS, prefix length > max length
| ASB5420 || 10.0.10.0/24
UNKNOWN ’ AS65430 H 10.0.0.0/8 UNKNOWN Sai ca AS va prefix length

Mot ROA ¢6 cau trdc chuan gdm 3 thanh phan:

> AS Number: chi dinh cu thé (0y quyén) 1 AS dugc phép quang ba cac IP address prefix
trong gidi han max length prefix.

> |P address prefix: 1a cac IP address prefix ma AS s& duoc phép quang ba cu thé dua trén
gidi han max length prefix

> Max length: chi dinh d¢ dai ti da cua IP address prefix ma AS duoc phép quang ba.
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Ap dung trién khai RPKI tai VNPT

Trién khai hé thong RPKI Validator — dwa trén cac nguon OpenSource

NAME MAINTAINER LANGUAGE
| FORT Wwalidator | NIC.mx C
OctoRPKI Cloudflare Go
rcynic Dragon Research Labs Python
| Routinator | NLnet Labs Rust
rpki-client OpenBsD C
rpki-prover Misha Puzanowv Haskell
RPKI Vvalidator RIPE NCC Java
RPSTIR2 ZDNS Go
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Ap dung trién khai RPKI tai VNPT

(z TAP DOAN BUU CHINH VIEN THONG VIET NAM

" MG hinh trién khai RPKI tai VNPT
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Discussion
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