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What are the most valuable 
resources on the internet?



Global Internet Routing Table

Itôs YOU and your communication

and itôs a part of collective intelligence of 

> 945,000 IPv4 prefixes

>160,000 IPv6 prefixes

> 73,400 BGP ASN
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BGP Route Leaks and Hijacking on the News
Route Hijacking:

ÅAS announces prefix it doesnôt own to originate 

ÅAS announces more specific prefix than what is being seen in DFZ originating from actual owner 

ÅPackets end-up being forwarded to a wrong path of Internet 

Result in: Denial-of-Service, traffic interception, or impersonating network or service 

4



Viet Nam ïInternet

Top Industry Sectors:

- Government

- Financial & Banking

- Education

- Health Care

- Ecommerce

Top 3 ISPs

- VNPT Corp

- Viettel Group

- FPT Telecom Company
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https://db-ip.com/as45899
https://db-ip.com/as7552
https://db-ip.com/as18403


BGP Leak Origin AS: ACB-AS-VN Asia Commercial Bank, VN (AS 55318)

16/6/2022 9:10 More detail

Leaker AS: QTSC-AS-VN Quang Trung Software City Development Company, VN (AS 

24085)

BGP Leak Origin AS: VMG-AS-VN VMG MEDIA JOINT STOCK COMPANY, VN (AS 63754)

16/6/2022 8:52 More detailLeaker AS: VIETEL-AS-AP Viettel Group, VN (AS 7552)

BGP Leak Origin AS: VIETTELCAMBODIA-AS-AP ISPIXP IN CAMBODIA WITH THE BEST 

VERVICE IN THERE., KH (AS 38623)

6/6/2022 10:43More detailLeaker AS: VIETEL-AS-AP Viettel Group, VN (AS 7552)

Possible 

Hijack
Expected Origin AS: AVNIINFOTECH-AS AVNI INFOTECH, IN (AS 134330)

1/6/2022 10:48More detailDetected Origin AS: (AS 149246)

BGP Leak Origin AS: TCHQ-AS-VN Customs IT and Statistics Department - General Department 

of Vietnam Customs, VN (AS 131381)

24/5/2022 20:18 More detailLeaker AS: OPENTRANSIT, FR (AS 5511)

BGP Leak Origin AS: TIMCL-AS-AP Telecom International Myanmar Co., Ltd, MM (AS 136255)

14/5/2022 4:43 More detailLeaker AS: VIETEL-AS-AP Viettel Group, VN (AS 7552)

Possible 

Hijack
Expected Origin AS: AKAMAI-ASN1, NL (AS 20940)

5/5/2022 7:04More detail

Detected Origin AS: FPT-AS-AP The Corporation for Financing & Promoting 

Technology, VN (AS 18403)

BGP Leak Origin AS: VIETTELCAMBODIA-AS-AP ISPIXP IN CAMBODIA WITH THE BEST 

VERVICE IN THERE., KH (AS 38623)

19/4/2022 19:14 More detailLeaker AS: VIETEL-AS-AP Viettel Group, VN (AS 7552)

BGP Leak Origin AS: TCHQ-AS-VN Customs IT and Statistics Department - General Department 

of Vietnam Customs, VN (AS 131381)

7/4/2022 8:50More detail

Leaker AS: DCTECHDVO-AS-AP Internet Service Provider and Data Center, PH (AS 

38553)

Possible 

Hijack

Expected Origin AS: TCHQ-AS-VN Customs IT and Statistics Department - General 

Department of Vietnam Customs, VN (AS 131381)

6/4/2022 7:34More detailDetected Origin AS: WANANCHI-, KE (AS 15399)

Possible 

Hijack
Expected Origin AS: TMNET-AS-AP TM Net, Internet Service Provider, MY (AS 4788)

2/4/2022 20:57More detailDetected Origin AS: SPT-AS-VN Saigon Postel Corporation, VN (AS 7602)

Possible 

Hijack
Expected Origin AS: SIA-HK-AS SkyExchange Internet Access, HK (AS 132585)

2/4/2022 20:57More detailDetected Origin AS: SPT-AS-VN Saigon Postel Corporation, VN (AS 7602)

BGP Leak Origin AS: HCNSEOCHO-AS-KR HCN Dongjak, KR (AS 7562)

29/3/2022 18:42More detailLeaker AS: VIETEL-AS-AP Viettel Group, VN (AS 7552)

BGP Leak Origin AS: SCTV-AS-VN SaiGon Tourist cable Televition Company, VN (AS 45543)

29/3/2022 14:16More detailLeaker AS: GTT-BACKBONE GTT, US (AS 3257)

BGP Leak Origin AS: LVSS-AS-VN Long Van System Solution JSC, VN (AS 131386)

29/3/2022 8:32More detailLeaker AS: GTT-BACKBONE GTT, US (AS 3257)

BGP Leak Origin AS: TCHQ-AS-VN Customs IT and Statistics Department - General Department of 

Vietnam Customs, VN (AS 131381)

21/3/2022 7:59More detailLeaker AS: MTS-KURGAN-AS, RU (AS 43148)

BGP Leak Origin AS: VNPOST-AS-VN VIETNAM POST, VN (AS 131438)

17/3/2022 2:58More detailLeaker AS: VIETEL-AS-AP Viettel Group, VN (AS 7552)

BGP Leak Origin AS: VIETTELCAMBODIA-AS-AP ISPIXP IN CAMBODIA WITH THE BEST 

VERVICE IN THERE., KH (AS 38623)

16/3/2022 17:41More detailLeaker AS: VIETEL-AS-AP Viettel Group, VN (AS 7552)

BGP Leak Origin AS: SCTV-AS-VN SaiGon Tourist cable Televition Company, VN (AS 45543)

10/3/2022 9:43More detailLeaker AS: CMCTELECOM-AS-VN CMC Telecom Infrastructure Company, VN (AS 45903)

BGP Leak Origin AS: VMG-AS-VN VMG MEDIA JOINT STOCK COMPANY, VN (AS 63754)

9/3/2022 3:03More detailLeaker AS: VIETEL-AS-AP Viettel Group, VN (AS 7552)

BGP Leak Origin AS: MOBIFONE-AS-VN MOBIFONE Corporation, VN (AS 131429)

7/3/2022 16:49More detailLeaker AS: GTEL-AS-VN Global Telecom Corp, VN (AS 131127)

BGP Leak Origin AS: HCNSEOCHO-AS-KR HCN Dongjak, KR (AS 7562)

25/2/2022 17:35More detailLeaker AS: VIETEL-AS-AP Viettel Group, VN (AS 7552)

BGP Leak Origin AS: VNPOST-AS-VN VIETNAM POST, VN (AS 131438)

24/1/2022 8:41More detailLeaker AS: VIETEL-AS-AP Viettel Group, VN (AS 7552)

BGP Leak Origin AS: HCNSEOCHO-AS-KR HCN Dongjak, KR (AS 7562)

2/1/2022 9:55More detailLeaker AS: VIETEL-AS-AP Viettel Group, VN (AS 7552)

Possible 

Hijack

Expected Origin AS: FPT-AS-AP The Corporation for Financing & Promoting Technology, 

VN (AS 18403)

22/12/2021 4:02More detailDetected Origin AS: CDSC-AS1, US (AS 63199)

Possible 

Hijack

Expected Origin AS: FPT-AS-AP The Corporation for Financing & Promoting Technology, 

VN (AS 18403)

22/12/2021 4:02More detailDetected Origin AS: CDSC-AS1, US (AS 63199)

BGP Leak Origin AS: PVI-AS-VN PVI Holdings, VN (AS 131383)

15/12/2021 17:38More detailLeaker AS: VIETEL-AS-AP Viettel Group, VN (AS 7552)

BGP Leak Origin AS: VNPOST-AS-VN VIETNAM POST, VN (AS 131438)

8/12/2021 13:54More detailLeaker AS: VIETEL-AS-AP Viettel Group, VN (AS 7552)

https://bgpstream.crosswork.cisco.com/

Route Leaks and Route Hijack Related to VN ISPs

- Detected by bgpstream, it doesnôt mean it can cover all events

- The cause would be varies, it can be legitimate, can be malicious act!
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https://bgpstream.crosswork.cisco.com/event/292377
https://bgpstream.crosswork.cisco.com/event/292376
https://bgpstream.crosswork.cisco.com/event/292048
https://bgpstream.crosswork.cisco.com/event/291870
https://bgpstream.crosswork.cisco.com/event/291534
https://bgpstream.crosswork.cisco.com/event/291203
https://bgpstream.crosswork.cisco.com/event/290994
https://bgpstream.crosswork.cisco.com/event/290535
https://bgpstream.crosswork.cisco.com/event/290152
https://bgpstream.crosswork.cisco.com/event/289281
https://bgpstream.crosswork.cisco.com/event/289186
https://bgpstream.crosswork.cisco.com/event/289187
https://bgpstream.crosswork.cisco.com/event/289057
https://bgpstream.crosswork.cisco.com/event/288783
https://bgpstream.crosswork.cisco.com/event/288454
https://bgpstream.crosswork.cisco.com/event/288115
https://bgpstream.crosswork.cisco.com/event/288012
https://bgpstream.crosswork.cisco.com/event/287987
https://bgpstream.crosswork.cisco.com/event/287793
https://bgpstream.crosswork.cisco.com/event/287687
https://bgpstream.crosswork.cisco.com/event/287639
https://bgpstream.crosswork.cisco.com/event/287314
https://bgpstream.crosswork.cisco.com/event/286798
https://bgpstream.crosswork.cisco.com/event/286085
https://bgpstream.crosswork.cisco.com/event/285673
https://bgpstream.crosswork.cisco.com/event/285674
https://bgpstream.crosswork.cisco.com/event/285426
https://bgpstream.crosswork.cisco.com/event/285204


Route4/route6 Resource 
Holder:
ÅBad Route Objects Management

ÅNot Signing Route Origin Authorization 
(ROA)

BGP Route Hijacking

Tier-1
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2402:f00:2000::/38 

ISP

X

Prefix Local Ref  AS-PATH

* 2402:f00:2000::/38  100 11 X        

2402:f00:2000::/38  100 22 A X

* 2402:f00:2022::/46  100 22 A X

Peering

DFZ

2402:f00:2000::/38 - X : valid ROA 

2402:f00:2020::/46 ïX : valid ROA

Tier-1

33

transit

transit

Insecure Route 

Filtering

peer

peer

peer

transit

Regional

B

IXP

Stuff ASN

Y

transit

transit

2402:f00:2000::/38

2402:f00:2020::/46

Prefix Local Ref  AS-PATH

* 2402:f00:2000::/38  120 A X        

2402:f00:2000::/38  120 B A X

2402:f00:2000::/38  100 11 A X

* 2402:f00:2020::/46  120 A X

2402:f00:2020::/46   120 B A X

Prefix Local Ref AS-PATH

* 2402:f00:2000::/38  120 X        

2402:f00:2000::/38  100 22 A X

* 2402:f00:2022::/46  100 22 A X

peer

Transit Providers, Regional 
ISPs, IXPs:
ÅInsecure, out-of-date Route Filtering Policies

ÅNot implementing BGP Prefix Origin 
Validation (using RPKI).

Bad Actor

HH

peer

peer

peer

How it still can happen..

Regional

A

Tier1

22

2402:f00:2022::/48  -- hijacked

Same length, same LP, 

choose shorter AS-PATH

Insecure IXP

2402:f00:2022::/48

2402:f00:2022::/48

2402:f00:2022::/48 - HH

2402:f00:2022::/48

The critical Infrastructure subnet 

hosted in: 2402:f00:2022::/48

Announce 

most specific 

to hijack route

RPKI Validation,

INVALID ROA is 

rejected

Returning path is 

traversing through 

*insecure* Transit 

Provider
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Sign

ROA

DDoS

Mitigation

Ready

How can we make internet safer together?

BGP 

Alerter

RPKI
validation
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ROA & RPKI



Route Object (RO)
Å Current Route Object issues:

- Duplication, Proxy Objects, Exist but not in DFZ, expected route 

object in APNIC, but only found in other IRRs, etc

- In RADB anyone pay for membership can create any route 

object for any prefix (if it hasnôt been covered by another route 

object in RADB 

route6: 2402:f00:2000::/38
origin: AS23918

mnt-by: MAINT-AU-NTT
last-modified: 2020-07-29T07:02:07Z
source: APNIC

route6: 2402:f00:2000::/38
max-length: 38
origin: AS23918

source: RPKI# Trust Anchor: apnic

Whois Route Object
RPKI Signed ROA

The ability to create RPKI ROAs is a service offered by the Regional Internet 

Registries and National Internet Registries 

AFRINIC, APNIC, ARIN, NIC.BR, LACNIC, JPNIC, and RIPE NCC.

Route Object Route     rigin Authorisation 

unknown valid
RPKI-ROV status: RPKI-ROV status:

Å A Route Origin Authorisation (ROA) is a cryptographically signed object that 

states which Autonomous System (AS) is authorised to originate

Route Origin Authorisation

ROA
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https://afrinic.net/resource-certification
https://www.apnic.net/rpki
https://www.arin.net/rpki
https://bcp.nic.br/rpki
https://www.lacnic.net/rpki
https://www.nic.ad.jp/ja/rpki/
https://www.ripe.net/rpki


NTT IRR & Auto Filter Update + RKPI Route Validation

The IRR databases which NTT currently use in its EBGP prefix filter generation process are in this specific order:

-NONAUTH,ALTDB,BELL,LEVEL3,RGNET,APNIC,JPIRR,ARIN,BBOI,TC,AFRINIC,IDNIC,ARIN-WHOIS,RPKI,REGISTROBR

NTT 

IRR

NTT Global IP Network

Route Registry

Other

IRRs

Mirroring

mailto: auto-dbm@rr.ntt.net

Register by 00:00UTC

route 

objects

Servers

Compute & Generate

Route Filter

at 1:00 UTC

Border 

Routers

push filter 

updates & commit 

at 04:00UTC

https://www.gin.ntt.net/support-center/policies-procedures/routing-registry/

Border 

Routers

RPKI

Validators

Route import policy with 

RPKI based BGP Route 

Origin Validation 

A ROA is a signed statement 

that consists of a prefix, a 

maximum prefix length, and 

originating ASN.

For more on RPKI Docs:

https://rpki.readthedocs.io/en/latest/index.html#

ebgp

peers

If validation-state:

- invalid: reject

- valid:  accept, next policy

else:

- Not-found > mark unknown, next policy

ROAs
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Today Global Internet Routing Table
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More Secureinsecure
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8

338

VNPT (AS45899)

v6 valid v6 unknown

Vietnam ïTop 3 Large ISPs

170

3830

VNPT (AS45899)

v4 valid v4 unknown

259

4125

Viettel (AS7552)

v4 valid v4 unknown

0

2204

Viettel (AS7552)

v6 valid v6 unknown

3,310

401

FPT (AS18403)

v4 valid v4 unknown

1,034

30

FPT (AS18403)

v6 valid v6 unknown

98%

96%
94%

100%

97%

89%

15/06/22

Unknown = no ROA signed
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Route Hijack Case Study: Amazon Route ï18.194.0.0/15

Detected by: https://bgpstream.crosswork.cisco.com/event/292121

Global Internet

Amazon

AS16509

Internet Users connected to 
ISPs, along the transit path, 
have RPKI-based BGP Origin 
Validation implemented will 

return traffic to correct 
Amazon path/destination

18.194.0.0/15 owned & announced by 
Amazon to peering & Transit points 

Globally

18.194.0.0/15 AS16509

Default Free Zone

announced to many 
peering/transit points 
globally

With RPKI-based BGP Origin Validation, 
the hijacked route 18.195.44.0/24 
originated by AS53146 is INVALID

And got REJECTED

So, the returning path to 8.195.44.0/24 
will use:

18.194.0.0/15 AS16509 as correct path

AS53146

18.195.44.0/24was 
announced by AS53146

AS4230

With RPKI-based BGP Origin Validation 

18.194.44.0/24 -- AS5314 invalid

NO

RPKI-based 

BGP Origin 

Validation 
Internet Users connected to ISPs 

with no proper route filter, 
accepted this hijacked route are 

impacted. Returning traffic is 
redirected to AS53146

as wrong path

18.194.44.0/24 -- AS5314  ** best path

Without RPKI-based BGP Origin 

Validation, the hijacked route 
18.195.44.0/24 originated by 
AS53146 became best path

AS6762

2022ï06ï07 22:59:29

18.195.44.0/24 ïhijacked:

- ISPs with ROA rpki validation could successfully stop this hijack

- Insecure ISPs without RPKI accepted route hijack

Route Origin Authorization (ROA) Objects

route:          18.194.0.0/15

descr:          RPKI ROA for 18.194.0.0/15 / AS8987

max-length:     24

origin:         AS8987

source:         RPKI  # Trust Anchor: arin

route:          18.194.0.0/15

descr:          RPKI ROA for 18.194.0.0/15 / AS14618

max-length:     24

origin:         AS14618

source:         RPKI  # Trust Anchor: arin

route:          18.194.0.0/15

descr:          RPKI ROA for 18.194.0.0/15 / AS16509

max-length:     24

origin:         AS16509

source:         RPKI  # Trust Anchor: arin

unverified

invalid
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How to detect route hijack in real time?

visibility

hijacks

misconfiguration

rpki

ROA

BGP

Alertsé 

Alertsé 
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BGP Alerter



BGPalerter

BGPalerter is a tool for analyzing streams of eBGP data

Å We developed it for monitoring NTT prefixes

Å hijacks, visibility loss, unexpected changes of configuration 

Å We released it as open-source (BSD-3-Clause)

Å It works in real time 

Å Itôs easy to use

Å Includes auto configuration Å No data collection needed 

ÅSend alerts to File

ÅE-mail

ÅSlack

ÅKafka

ÅSyslog

ÅAlerta dashboard

ÅWebex

ÅHTTP URL (push)

ÅTelegram

ÅMattermost

ÅPushover

ÅMicrosoft Teams

ÅREST API (pull)

Alerts to multiple notification channels. 

https://github.com/nttgin/BGPalerter

1. Download the binary here : https://github.com/nttgin/BGPalerter/releases

(be sure to select the one for your OS)

2. Execute the binary (e.g., chmod +x bgpalerter-linux-x64 && ./bgpalerter-linux-x64)

The first time you run it, the auto-configuration will start.

List of datasets used by BGPalerter

ÅRIPE RIS live

ÅRIPEstat

ÅNTT RPKI VRPs

ÅCloudflare VRPs

Årpki-client.org VRPs

BGPalerter is a tool developed by NTT that monitors eBGP in real-time with the ability to send alerts to multiple notification channels. 

Installation:  
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https://github.com/nttgin/BGPalerter/blob/main/docs/reports.md#reports
https://github.com/nttgin/BGPalerter/blob/main/docs/reports.md#reportfile
https://github.com/nttgin/BGPalerter/blob/main/docs/reports.md#reportemail
https://github.com/nttgin/BGPalerter/blob/main/docs/reports.md#reportslack
https://github.com/nttgin/BGPalerter/blob/main/docs/reports.md#reportkafka
https://github.com/nttgin/BGPalerter/blob/main/docs/reports.md#reportsyslog
https://github.com/nttgin/BGPalerter/blob/main/docs/reports.md#reportalerta
https://github.com/nttgin/BGPalerter/blob/main/docs/reports.md#reportwebex
https://github.com/nttgin/BGPalerter/blob/main/docs/reports.md#reporthttp
https://github.com/nttgin/BGPalerter/blob/main/docs/reports.md#reporttelegram
https://github.com/nttgin/BGPalerter/blob/main/docs/reports.md#mattermost
https://github.com/nttgin/BGPalerter/blob/main/docs/report-http.md#pushover
https://github.com/nttgin/BGPalerter/blob/main/docs/report-http.md#ms-teams
https://github.com/nttgin/BGPalerter/blob/main/docs/reports.md#reportpullapi
https://github.com/nttgin/BGPalerter/releases
https://github.com/nttgin/BGPalerter/releases
https://ris-live.ripe.net/
http://stat.ripe.net/
https://rpki.gin.ntt.net/api/export.json
https://rpki.cloudflare.com/
https://www.rpki-client.org/


route: x.y.34.0/23
descr: VNPT-Net
origin: AS45899
mnt-by: MAINT-AS45899
changed: radb@vnpt.vn20180324
source: RADB
rpki-ov-state: not_found# No ROAs found, or RPKI validation not enabled 
for source

route: x.y.34.0/24
descr: VNPT-Net
origin: AS45899
mnt-by: MAINT-AS45899
changed: radb@vnpt.vn20180324
source: RADB
rpki-ov-state: not_found# No ROAs found, or RPKI validation not enabled 
for source

route: x.y.34.0/24
descr: RPKI ROA for x.y.34.0/24 / AS7643

max-length: 24
origin: AS7643
source: RPKI# Trust Anchor: apnic

BGPalerter: Example and How to Analyze
Route Origin Authorization (ROA) Signed

Route Objects:

re0> show route x.y.34.0/24

re0> show route x.y.34.1
<omitted>

x.y.34.0/23 *[BGP/170] 2w0d 08:07:30, MED 11001, localpref100
AS path: 2914 6453 45899 I, validation-state: unknown

https://lg.ring.nlnog.net/prefix_detail/lg01/ipv4?q=x.y.34.0/24

Insecure ISPs, without ROA validation, accepted ñinvalidò route

1

2

In NTT Tier-1  DFZ,  with RPKI validation Enabled:

x.y.34.0/24 135905 >> Invalid ROA got rejected, valid ROA is: x.y.34.0/24 / AS7643

x.y.34.0/23 45899 : has RO, but no ROA -> unknown

3

45899

135905

Global Internet

x.y.34.0/23

x.y.34.0/24

originated

originated

Accepted 

invalid ROA

with RPKI route 

validation,

rejected invalid ROA 

unknown

invalid ROA

Expected ROA: x.y.34.0/24 / AS6643 
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DDoS Attacks



ÅProtect linknet, reduce attack surface!

ÅKnow when DDoS is coming as soon as it occurs.

ÅHave RTBH setup and  ready to go

ÅHave ability to analyse traffic, NetflowAnalysis tool.. Nfdump/Nfsen

ÅHave the industry-leading DDoS protection platforms,

ÅHave a robust DDoS mitigation capacity and to be prepared to combat large-scale attacks.

ÅBe able to quickly stabilize the situation, identify root causes, key attack vectors, and filter traffic with 

a single click of button. 

ÅBe able to start/stop mitigation by ourselves

ÅEnable auto-mitigation for high profile systems if it is under attacks.

ÅOnly Victim IP to be re-routed to scrubber centres, not my entire subnetwork/systems.

ÅHave historical detail reports after mitigation

ÅGet support from an active NOC, and Security Team 24x7

20
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DDoS AttacksDDoS Attacks on the news
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Have ability to analyse traffic, NetflowAnalysis tool.
Nfdump/Nfsen

Traffic Profiles Filter Rule

Live-udp-443 proto udp and port 443

live-chargen proto udp and src port 19

live-LDAP proto udp and src port 389

live-mdns-reflection proto udp and src port 5353

live-memcached-reflection proto udp and src port 11211

live-mssql_rs proto udp and src port 1434

live-ntp proto udp and src port 123

live-ssdp proto udp and src port 1900

live-udp-0 proto udp and port 0

live-udp-80 proto udp and port 80

live-udp-dst-4444 proto udp and dst port 4444

live-udp-3702 proto udp and src port 3702

live-udp-53 proto udp and src port 53

Combine the three basic approaches
ÅUse NTTôs Selective Blackhole to drop traffic from the regions where the DDoS coming from.

Å Use filters to block applications you do not use, block Common attack vectors

Å Subscribe to the right DDoS Protection & mitigation Service 

22

Predefined filter for known ddosattacks



Remotely Triggered Black Hole 

ÅA technique that provides the ability to drop 

undesirable traffic before it enters a protected 

network. 

ÅTag Community 2914:666

Selective Black Hole 

ÅTo limit the scope of the blackholing to certain 

geographic locations, allowing a more strategic 

application of the blackhole service.

ÅTag Community 2914:661, 2914:663, 2914:660, 

and 2914:664

ÅFor more information, please see: 

https://www.us.ntt.net/support/policy/routing.cfm

Selective Blackhole communities

2914:661 only blackhole inside the region the announcement originated

2914:663 only blackhole inside the country the announcement originated

2914:660 only blackhole outside the region the announcement originated

2914:664 only blackhole outside the country the announcement originated

AS2914

US

European

South Africa

Asia

eBGP

speaker

RTBH, tag route with 2914:660

To blackhole traffic outside of Asia

Remotely Triggered Black Hole 
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https://www.us.ntt.net/support/policy/routing.cfm


Use Access Control List
to reduce attack surface

deny udp any eq 11211 any # This will block memcache reflection attacks

deny udp any eq 1900 any # This will block SSDP reflection attacks

deny udp any eq 520 any # This will block RIP reflection attacks

deny udp any eq 389 any # This will block LDAP reflection attacks

deny udp any eq 111 any # This will block SunRPC reflection attacks

deny udp any eq 19 any # This will block Chargen reflection attacks

deny udp any any eq 80 # This will stop UDP directed at http

deny udp any any fragment # UDP fragments are often a by-product of the above 

reflection attacks and will be blocked

permit ip any any

ÁSuch ACLs can be further tuned to make it more 

suitable after knowing the type of services that 

are running in the network.

Botmaster

Bots net

Reflectors

Target

For example, this ACL can assist in stopping some common 

UDP amplification attacks.

Secure Linknet
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NTT  - DDoS Protection Services

Mitigation Capability

Å Purposed built, Best-of-breed, globally 

distributed with anycast technology.

Å Attacks can be mitigated closer to the attack origin

Å 11 mitigation locations across 4 continents.

Å No GRE Tunnel, only victim IP will be redirected to 

scrubber centers

Å Provides DDoS detection based upon customer 

defined thresholds

Å Provides ñOn Requestò and òSelf Initiatedò 

DDoS mitigations

Å Or, Auto-Mitigation

NTT Global Tier-1

victimIP

Hong Kong

Singapore

Tokyo

Amsterdam

Frankfurt

Ashburn 

New York

San Jose

Sao Paulo

Los Angeles

Miami

SydneyLondon

victimIP
victimIP

victimIP victimIP

victimIP

victimIP

victimIP

victimIP

victimIP

victimIP

victimIP

DDoS 

Attacks

legitimate traffic
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Sign

ROA

DDoS

Mitigation

Ready

ñHardening Your Transit Network 

Letôs make action today!

Together We Do Great Things!

BGP 

Alerter

RPKI
validation
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The future of the internet:

Faster,

Smarter and

Secure

Place for people

for continuous human innovation
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Thank you


