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VIET NAM

LO LOT THONG TIN oS

Nam 5.4 trigu thong tin tai khoan bi D ligu clia 30 trigu ngudi Viet
2022 10 lot bao gbm s& dién thoai, Nam bj rao ban véi gia 3500
email va dia chi USD trén mét dién dan tin tic

N3m 530 tri€u ban ghi v& thong tin
2021 nguai dang bilé lot

Theo UpGuard Thea Twitter Thea NCSC

Theo Cost of a Data Breach Report ctia IBM nam 2022: e e

. N3m 2022, nhirng attack vectors phé bi€n nhat 13 compromised credentials “e . @

v&i 19% cac vu vi pham va phishing véi 16% cac vu vi pham.” Trén thuc t€, s e

attack vector gay thiét hai I&n nhat 13 phishing vai gia tri 4,91 triéu USD. . = PH ISH I NG
Theo Data Breach Investigations Report nam 2022 cua Verizon: e .
. Phishing 1a mot trong nhirng nguyén nhan chinh gay ra cac vu vi pham. e o : ==

Theo bao cdo, “Yéu t6 con ngudi ti€p tuc 1a nguyén nhan chinh. Trong o

nam nay, 82% cac vu vi pham lién quan dén yéu té con nguoi.” - L L L

VN PT Tren he thong (N BRSNS ehi nhan (trong nam 2022):
®
DOS/DDOS Ant I D Dos + Céc cudc tan cong trénpledd ghi nhan: cudc

Brevent tibos olacksolition + Cudc tan cong DDoS I6n nhat dat: Uil ol ek
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Cap nhat phap luat lién quan dén An toan théng tin mang tai Viét Nam

dén nam 2023

sO HIEU

Luat an toan théng tin
mang 86/2015/QH13

Chi thi 14/CT-TTg nam
2019

QDb 964/QD-TTG
Ngay 10/8/2022

QP 566/QD-BTTT
Ngay 06/04/2023

NOI DUNG CHINH

Luat An toan théng tin mang

Vé viéc tang cudng bao dam an toan, an
ninh mang nham cai thién chi sé xép
hang cua Viét Nam

Phé duyét Chién lugc An toan, An ninh
mang gudc gia, chd doéng Ung phd vdi
cac thach thuc tu khdng gian mang dén
nam 2025, tam nhin 2030

Quyét dinh Ban hanh K& hoach hanh
doéng trién khai thuc hién Chién lugc An
toan, An ninh mang quéc gia, chu dong
Ung phd véi cac thach thuc tu khéng
gian mang dén nam 2025, tam nhin 2030

CAC PIEM NOI BAT

Quy dinh vé hoat déng an toan théng tin mang, quyén va trach
nhiém cla cd quan, té chlc, cd nhan trong viéc bao dam an
toan thong tin mang; mat ma dan su; tiéu chuan, quy chuan ky
thuat vé an toan théng tin mang; kinh doanh trong linh vuc an
toan théng tin mang; phat trién ngudén nhan luc an toan thong
tin mang; quan ly nha nudc vé an toan théong tin mang

Cac bd, cd quan ngang bd dam bao ty |é kinh phi cho cac SPDV
ATTT mang dat téi thiéu 10% trong téng kinh phi trién khai ké
hoach ung dung CNTT hang nam

Nang luc quéc gia vé bao dam an toan, an ninh mang dugc
nang cao, chi déng, san sang Ung phd véi cac nguy c¢g, thach
thiic tU khéng gian mang nham bao vé viing chac chd quyén,
Igi ich, qudc phong, an ninh qudc gia, trat tu an toan x3d hoi; bao
vé chl quyén gudc gia trén khoéng gian mang va céng cudc
chuyén déi sé qudc gia, quyén va Igi ich hdp phap cua té chuec,
ca nhan Viét Nam trén khéng gian mang.

Té chdc trién khai cé hiéu qua cac nhiém vu dudc giao tai Quyét
dinh s6 964/QD-TTg ngay 10 thang 8 ndm 2022 cla Thd tudng
Chinh phu phé duyét Chién ludc An toan, An ninh mang qudc
gia, chl déng Ung pho vaéi cac thach thic ti khéng gian mang
dén nam 2025, tam nhin 2030




Cap nhat phap luat lién quan dén An toan thong tin mang tai Viét Nam

dén nam 2023
sO HIEU
S8:1552/BTTTT-CATTT

S6:1552/BTTTT-THH

Nghi dinh 85/2016/ND-CP

09/2020/TT-NHNN

NOI DUNG CHINH

Pén doéc té chuc trién khai bao dam an
toan théng tin cho hé théng théng tin
theo mé hinh “4 18p”

Hudng dan ky thuat trién khai dé an 06

Nghi dinh vé bao dam an toan hé théng
théng tin theo cap do

Quy dinh vé an toan hé théng thdéng tin
trong hoat déng ngan hang

CAC PIEM NOI BAT

Trién khai bdo ddm an toan théng tin theo mé hinh “4 16p": (1)
“Lép 1" Luc ludng tai ché; (2) “Lép 2" Té chic hodc thué doanh
nghiép giam sat, bao vé chuyén nghiép; (3) “Lép 3" Té chiic hoac
thué doanh nghiép déc lap kiém tra, danh gia dinh ky; (4) “Lép
4" K&t noi, chia sé thong tin vdi hé thong giam sat quéc gia

Hudng dan cac tiéu chi trién khai ky thuat dap dng két ndi véi hé
théng CSDLQG vé Dan Cu

Nghi dinh ap dung déi vdi cac cd quan, té chic, cd nhan tham
gia hoac cd lién quan dén hoat déng xay dung, thiét lap, quan ly,
van hanh, ndng cap, mad rong HTTT tai Viét Nam phuc vu Ung
dung CNTT trong hoat ddong cula cg quan, t6é chldc nha nudc,
Ung dung CNTT trong viéc cung cap dich vu truc tuyén phuc vu
ngudi dan va doanh nghiép. Cac van ban lién quan 713/CATTT-
TDQLGS, TCVN 11930:2017, Théng tu 12/2022/TT-BTTTT

Quy dinh qua trinh van hanh hé théng théng tin, té chic dinh
ky thuc hién danh gia an ninh bao mat téi thiéu sau thang moét
Ian hé théng théng tin muc dé 3, mét nam mét 1an véi hé théng
thoéng tin cdp dd 2, hai nam moét [an véi hé thong théng tin cap
dé




AN TOAN, AN NINH MANG

VS| MUC TIEU CHUYEN BOI SO NAM 2023

N QUOC GIA CONG HOA XA HOI CHU NGHIA VIET NAM
YEN DOI SO Doc 1ap - Tw do - Hanh phiic

KE HOACH

dong cia Uy ban Quoc gia ve chuyén d6i s6 nam 2023

em theo Quyét dinh s6 A¥ /OD-UBQGCDS ngay Q#thangy nam 2023
ctia Chii tich Uy ban Quéc gia vé chuyén déi so)

I. MUC TIEU

Uy ban Quéc gia vé chuyén ddi sb tap trung chi dao, diéu phdi cac bo,
nganh, dia phuong tiép tuc ddy manh chuyén déi sé theo hudng mang lai két qua

thuc chét, bén vitng, wu tién nguén luc dé dat duge céc chi tiéu quan trong thugc
céc Chuong trinh, Chién luge qubc gia vé phat trién Chinh phu s, kinh té sé vy

x4 hoi so.
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Ty |& hé théng thong tin clia cd quan nha
nudc hoan thanh phé duyét cadp do an
toan hé thong thong tin trén 80%

Ty |& hé théng thdong tin cla c¢d quan nha
nudc dap Ung yéu cau bao ddm an toan hé
théng théng tin theo cap dé trén 30%

Ty lé thué bao dién thoai di dong théng
minh cé sUd dung phan mém an toan
théng tin mang ca ban trén 20%

Ty & ho gia dinh cé dudng Internet cap
quang bang rong cé s dung giai phap an
toan théng tin mang ca ban dat trén 10%



Cac van dévé quan tri ATTT trong khoi Co
guan nha nudc

Thi€éu hut ngudn nhan luc ATTT tram trong

Khong cé ca ché thu hit ngudn nhan luc chuyén mon vé ATTT, déng
thdi cing khong c6 ca ché dé gili chan

Thiéu ca ché chinh sach dé hé trg vé mat tai chinh cho nhan su
ATTT va CNTT néi riéng

Céc giadi phép ATTT trién khai cdn chua d8ng b, vdn manh
mun, mang tinh cuc bé

Chua cé dinh hudng, chién lugc ré rang vé ATBM




Céac van dé khoéi doanh nghiép SOE, SME gap phai

Chua c6 dinh hudng chién lugc ré rang vé ATTT

Thiéu nhan luc va ngudn luc dé trién khai cac SPDV ATTT

Lanh dao doanh nghiép chua nhan thldc dugc tdm quan trong
cla ATTT vé8i hoat dong SXKD

Kha ndng hé trg da md hinh bao mét (private cloud, public
cloud, hybrid

Cham bat kip cac tién bb trong céng nghé bao mat

Ti€p can té

Chi phi dau tu SOC
(Trung tdm diéu hanh an ninh)
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Control Plane Policy Engine

VNPT
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VNPT VNPT VNPT VNPT Managed Dich vu Dich vu Dichvu Cloud WAF Dich vu
SMARTIR DNS IOT Security Pentest bDaotao TUuVvan nang cao
PROTECTION GUARD Service ATTT ATTT nhan thae
ATTT

0]

WAF
if@; Chuyén ddi s6 an toan & VNPT Cyber Immunity

Users Entity / NPE

QD

Resources
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02 VNPT MSS
Security as a Service

L3i giai cla bai todn dam bao ATTT cho t6 chic, doanh nghiép



VNPT o ¢

Khach hang

Managed S dung nhitng cdng nghé tién tién nhat, véi déi ngd nhan luc
. trinh dd cao, gilp doanh nghiép, té chic han ché, gidm thiéu
SeCuUrity | thiet hairai ro, bao va gia tri cét Ii cta t6 chiic, doanh nghiép

Service

Giam sat 24/7 Ung ctu xt ly su c8 Diéu tra truy vét San tim mai nguy

®)

Resources
- = May chu cé hanh vi két néi dén C&C
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HO trg dam bao ATTT cho td chlc, doanh nghiép

° Gidm sat 24/7, theo déi tat ca cac
ngudn log (firewall IPS/IDS, network,
@ database server, file server, domain
controller, DNS, email, web/app, AD,

: POl ngl Giam sat ATTT cd ky nang
Endpoint...)

chuyén sau, kinh nghiém, phat hién
Q va canh béo theo thdai gian thuc doi
v3i cdc cudc tan cong/hanh vi bat
thudng
O Ngan chan cac cudc tan cébng vao ha
Cv tang cua khach hang.
\ Xac dinh nguyén nhan, tién hanh
khéc phuc sy cO, ra soat, tim ra cac
| diém yéu dan dén nguy co tan céng
(root cause)

ik Khuyén nghi cac gidi phap, tang cudng
o ATBM ha tang cua khach hang
VNPT -
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& PN A 1] cong_tac_van_hanh_he_thong_dam_bao_ATTT_SOC_thang_1
Ket q u a da u ra 1] cong_tac_van_hanh_he_thong_dam_bao_ATTT_SOC_thang_2
1] cong_tac_van_hanh_he_thong_dam_bao_ATTT_SOC_thang_3

1) cong_tac_van_hanh_he thong_dam_bao_ATTT_50C_thang_4

Ba'o Ca'o ké’t qUé dénh glé Vé XCf Iy @cong_tac_\ran_hanh_he_thong_dam_bao_A'I'I'I'_SOC_thang_S

ATTT hé th6ng chi tiét dl nh ky 1] cong_tac_van_hanh_he_thong_dam_bao_ATTT_SOC_thang_6
theo tu é n/th a’ n g/q U),//d()t XU é’t 13 cong_tac_van_hanh_he_thong_dam_baa_ATTT_SOC_thang_7

CTIP-200223-02.pdf

Cung cap cac canh bao

PN 2 2 DOWNLOAD
(Alert) su kién da nén tang:
: [MEDIUM] VCI-CTIP cdnh bao |6 hiing
Emall/SMS’ phone Ca”' oTT CVE-2023-21746 | Lo hdng leo thang dac
quyeén trong giao thirc xac NTLM trén
Windows
Bao cdo tdng quan vé tinh hinh O Leave acomment .

ATTT trén khdng gian mang
theo cac nguon tu VCI-CTIP

Giao dién LEVEL S... ESCALATION AT
* VNPT MSS Dashboard
* Incident Management

10.161.1.52

High priority ticket [ycxi]

VNPT g Normal priority ticket

Cyber Immunity

[vexi]




Nén tang quan ly ATTT da giadi quyét dugc cac bai toan
dam bao ATTT cho ca quan, té6 chlc nha nudc

Bao vé t6 chuc, doanh nghiép trudc cac
cudc tan coéng, gidm thiéu rdi ro mat

ATTT

An toan -Tin cay

Pap Gng VB 1552/BTTTT-CATTT

TO chuc trién khai bdo ddm an toan
thong tin cho hé théng thong tin
theo md hinh “4 [gp”

Gilp t6 chuc, doanh nghiép toi
@ Uu héa vé thdi gian, cong suc

va chi phi ciing nhu hiéu qua
trong viéc quan tri an toan
théng tin

Dap Ung viéc két nbi chiasé dU
liéu gidm sat theo Chi thi
14/CT-TTg va van ban
2973/BTTTT-CATTT

Hé tré va phan dng nhanh chéng, @
24/7 trudc nhing su co6 ATTT

Dudc van hanh bdi doi ngl ATTT tuU
nha cung cap dich vu ATTT cé nang
luc thuc chién

VNPT -

Cyber Immunity



Khach hang

TRYC LIEN THONG VAN BAN QuGC GIA

CONG THONG TIN ASEAN VIET NAM 1278 N 74

ASEAN - CONG DONG CUA NHUNG CO HOI

Céng théng tin Truc lién thong van ban ASEAN
dién ti Chinh phu Quobc gia VIET NAM 2020

«EéNG DICH VU CONG QUOC GIA
dichvucong.gov.vn

Coéng dich vu cong qudc gia

Quang Nam

==

g
T‘i‘l CHI\ VINH LONG ———
An Giang Lai Chau Vinh Long Bac Liéu Hoa Binh

VNPT -
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o0 .
Dit liéu giam sat ATTT - — ﬁ hanh an ninh VNPT <

/. (VNPT SOC) w,s
[ \

1
DI ngdi Giam sét 24/7 Quan '{i‘g’r‘]';'}aT"Tt“h o

Phéi hgp ting ciu,
Xt ly su cé

CERTSs va cac doi tac
Dit liéu vé ma doc Trung tam Diéu bao mat khac

Case study:

[HE THONG THONG TIN BAO CAO CHINH PHU
\ baocaochinhphu.gov.vn

« VNPT d3 t6 chc trién khai giam sat/phat hién va xi ly cac su ¢é an ninh mang cho
ba hé théng dich vu Céng nghé théng tin cung cap cho Van phdong Chinh phu.

« TU tuan 1 dén tuan 17 nam2023, VNPT da chu ddéng phat hién va phéi hgp ngan
chan 3,243 trudng hgp do quét va tan cong khai thac Web Exploit, XSS, SQLi tu bén
ngoai vao hé thong.

« Dam bdo hé théng luén khée manh, dU liéu luén dudc bao vé.
VNPT

Cyber Immunity



VNPT Cyber Immunity [

THANK YOU

Email: security@vnpt.vn
Tel: 0243.7265.171 / 0243.7265.276

Office: VNPT Tower, 57 Huynh Thuc Khang, Dong Da District, Hanoi


mailto:security@vnpt.vn
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