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Malware attack case studies
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Case study 1 : MacOS spyware
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Domain Names IPs
garerown.com

news.garerown.com
cmc.asperae.com

tips.annavogtom.com
api.applecloudsync.com
machine.freyerste.com

cache.spotlight-apple.com
docs.hristinallemare.com

176.107.185.249 (Ukraine)
216.244.71.227 (United States)

MacOS spyware case study
Why CyRadar can detect it ?

Malware Graph Technology



Case study 2: File-less malware case study



Case study 2: File-less malware case study



Case study 2: File-less malware case study – Why CyRadar detect it ?



Case study 2: File-less malware case study – Why CyRadar detect it ?

18x.aaa.bbb.ccc/kill.jpg

18x.aaa.bbb.ccc/WMFr

18x.aaa.bbb.ccc/safebrowsing/rd/CINnu27nLO8hbHdfgmUtc2ihdmF 
yEAcY4

Fileless malware



Anomaly Detection Feature (Human vs Malware’s activities)

• Internet Requests
• Time
• Frequency
• File type
• Bandwidth
• User agent
• Newly seen in the network
• ....

Case study 2: File-less malware case study – Why CyRadar detect it ?



DNS Analysis application at CyRadar



DNS Analysis application at CyRadar

CyRadar TIP
CyRadar EDR
CyRadar Advanced Threat Detection
CyRadar Email Secure Gateway
CyRadar WAF
CyRadar SIEM
CyRadar Vulnerability Assessment

Top security vendors

Partners

An email provider in Asia

An MSSP in Europe

An ISP in Vietnam

CyRadar 
Intelligence Platform
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During Attacks



During Attacks

130K – 150K new malicious domain/day – 4.5M new malicious domain/month



During Attacks

Partnership with Google



During Attacks

Malware Graph Technology



During Attacks

Machine Learning to detect phishing
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After Attacks



After Attacks

Anomaly Detection



After Attacks

C&C Callback



After Attacks

Using Machine Learning to detect DGA (Domain Generation Algorithm)

sanlianxiong.net

theresilientjourney.com

aiirbus.com

gjo4afota.com

nrdldm.info

ga5390fad.net

culebrasworld.net

sanlianxiong.net

theresilientjourney.com

aiirbus.com

nrdldm.info

culebrasworld.net

gjo4afota.com

ga5390fad.net

*DGA: Domain Genera.on Algorithm
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5c9c86d45c48b8c18
87bef9f1ebea2bd

10/2015

193.234.224.23 (Italy)

cgi.dcsvn.org

03/2015
04/2015

Shenzhen Longgang Xingjianxing Electrical Line

37cbdaf82e74bc3bf
7655becfcc8a7f9

04393c88682c26d15
d224133a5cfaeeb

04/2014

web.dubkill.com

20ef6217f1d27fa929
c4b58b08e179a7

09/2014

home.dubkill.com

28efba3da6e76c94e
e6123d4b4c2fd47

05/2015

Before Attacks - Case study #1: VNA

air.dcsvn.org

07/2016

Know the malicious 
resource 1 year before the 
attack

After the AttackBefore the Attack



From an idea...
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Before Attacks - Case study #2: From VNA to unknown 
attacks



Before Attacks - Malware Graph Technology



Before Attacks - Predictive Analytics
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Before Attacks - Predictive Analytics



Summary

MALWARE & PHISHING DETECTION using DNS ANALYSIS at CyRadar
• Machine Learning to detect Phishing (domain name, URLs meaning + content of web 

page)
• Machine Learning to detect botnet with DGA Command & Control
• Anomaly detection in DNS traffic
• Malware Graph: Analyze the graph relationship between malicious IPs and Domains
• Predict the malicious domain name



Thank you for your attention!

More questions about CyRadar?

Email: d@cyradar.com
Web: www.cyradar.com

mailto:d@cyradar.com
http://www.cyradar.com/

