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Kiém soat rdi ro an toan, an ninh
thong tin trén khéng gian mang

viettel




NOI DUNG CHINH

Hién trang cac rui ro trén khong gian mang (KGM) >

Giai phap Viettel ap dung dé han ché rdi ro KGM >




1. Hién trang cac rui ro trén khong gian mang

Van dé 16 lot di liéu ca nhan

D liéu cd nhan cua 2/3
dan s6 nwoc ta dang
dwoc lwu trir, dang tai,

chia sé va thu thap trén
khnong gian mang VvoOi
nhiéu hinh thirc, mc do
khac nhau.

Ngudn: Bdo cdo ctia B CA tai phién hop the 14 cda Uy ban Thudng vu Quéc héi.

» VUlra qua, hon 163 triéu
thong tin tai khoan cua
khach hang cong ty
VNG bij 10.

Cong ty Thé gidi di
dong va dién may xanh
cling tirng dé 16 hon 5
trieu Email va hang
chuc nghin théng tin
the thanh toan cua
khach hang.

Vietnam Airlines da bi
tin tac tan cOng va
dang tai lén internet
411.000 tai khoan
khach hang thanh vién
cua chuong trinh Bong
Sen Vang.

D{ liéu cta 30 triéu ho so
ngwoi dung gom day du
tén, sO dién thoai, dia chi
Email, tai khoan dang nhap
va 360.000 thong tin cua
sinh vien Viéet Nam duoc
thu thap tv mot trang web

gido duc truc tuyén dugc
rao ban cong khai trén
mang




1. Hién trang cac rui ro trén khong gian mang

Khach hang cong khai thong tin ca nhan trén mang
thong qua giao dich thwong mai dién ti&, tham gia tro
choi truc tuyén cling nhw khi truy cap trang quang cao
trén cac website

Thong tin dang ky va trong qua trinh s dung cac trang
mang xa hoi nhu Facebook, Ticktok, Zalo, Instagram...

S& dung cac ing dung di dong, game di dong, i*rng dung bai
toan/hen ho... va dong y cac diéu khoan cap quyén truy cap dir
liéu (nhu danh sach ban bé trén Facebook, hé so cd nhan...),
cac ng dung trén mobile theo dbi hanh vi nguoi dung...

4 L6 lot tr cac 16 hdng trong cong tac bao mat dir liéu, an
toan thong tin cdia nha cung cap dich vu.
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Rui ro vé lira ddo trén mang

Nam 2022 da ghi nhan hon 12.935 truvong hop
lra dao truyc tuyén, vai 2 loai hinh ltra dao chinh:
e Lira ddo dé danh cap thong tin cd nhan
(chiém 24.4%) va lira dao tai chinh (chiém
75,6%).
Viéc Itra ddo danh cap thong tin ca nhan ciing
la budc dém dé tiép ndi cho viéc Ién kich ban
thuwc hién lira dao tai chinh.

=>» Muc tiéu cudi cung déu la Ilra dao chiém doat
tai san. Déu danh chung vao tdm ly nhe da ca
tin, thiéu sy tiép can thong tin, thiéu viéc lam
hoac thu nhap thap, danh vao long tham cda con
nguoi.

Ngudn: https://baochinhphu.vn/
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Rui ro vé lira dao trén mang

Cac hinh thirc Itra ddo KH théng thuwo'ng gom:

Gida mao thuong hiéu cda cac t6 chirc (Ngan hang, co
quan nha nudc, cong ty tai chinh, chirng khoan...) dé gtri
SMS Iira dao cho nan nhan.

Théng bao tring thudng, qua tang, khuyén mai dé lira
nan nhan danh cap théng tin tai khoan va tai san théng
qua cac trang web gia mao.

Thd doan nang cap 1&én SIM 4G hay 5G dé Iira 13y s6 dién
thoai cda nan nhan nham chiém doat thong tin tai khoan
va tai san.

Gid mao email cha ngan hang, vi dién tl, td chirc uy tin
dé uy hiép, de doa Itra tién nan nhan.

L4p san dau tu tién do crypto, dau tu da cap, dau tuw nhi
phan, dau tu Forex... Ilra ddo chiém doat tai san.
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SO luwgng thiét bj 1oT hién nay trén TG va du bao tang trudng

Rui ro trén KGM véi ISP  loT (10T) devices installed base worldwide from 2015 to 2025
Tang nguy co’ va thiét hai do tan cong DDOS 70 ( In b'"mng} 75.14
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S6 lwong thiét bi Camera CCTV ndm 2019

Country # of CCTV Cameras # of People
United States 50 000 000 527167430
China 200 000 000 1,392,730,000
United Kingdom 5 000 000 66,488,990
Germany 5 200 000 82927920
Netherlands 1 000 000 17,231,020
Australia 1 000 000 24,992,570
Japan 5 000 000 126,529,100
Vietnam 2 600 000 95,540,400
France 1 650 000 66,987,240
South Korea 1 030 000 51,635,260

# of CCTV Cameras per 100 People

15.28

14.36

15

S ' precisesecurity.com

Rui ro trén KGM vai ISP
Tang nguy co’ va thiét hai do tan cong DDOS

Tinh dén hét nam 2019, vé s6 lwong camera/ dau nguoi cla
mot s nudc cd ti |é cao nhat trén TG nhu sau:

= My la qudc gia cb ty |1& nay cao nhat védi khoang 15,3
camera/100 nguoi.

= Trung Qudc, ty 1&é nay la 14,4 camera/100 dan.

= Tai khu vuc chau Au, Blre 1a qudc gia s& hitu nhiéu camera
nhat vdi ty |é 6,3 camera/100 nguoi, Anh la 7,5 camera
/100 ngudi va tai Nhat 1a 2,7 camera/100 nguoi. C6 thé
thdy cdc quéc gia phdt trién trén thé gidi dang rét tich cuc
t*rng dung camera trong viéc giam sat va dam bao an ninh.

Poi vdi Viét Nam, hién ca nwdc dang cé khoang 2,6 triéu
camera an ninh. Ty |1é camera cua nwdc ta la khoang 2,6
camera/100 dan.
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Rui ro trén KGM véi ISP

Nguy co’ ciia tan cong DDoS ttr thiét bj loT va Camera

Cac ISP théong thuwong da l1a muc tiéu wa thich cia cac cudc tan cong tur
choi dich vu & quy mod 1&n. Khi thiét bi loT, CCTV tang trudng nhanh
chdng, dan theo nguy co vé quy md va mirc dd thiét hai trong cac cudc
tan cong DDoS cang trd nén nghiém trong hon.

Nguy co’ 16 di¥ liéu ca nhan tir thiét bi loT va Camera

* SO lwong thiét bj loT va camera gidm sat bung né la ngoai viéc lam
gia tang rui ro tan cong DDoS vao ha tang cda cac ISP con la nguén
gia tang rui ro vé 16 thdng tin cd nhan do théng tin thu thap dwoc
cla cac thiét bi nay.
Trwdong hop cac thiét bi loT va camera khéng c6 tiéu chuan bdo mat
nghiém ngat, dit liéu sau khi thu thap duoc co thé dua vé cho nha
san xuat va duoc st dung vdi muc dich cht thé dit liéu khdng hay

biét hodc cling cé thé bj tin tic dé dang chiém quyén khai thac,

danh cap théng tin trén cac hé théng chra dit liéu quan sat.
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Attacker

Remotely controls the IoT
devices to launch DDoS
attacks

The target servers are
constantly overwhelmed
with DDoS attack

vV VYPT Y

Target Servers

[oT Network

loT devices (cameras, smart-watches,
sensors, printers etc.) are forced to use their
resources (battery power, connectivity) to
send malicious requests in order to
overwhelm the target servers.
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Legitimate Users

Legitimate users trying to access services
provided by the Targeted servers
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Rui ro trén KGM v¢&i ISP

Dich vu dién toan dam may (Cloud service) ciing gia tang nguy co’ rui ro an ninh mang doi v&i cac ISP

Theo Statista, hon 53 triéu nguoi @ Hoa Ky bi anh hwdng boi hanh vi xam pham, lam ro ri di¥
liéu di¥ liéu trong cung mot khodng thoi gian. Pay la mot trong nhirng rdi ro phod bién nhat cla
dién toan dam may.

Theo mo6t phan tich khac cua Skyhigh, 21% tép dugc tai [én Dich vu chia sé tép dua trén dam
may co chira dit liéu nhay cam. Khi mot dich vu ddm may bi tan cdng, td6i pham mang sé cd
duwoc quyén truy cap vao nhirng dir liéu nhay cadm nay. Ké ca khi khéng cé vi pham xay ra, mét
s6 dich vu van cd thé an chira rii ro ro ri mot khi dit lieéu duorc tai 1én.

Khi di¥ liéu clia cac ca nhén, to chirc dwgc dua 1én “may” va luu trit trén ha tdng ddm may cda
ISP, van dé ludn chuyén dit liéu xuyén bién gidi rat kho kiém sodat. Hién cac luat cia VN va nhiéu
nuwdc trén thé gidi déu cod nhirng quy dinh vé viéc lwu trir dit liéu cda ngudi dan, toé chirc cla
ho.

Viettel hién la nha cung cap dich vu dién todn ddm may hang dau Viét Nam vé quy mo ha tang
(dich vu Vcloud) dirng trudce rat nhiéu rdi ro vé bao mat khi dit liéu cdia khach hang dua 1én ha
tang public cloud, cac co ché chia sé trach nhiém chua rd rang sé khé quy trach nhiém gitra ISP
va khach hang khi sy c6 bao mat dir liéu xay ra.
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Rui ro trong boi canh ra do'i cac luat vé bao vé dir liéu
ca nhan hién nay

Tinh hinh thé gidi

e Cdac qudc gia trén thé gidi da va dang that chat cac chinh sach, quy dinh
vé van dé bao vé dit liéu ngudi dung, trong dé ndi bat 1&én 1a quy dinh
clia ludt EU vé bdo vé dit liéu va quyén riéng tu cho tat cd cac ca nhéan
trong Lién minh chau Au va Khu vuc kinh té chiu Au - The General Data
Protection Regulation (GDPR) , Pao ludt bao mat nguoi tiéu dung
California (CCPA) ...yéu céu cdc té chire, doanh nghiép st dung dit liéu
bat budc phéi cé nhitng co ché, chinh sdch, céng cu pht hop dé bdo vé
théng tin cua nguoi tiéu ding

e Viéc quan ly théng tin khéng tét cé thé gdy tén hai rat Ién cho cdc doanh

nghiép, té chure lién quan. Facebook d3 phai trd 500 nghin bang cho cac
vi pham vé dit liéu sau khi GDPR cé hiéu luc ; con tai My, IBM udc tinh

tong chi phi thiét hai hang ndm cla cac doanh nghiép lién quan dén van

dé quan ly di¥ liéu Ién tdi 3.1 nghin ty do la .
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RUi ro trong boi canh ra doi cac luat vé bao vé dit liéu cd nhan
hién nay

Tai Viét Nam

- S& hiru ha tang cung cap dich vu di déng va internet Ién nhat Viét
Nam véi hon 60 trieu thué bao khach hang ca nhan va té churc,
Viettel con ding trwde rai ro vé phap Iy khi cac luat/nghi dinh mai vé
an toan thong tin, an ninh mang, bao vé dir liéu ca nhan (Luat An ninh
mang nam 2018; Nghi dinh 53/2022/ND-CP

:..:}} &'f e Ngay 17/4/2023, Chinh phd d3 ban hanh Nghi dinh 13/2023/ND-CP vé bao
| i ,{F'{" :’ : vé di lidu ca nhan,co hidu luc vao ngay 01/07/2023. Pham vi digu chinh cia

Pa c6 Nghi dinh 13/2023/ND-CP i
ve baove dirliéu canhan
4p dung tir 01/7/2023 s L trach nhiém cla cac doi twong cé hoat dong xtr ly dir liéu cd nhan = Tat ca

Nghi dinh 13 dat trong tdm vao viéc bdo vé quyén cla chu thé dir liéu va

cac doanh nghiép (bao gébm ca doanh nghiép thu thap, luu trir dir liéu ca
nhan khéng nham muc dich kinh doanh) déu tré thanh déi twong cda hoat
dong xu ly di¥ liéu ca nhan theo Nghi dinh 13/2023/ND-CP

=» Cac luat, nghi dinh ra doi la hanh lang phap ly rat chat ché yéu cau nha mang
phai thay doi ddng ké chinh sach, cdng nghé dé dam bao cac yéu cau cla luét.




2. Gidi phap Viettel ap dung dé han ché rai ro KGM

Chinh sach

» Xay dung quy dinh noi bo vé

bao dam an toan hé thong
thong tin va an toan di¥ liéu
dwa trén cac quy dinh phap
luat.

Can c& vao cac quy dinh dé
xay dung cac bo tiéu chuan,
quy trinh, quy ché, quy dinh
ATTT va Quan tri dit liéu

Pinh ky kiém tra, gidam sat
dam bao tinh tuan thu cac
chinh sach da duoc ban
hanh.

Cong ngheé

> Phat trién, trién khai cac giai

phap CNTT dam bao tuan thu
cac chinh sach da dugc xay
dwng. Pam bao bao phd day
du pham vi tr ha tdng mang
luvdi, rng dung, mang van
phong va thiét bi dau cubi.

> Trién khai DevSecOp, dua qua

trinh dé xuat, danh gia, tham
dinh, phat trién cac yéu cau vé
ATTT cua cac hé thong, irng
dung ngay nhitng budc dau
ctia SDLC va xuyén sudt qua
trinh VHKT hé thong.

Con nguoi

> T0 chirc bd may ATTT chuyén

trach tai tat cac don vi cd
chirc nang PTPM hoac VHKT
HT CNTT.

Pao tao, kiém tra dinh ky kién
thirc vé ATTT v&i cac cap quan
ly, cac linh vuwc nghiép vu, dac
biét cac vai tro trong PTPM va
VHKT HT CNTT.

Tang cwong tuyén truyén,
canh bdo, nhiac nh& nhan vién
va khach hang y thirc vé ty
dam bao ATTTT.
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