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Trién khai cap phéat dia chi IPv6 tw dong (SLAAC, DHCPV6)
Trién khai cai dat may chi DNS64

Trién khai NAT64 trén thiét bi dinh tuyén
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CHUAN BI

O Truy cap vao trang web dé thwc hién tai cong cu EVE-NG-Win-Client.
https://www.eve-ng.net/index.php/download/

LMo file va cai dat EVE-NG-Win-Client

O Mé& Putty, UltraVNC View theo danh sach thwe hanh dé truy cap

BR PuTTY Configuration ? X | UltraVNC Viewer - 1.2.3.1 X
Category:
[=-Session Basic options for your PuTTY session I
~Logging Specify the destination you wantto connectto Urtravmc viewer
[=- Terminal P Y
- Keyboard HostName (or IP address) Eort . | i _ i . ‘
- Bell <dia chilP thiét bi> 23 SIT RS <dia chi IP thiét bi>:<Port>| h
- Features |

. Connectiogtune: :
=-Window —~ ~ o~ e C] Use Repeater: .
. Appearance (ORaw | @ Telnet | ORlogin ()8SH (O Serial |
- Behaviour Load, save or delete a stored session ‘> Show Options Cancel Connect |

- Translation s ds ]
+-Selection e ESHELE i — e — .l

-
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https://www.eve-ng.net/index.php/download/

CHUAN BI

U Truy cap vao danh sach lab: Link
= M&i nhom gdm 03 hoc vién
= S dung Putty va VNC dé truy cap vao cac thiét bi

Nhom Thiét bi Dia chi IP Port |Phwong thikc truy cap| o) Hoc vién

ROUTER 203.119.72.181 57173 telnet

) DNS64 203.119.72.181 49829 vie
DHCPv6 203.119.72.181 44937 vne
PC CLIENT | 203.119.72.181 36357 vne
ROUTER 203.119.72.181 36891 telnet

5 DNS64 203.119.72.181 54273 vie
DHCPv6 203.119.72.181 51687 vne
PC CLIENT | 203.119.72.181 40847 vne
ROUTER 203.119.72.181 35227 telnet

3 DNS64 203.119.72.181 32829 vne
DHCPv6 203.119.72.181 50721 vne
PC CLIENT | 203.119.72.181 38923 vne

-
ooy

S
o9 90
s2:3 YV NIC
XX Ly

oo’ Intemet foral https://vnnic.vn



https://vnnicvn-my.sharepoint.com/:x:/g/personal/truongnx_vnnic_vn/ES0xZgHgfcRKhi3kMXxOBS0Bs3EpsxncaGdivNRhPgHhiw?e=O98Lt5

MO HINH LAB IPV6 ONLY

U Quy hoach IP LAB

= WAN (X Ia s thi tw ctia nhém) @
- IPv4: 10.20.30.X/24 Y
- IPv6: 2001:10:20:30::X/64
- Pool NAT64: 115.75.95.X

Be &

= v4only .. cache

INTERNET

= LAN:
- IPv6 cho client: 2001:abcd: X:a::/64
- IPv6 cho server: 2001:abcd: X:b::/64
g -

/el
I / [ g CLIENT

» DHCPvVE
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~ PHANII:
Trien khai cap phat dia chi IPv6 tw dong
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TRIEN KHAI CAP PHAT DIA CHi IPV6 TU DPONG

Q Str dung co’ ché SLAAC

- Tw c4u hinh dija chi link-local: Client tao dia chi link-local bang tién t6 FE80::/64 va ma dinh danh (EUI-64)
tr dia chi MAC hodc sr dung thuat toan bao mat dé tranh tring Iap.

- Kiém tra trung 13p dia chi (DAD): Client gvi ban tin ICMPv6 dén nhém multicast (FF02::1:FFxx:xxxx) dé
kiém tra tring 1&p dia chi link-local. Néu khdng nhan phan hoi, dia chi dwoc xac nhan Ia duy nhat.

- Ban tin Router Solicitation (RS): Client s&¢ dung dia chi link-local d& gvi ban tin RS dén dja chi multicast
cla router (FF02::2) dé yéu cau thdng tin vé tién td global-unicast. Router trd I&i qua ban tin Router
Advertisement (RA) v&i tién td va do dai.

- Ty cu hinh dia chi global-unicast: Client két hop tién td t&r ban tin RA vé&i ma dinh danh EUI-64 dé tao
dia chi global-unicast.

[ PC2 I IPv6: /0
_D MAC: 7005.AABB.CCDD

IPv6 Header L—— &
Dst: FF02::2 [eho]

Src: FE80::7207:12FF:FE34:5678

ICMPv6 Header
Type: 0x85(Router Solicitation)

Gi0/2 |

_ yr—/
—", &

IPv6: ::/0 IPv6: 2001:1234:A:B::1/64

S ;\\
MAC: 00D0.9749.C501

X J ..\\ MAC: 7007.1234.5678
YL N I( :
0009/
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" TRIEN KHAI CAP PHAT PIA CHI IPV6 TU PONG (ti€p theo)

O Cau hinh SLAAC trén thiét bi mang
- Bwée 1: Cau hinh bat chire nang IPv6 trén Router

ROUTER#configure terminal
ROUTER(config)#ipv6 unicast-routing

- Bwée 2: Cau hinh cap phéat IPv6 cho CLIENT sir dung SLAAC
ROUTER(config)#interface ethernet 0/2
ROUTER(config-if)#description CLIENT
ROUTER(config-if)#ipv6 address 2001:abcd:X:b::1/64
ROUTER(config-if)#¥no shutdown
ROUTER(config-if)#ipv6 enable
ROUTER(config-if)#ipv6 nd ra dns server <dja chi IP may chud DNS64> <lifetime>
ROUTER(config-if)#exit

-
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x:;.p... TRIEN KHAI CAP PHAT PIA CHi IPV6 TU DPONG (ti€p theo)

-
ooy

d S dung DHCPV6
- Client gri Router Solicitation dén dia chi multicast cua

tat ca cac router la FF02::2.

- Sau khi nhan duoc RS t Client, Router tao mot
Router Advertisement v&oi c&@ M (set = 1) va c& thong
bao str dung DHCPV6 statefull.

- Client g&i ban ghi “DHCPv6 SOLICIT” dén nhom
multicast FF02::1:2 clia tat ca cac may chi DHCP dé tim
kiém may chi DHCP

- May chi DHCPv6 phan héi lai bang ban ghi “DHCPv6
ADVERTISE. Client gli ban tin REQUEST yéu cau
théng tin dia chi.

- May chi DHCPv6 phan hoéi DHCPv6 REPLY chia
thdng tin dia chi IPv6 c6 thé gan. Client thwc hién kiém
tra trirng 18p dé dadm bdo rang noé 1a duy nhét.

2001:1234:A:B::/64

Stateful
DHCPv6
Server

L}
DHCPv6 SOLICIT Message
“l am looking for DHCPv6 server” |

< ®

]
E DHCPv6 ADVERTISE Message
s "lam a DHCPv6 server”

DHCPv6 REQUEST Message
“I need addressing information” |

(]

i DHCPv6 REPLY Message

' "Hereis your GUA address and
¢ otherinformation”

Stateful DHCPv6

y—————,

A &

oD &

Router Solicitation
“I need to discover a neighboring
. router”

a——

Router Advertisement Message E
M-flag = 1; A-flag = 0; !

“Use Stateful DHCPv6" |

B @

Default Gateway

“| set my default gateway to
the source address of the RA
message”

Neighbor Discovery

T
el NIC .
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" TRIEN KHAI CAP PHAT PIA CHI IPV6 TU PONG (ti€p theo)

Q Cau hinh DHCPv6
Thao tac trén may chd tham khao tai liéu hwéng dan, dwdi day la hwéng dan ciu hinh trén Router

- Bwdc 1: X0éa cau hinh cap phat IPv6 cho CLIENT s dung SLAAC trén ROUTER
ROUTER(config)#interface ethernet 0/2

ROUTER(config-if)#no ipv6 enable

ROUTER(config-if)#no ipv6 nd ra dns server <dja chi IP may chd DNS64> <lifetime>

- Bwée 2: CAu hinh dhep relay trén ROUTER dé cép phat IPv6 cho CLIENT s dung may chi DHCPv6
ROUTER(config)#interface ethernet 0/2

ROUTER(config-if)#ipv6 nd managed-config-flag

ROUTER(config-if)#ipv6 dhcp relay destination <dja chi IP may cha DHCPv6>
ROUTER(config-if)#exit

-
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PHAN Il
Trién khai cai dat may chi DNS64
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TRIEN KHAI MAY CHU DNS64

O Nguyén ly

- Client g&¥i yéu cau truy van tén mién website (vd:

example.vn) dén DNS64.

- DNS64 thwc hién truy van dé quy, néu trong local

ton tai ban ghi cha tén mién website s& phan hdi,

trwdng hop khong co sé forward truy van dén DNS

caching. <—>Q<—>Q
- DNS Caching thyee hién truy van de quy’ dé tim ra (;; ONSB. N Q
cau tra |oi cudi cung (sé thwe hién truy van tir DNS  [ias0s:100s Caching

Root dén DNS hosting). DNS Hosting
- Két qua truy van tén mién website chi c6 ban ghi A

(IPv4), DNS64 sé thwc hién tdng hop thanh ban ghi

AAAA voi dia chi “IPv6 ao“, sk dung prefix

2001:dc8:6464::/96 (vd: 2001:dc8:6464::6f41:fa02).

DNS Root

:

example.vn

111.65.250.2
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TRIEN KHAI MAY CHU DNS64 (tiép theo)

O Cai dat may chu DNS64
- Bwée 1: Cau hinh dia chi IP cho may chi
#nano /etc/netplan/50-cloud-init.yaml

Vi du
network:
ethernets:
ens3:
dhcp6: no
addresses:
- <dja chi IPv6 cua may chu>
routes:
- to: default
via: <dja chi IPv6 gateway>
version: 2

- Bwére 2: Cau hinh hostname cho may chi

#hostnamectl set-hostname <Tén may chu>

-
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TRIEN KHAI MAY CHU DNS64 (tiép theo)

O Cai dat may chu DNS64

- Bwée 3: Cau hinh mui gior & déng bd thdi gian cho may chu
#timedatectl set-timezone Asia/Ho_Chi_Minh

#apt install systemd-timesyncd -y (néu chuwa c6)

#systemctl status systemd-timesyncd

#systemctl start systemd-timesyncd

#systemctl enable systemd-timesyncd

- Bwére 4: Cai dat phan mém DNS Bind9
#apt install bind9 bind9utils bind9-doc -y

-
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TRIEN KHAI MAY CHU DNS64 (tiép theo)

O Cai dat may chu DNS64
- Bwére 5: Thiét 1ap file ciu hinh dich vu DNS trén Bind9

#nano /etc/bind/named.conf.options

Vi du

acl clients { //Binh nghia danh séach client dworc truy van dén
localhost;
<dai dia chi IPv6 cua client>;

1

options {
directory "/var/cache/bind";
forwarders {
<dja chi may chd DNS Cache dé chuyén tiép >;

%

forward only;

listen-on { none; }; //Tat nhan truy van tir client dén IPv4 cda may chu
listen-on-v6 { <dia chi IPv6 cua may chu>; }; //Binh nghia IPv6 nhan truy van tc client

allow-query { clients; }; /ICho phép client thuéc danh sach dworc phép truy van
dns64 64:ff9b::/96 {}; //Binh nghia dai tién t6 IPv6 dé synthesizing va NAT64
recursion yes; //Bét cho phép truy van dé quy

dnssec-validation no; //Tat chirc ndng DNSSec

max-cache-size 256 M; //bat gidi han cache theo nang Iwc may chu

.o/tv Internet for all httpS//VnnICVH



TRIEN KHAI MAY CHU DNS64 (tiép theo)

O Cai dat may chu DNS64

- Bwére 6: Tat systemd-resolved

systemctl stop systemd-resolved

systemctl disable systemd-resolved

rm -rf /etc/resolv.conf

nano /etc/resolv.conf

nameserver <dja chi may chd DNS Cache dé chuyén tiép>

- Bwére 7: Khéi dong lai dich vu Bind9
#sudo systemctl restart bind9

#sudo systemctl status bind9
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PHAN IV:
Trién khai NAT64 trén thiet bi dinh tuyén
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TRIEN KHAI NAT64

O Nguyén ly
- Dwa trén két qua truy van, goi tin t client IPv6 dén may chu IPv4 sé di qua cac hop I&p 3 dwgc mo ta

trong hinh.
- Thiét bi dinh tuyén sé& thwc hién NAT64 khi thay goi tin di vao (chiéu tir client dén may chad) cé dia chi IP
dich thudc dai NAT64 da dwoc dinh nghia thanh dia chi IPv4 public dé co6 thé giao tiép dwoc véi may chi

IPv4.
—m—»%—ﬂ» INTERNET
| = ]
Client RGW ISP example.vn
Src add: 2001:db8:0:5::100 Inbound Src add: 203.123.1.27 111.65.250.2
Dest add: 2001:db8:6464::6f41:fa02 Src add: 2001:db8:0:5::100 Dest add: 111.65.250.2
Dest add: 2001:db8:6464::6f41:fa02
Qutbound
Src add: 203.123.1.27 (IPv4 NAT64)
Dest add: 111.65.250.2
.‘.\\\
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TRIEN KHAI NAT64 (ti€p theo)

Q Trién khai NAT64 trén thiét bi dinh tuyén
- Bwéc 1. Bat chirc nang NAT64 trén Interface
ROUTER(config)#interface ethernet 0/0
ROUTER(config-if)#nat64 enable
ROUTER(config-if)#exit

ROUTER(config)#interface ethernet 0/2

ROUTER(config-if)#nat64 enable
ROUTER(config-if)#exit

Bwéc 2: Cau hinh dai dia chi IPv6 mudn NAT64
ROUTER(config)#ipv6 access-list <tén ACL>

ROUTER(config-ipv6-acl)#permit ipv6 <dai dia chi IPv6> any

- Bwéc 3: Cau hinh dai dia chi IPv6 DNS64 (néu khong cé sé tw dong s dung well-known Prefix:
64:ff9b::/96)
ROUTER(config)#nat64 prefix stateful <dai dia chi IPv6/96>

-
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TRIEN KHAI NAT64 (ti€p theo)

Q Trién khai NAT64 trén thiét bi dinh tuyén
- Bwérc 4: CAu hinh dai dia chi IPv4 Public
ROUTER(config)#nat64 v4 pool <tén pool> <IP bat dau> <IP két thic>

- Bwée 5: Cau hinh dynamic NAT64
ROUTER(config)#nat64 v6v4 list <tén ACL IPv6> pool <tén pool> overload

- Bwée 6: Kiém tra trang thai bang NAT

ROUTER #show nat64 translations
ROUTER #show nat64 statistics

-
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PHAN V:
Kiém tra dich vu

oo Intemnet for all https://vnnic.vn



Q Cap phat dia chi IPv6 tw dong str dung SLAAC
Trén phia client

KIEM TRA DICH VU

- Bwéc 1. M& hdp thoai Run va nhap "ecmd"
- Bwée 2: Tai ctra s hién ra, nhap Iénh: ipconfig /all

- Bwére 3: Kiém tra théng tin dia chi IPv6 tai muc dia chi IP, dia chi DNSv6 tai muc DNS

Windows IP Configuration

Host MName . ¢ =
Primary Dns Suffix
Mode Type . . . . .
IP Routing Enabled.
WINS Proxy Enabled.

Ethernet adapter Ethernet:

Internet forall

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. e e
Autoconfiguration Enabled .
IPvE Address. ..
Temporary IPv6 Address.
Link-local IFvE Address .

Autoconfiguration IPv4 Address.

Subnet Mask .
Default Gateway .
DHCPve IAID . . . .
DHCPvE Client DUID.
DNS Serwvers . -
NetBIOS over Tcpip.

: DESKTOP-U1887MQ

: Hybrid
: No
: No

: Intel(R) PRO/1688& MT Network Connection

: 59-91-90-29-60-00

! Yes

! Yes

: 2801:abcd:1:b:416b:bbbd:60832:5e9f(Preferred)
: 2801:abcd:1:b:98ab:ed74:962c:df2b(Preferred)
: TeB8::416b:bbbd:66832:5e8t%4 (Preferred)

: 169.254.94.159(Preferred)

: 255.255.6.8

: TeBB::a8bb:ccff:fedd:128%4

: 72488261

! 99-91-00-01-30-8C-32-75-50-01-06-20-26-80

: 28@1:abcd:1:a::64

: Disabled

https://vnnic.vn



KIEM TRA DICH VU (tiép theo)

Q Cap phat dia chi IPv6 tw dong str dung SLAAC
Trén phia ROUTER

ROUTER#show ipv6 interface ethernet 0/2

ROUTER#show ipvé interface ethernet 0/2
Ethernet0/2 is up, line protocol is up
IPvEe 15 enabled, link-local address is FES0::ASBB:CCFF:FE00:120
No Virtual link-local address(es):
Description: CLIENT
Global unicast address(es):
2001:ABCD:1:B::1, subnet is 2001:ABCD:1:B::/64
Joined group address(es):
FFO2::1
FF02::2
FFO02::1:FF00:1
FFO2::1:FFO0:120
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ICMP unreachables are sent
ND DAD is enabled, number of DARD attempts: 1
ND reachable time is 30000 milliseconds (using 30000)
ND advertised reachable time is 0 (unspecified)
ND advertised retransmit interval is 0 (unspecified)
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
ND advertised default router preference is Medium
Hosts use stateless autoconfig for addresses.

https://vnnic.vn




Q Cap phat dia chi IPv6 tw dong str dung SLAAC

Trén phia ROUTER

ROUTER#show ipv6 neighbors

O Cap phat dia chi IPv6 tw déong str dung DHCPV6

Trén phia client
- Bwée 1: Click vao Start | Windows Administrator Tools | DHCP

- Bwére 2: Click vao IPv6 | Scope | Address Leases

NIC

Internet forall

% DHcp
File Action View Help

s Al EERENN 7 M:

Z DHCP
v 3 win-16bgndictde
B P4
v B IPvb
v || Scope[2001:abcd:1:bz] CLIED
@ Address Leases
% Exclusions
= | Reservations
.. Scope Options
-3 Server Options

Client IPvE Address Mame Lease Expiration
14 2001:abcd: 1:b:61b4:a028:af60: 395  DESKTOP-U100TMO  7/17/2025 2:08:16 AM

https://vnnic.vn



KIEM TRA DICH VU (tiép theo)

d May chu DNS64
- Trang thai dich vu DNS

#systemctl status named

root@lin “# osystemctl status named

s named L
e = vice; f - preset: enabled)
Je 2025-07-22 14:2 =)

art=susr/zhinsnamed FOPTIONS (code=exited, status=0/SUCCESS)

22 14:24:11 linu< named [4158] @ configuring Lummdnd rhaﬂﬂPl +rum "Yetoshindsrndo. key!
22 14:24:11 linux named[415 C

22 14:24:11 linux named[415

22 14:24:11 linux named[415

22 14:24:11 linux named[4

22 14:24:11 linux named[415

22 14:24:11 linux named[415

22 14:24:11 linux Hﬂde[4lE

22 14:24:11 linux n ' )

22 14:24:11 linux s _.emd[l] Started BIND Domain Mame Se

NIC
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d May chu DNS64
Phan giai tén mién

KIEM TRA DICH VU (ti€p theo)

- Bwéc 1. M& hdp thoai Run va nhap "ecmd"
- Bwdc 2: Tai cra sO hién ra, nhap Iénh: nslookup va nhap tén mién can kiém tra, vd: ipv4only.vn va

ipveonly.vn

- Bwére 3: Kiém tra két qua théng tin ban ghi tra vé tir DNS64

NIC

BN Administrator: Command Prompt - nslockup

C:\Usersh\admin>nslookup
erver: UnKnown

20081:abcd:1:a::64

UnKnown
2601 :abcd:1:a::64

Non-authoritative answer:
ipvdonly.vn
64:ffob: : 6464 ; 6464
166.106. 166 . 168

» ipvbonly.wn
g UnKnown
2601:abcd:1:a::64

ipvbeonly.vn
20601 :beef::1680

Internet forall
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KIEM TRA DICH VU (ti€p theo)

O Truy cap dich vu

- Bwére 1: M& trinh duyét web

- Bwéc 2: Nhap URL cua website, vi du: ipv4only.vn va ipvéonly.vn
- Bwée 3: Kiém tra két qua hién thj (hinh anh, font chi,...)

Trang chis X+ = e Trang chil x|+ = ®
« (@] O & ipveonlyvn b = (o @] U & ipvdonly.vn b =

VNNIC Internet Conference 2025 — Workshop IPvé Only

VNNIC Internet Conference 2025 — Workshop IPvé Only

Loi ich cua viéc chuyén sang IPv6 only Vai tr6 va han ché cua IPv4

« Tién dé cho sw phat trién Internet: IPv4 Ia giao thirc chinh gidp mang Internet phat trién réng khap

» M& rong khéng gian dia chi: IPv6 cung cép sé luong dia chi gan nhw vo han, gidi quyét triét dé van & t0an cAu.
can kiet IPv4. . R s e E i iz . « Dé trién khai: Ha tAing mang hién tai da phan durgc thiét ké va tdi wru cho IPv4.
= Hiéu suat tot hon: Trong nhieu triong hop, két noi IPVG co do tre thap va toc do cao hon so voi IPv4. « Han ché dia chi: Knong gian dia chi IPv4 bi gi&i han (khoang 4,3 ty dia chi), d4n dén su can kiét va
» Hb tror chuyén dbi s6 va loT: IPv6 la nén tang phl hop dé trién khai cac dich vu s6 va mang thiét bi ph'é\ dung NAT. ' ) ) ! ' ' c .
thong minh. ) B L « Phirc tap khi mé& réng: Viéc st dung NAT, CGNAT gay kho khan trong quén Iy, bao tri va gay tr khi
« Dam bao an toan dai han: IPv6 tich hgp nhiéu tinh nang bao mét ngay tir thiet ké nhwr IPsec, RA truyan diF liéu.
Guard, SEND... « Thiéu hé tre cho cac mé hinh két néi méi: Khong tdi wru cho loT, mang |w¢i phén tén va céng nghé

a0 hoa hién dai

@ VNNIC Internet Conference 2025
@ VNNIC Internet Conference 2025

~
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THONG TIN LIEN HE, HO TRO

Q Trong qué trinh trién khai mang IPv6 only néu can hd tror hodc tw van c6 thé lién hé dau mdi cua
VNNIC theo thdng tin sau:
- Phong Hop tac - Quan ly tai nguyén, Trung tam Internet Viét Nam
= Email: info@vnnic.vn
= Dién thoai: 024-35564944 sb may 1& 102
- B0 phan quan tri mang
» Email: mang-admin@vnnic.vn
= Dién thoai: 024-35564944 sb may |& 905

NIC
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