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Thuyét minh, mo ta:

STT | Thanh phan

Chirc nang

Nguyén ly hoat dong

Thict bi dinh
tuyén
(Router)

Pinh tuyén giira cac
phan mang va dinh
tuyén ra Internet

- Router str dung giao thie dinh
tuyén nhu: BGP, Static
route,.két noi voi cac ISP,
VNIX dé trao d6i thong tin dinh
tuyén va luu luong mang ra
Internet trong nudc, qUOC té.

- Ho tro song song ca IPv4, IPv6
(Dual Stack).

Thiét bi tuong
i
(Firewall)

Thuc hién viéc loc
goi tin va kiém soét
truy cap gitra céac
phan mang.

- Hé thong tudng lta phan chia
mang thanh 2 phan: INSIDE va
OUTSITE.

- Phia OUTSIDE két nbi Ién
thiét bi dinh tuyén va chay Dual
Stack.

- Phia INSIDE c6 thé phan chia
thanh cac phan mang IPv6 only.
M3i phan mang duoc két néi dén
01 interface hoac sub interface
cua tuong lira va gan tuong ung
vai 01 vian.
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3 |May chu DNS64 | - Thuc hi¢én chuyén | - Tro forwader vé DNS Caching
tiep truy van tén dé phan giai tit ca zone tén mién

mien - Bat chirc nang DNS64
- Anh xa ban ghi A
sang AAAA theo dai
dia chi prefix
4 | May chu Quan ly va tu dong | - Thiét bi gui yéu cau dén may
DHCPv6 cap phat dia chi IPv6 | chu DHCPv6 dé xin dia chi IPv6
cho thiét bi va thong tin ciu hinh mang.

Tuong lira s€ thuc hién relay yéu
cau dén may chua DHCPV6.

- May chi DHCPV6 sé& cap phat
dia chi cung céc thong s6 nhu
DNSV6, thoi gian ton tai va ghi
nhé thiét bj dé quan ly.

2. M6 hinh LAB IPv6 only

= B

b cache

» vsonly

INTERNET

r ROUTER
I (eur1)
=S/ ey
/ » CLIENT
-I S
|

» DHCPVE

I1. Thwc hanh trién khai mang truy cap IPv6 only
1. Trién khai cap phat dia chi IPv6 tw dong
a. Str dung co ché SLAAC
Luu y dia chi IP caa may chu DNS64, DHCPv6 phai dugc quy hoach va

tuong tng Véi s6 th tu thuc hanh.
|
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- Bwéc 1: CAu hinh bat chirc ning IPv6 trén Router

ROUTER#configure terminal
ROUTER(config)#iva unicast-routipg o
- Budc 2: Cau hinh IP cho cong két noi den Internet.

ROUTER(config)#interface ethernet 0/0
ROUTER(config-if)#description WAN
ROUTER(config-if)#ip address 10.20.30.X 255.255.255.0
ROUTER(config-if)#ipv6 address 2001:10:20:30::X/64
ROUTER(config-if)#no shutdown
ROUTER(config-if)#exit

- Buéc 3: Cau hinh dinh tuyén tinh dé két nbi dén Internet.

ROUTER(config)#ip route 0.0.0.0 0.0.0.0 10.20.30.254
ROUTER(config)#ipv6 route ::/0 2001:10:20:30::254
ROUTER(config)#exit

- Bwéc 4: Cau hinh IPV6 cho cong két néi cac phan mang LAN.

ROUTER(config)#interface ethernet 0/1
ROUTER(config-if)#description SERVER
ROUTER(config-if)#ipv6 address 2001:abcd:X:a::1/64
ROUTER(config-if)#no shutdown
ROUTER(config-if)#exit
ROUTER(config)#interface ethernet 0/2
ROUTER(config-if)#description CLIENT
ROUTER(config-if)#ipv6 address 2001:abcd: X:b::1/64
ROUTER(config-if)#no shutdown
ROUTER(config-if)#exit

- Buéc 5: Cau hinh cap phat IPv6 cho CLIENT sur dung SLAAC.

ROUTER(config)#interface ethernet 0/2

ROUTER(config-if)#ipv6 enable

ROUTER(config-if)#ipv6 nd ra dns server <dia chi IP may chi DNS64> <lifetime>
ROUTER(config-if)#exit

b. St dung may chu DHCPv6

- Bwéc 1: Tai giao dién cira s6 Ultra VNC Viewer nhan biéu tugng ban
phim (g6c bén trai) dé nhap “Ctrl + Alt + Del” va login dén may chu server véi
quyén administrator.

- Bwérc 2: Click vao Start | Windows Administrator Tools | DHCP

. ______________________________________________________________________________________________|
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. Windows Accessories e

. Windows Administrative Tools ~
Component Services
Computer Management
Defragment and Optimize Drives
DHCP
Disk Cleanup
Event Viewer
iSCSI Initiator
Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

o € M’

Nhan vao du “>” bén canh tén cia may chu

¥ DHCP - 0
File Action View Help
EEEHCP Contents of DHCP Status Actions
5 win-geabopgl 3 win-geabopgh8sn DHCP “
More Actions »

- Bwdc 3: Chudt phai vao IPv6 va chon “New scope”

% DHCP - O X
File Action View Help

e 2FE e HR B

(Q DHCP ‘ - Actions
v E v\_nn-;eabopgl "0) Add a Scope 1Pv6 o~
1Pv4 =
v } IDvA I More Actions »
isplay Statistics... ‘:‘ir::tslﬁ; "
I New Scope... I must create
fore dynamic
Define User Classes... ned.
Define Vendor Classes... he Action
Set Predefined Options...
View 3 jsltpsetting up a
Refresh
Properties
<
Createan Help
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Nhan va “Next” va cung cap tén cho Scope

Mew Scope Wizard

Scope Name —
You have to provide an identifying scope name. You also have the option of providing a
description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: [CLIENT

Description: |Ca|:| dia chi IP cho client|

- Buéc 4: Nhap pham vi tién té (Scope prefix) twong @ng véi dai dia chi
cho phan mang CLIENT. VD: 2001:abcd:1:b::/64
Mew S5cope Wizard

Scope Prefix
You have to provide & prefi to create the scope. You also have the option of providing &
prefenence yvalue for the scope

Erter the IPvE Prefix for the addresses that the scope distributes and the
preference value for the scope

|2m1 abed: 15-]

Loai trir mot dai dia chi IP cho dija chi IP tinh (néu c6). VD: dai dia chi
0000 dén 00ff va nhan “Add”

Mew Scope Wizard

Add Exclusions e
Exclusions are addresses or a range of addresses that are not distibuted by the server.

Type the IPvk address range that you want to exclude for the given scope. f you want
to exclude a single address, type an identifier in Start IPw6 Address onby.

Start IPwE Address: 2001 :abcd: 1hb: |DDDD:DDDD:E'DI}D:DDDD

End IPv6E Address: 2001 :abcd: 1:b: |DDDD:DDDD:DDDD:DEH Add

Excluded address range:

2001:abcd:1:b:: to 2001 :abcd: 1 b Remove
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- Bwéc 5: CAu hinh thoi gian cap phét cua IP, mic dinh 1 ngay

Mew Scope Wizard

Scope Lease
The lease duration specifi
sCOpe.

25 how long a client can use an IPv6 address obtained from this @J

Lease durations should typically be equal to the average time the computer is
connected to the same physical network .

Maon Temporary Address(lAMA)

Prefemed Life Time
Days: Hours: Minutes:
=1 =1 =1
0= B | o

Valid Life Time

Days: Hours: Minutes:
=1 4 =1
ey I B 0=

< Back Cancel

- Buéc 6: Nhan Finish dé hoan thanh ciu hinh va active scope vira tao

Mew Scope Wizard

TRUONG

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.
The scope summary is as follows:
Prefix: 2001:abcd:1:b:: 64

Mon-Temporary Address Lease
Valid Lifetime: 0 Days 12 Hours 0 Minutes
Prefemred Lifetime: 0 Days & Hours 0 Minutes

Activate Scope Mow:

* ‘fas
" No

To close this wizard, click Finish.

< Back Cancel




- Bwéc 7: Chudt phai vao Scope Option va chon “Configure Options”

¥ DHCP
File Action View Help

e |2mXEBc= HM®

3z DHCP Contents of Scope
va "‘;'"I":'?!"q"g“'a‘ QAddress Leases
B ' 4 Exclusions
v B IPvE R "
e servations
v ] Scope [2001:abed:1:b:] CLIENT s: 0'!
ope Options

() Address Leases
{3 Exclusions
‘i Bﬁ‘n":lﬂni
Scope Ootions
Server Opt Configure Options...

Delete
Refresh

Properties

Help

Tick vao DNS Recursive Name Server Ipv6 Address va nhap thong tin
cac may chu DNS64 rdi nhan “OK”
Scope Options ? b4

General  Advanced

Awaiable Options Description

L 00021 SIP Server Domain Mame List Dhomain Mai
IPwE addres
1PwE Addre:
Dioimuain saa w

<

Data entry

|[2ﬂﬂ1ahcd1a.5-1-

Current |Pvh address

I

- Budc 8: X04a cau hinh cap phét IPv6 cho CLIENT sir dung SLAAC trén
ROUTER

ROUTER(config)#interface ethernet 0/2

ROUTER(config-if)#no ipv6 enable

ROUTER(config-if)#no ipv6 nd ra dns server <dia chi IP may chu DNS64>
<lifetime>

. ______________________________________________________________________________________________|
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| ROUTER(config-if)#exit - |
- Bwoc 9: Cau hinh dhep relay trén ROUTER dé cap phéat IPv6 cho

CLIENT st dung may chu DHCPv6

ROUTER(config)#interface ethernet 0/2

ROUTER(config-if)#ipv6 nd managed-config-flag

ROUTER(config-if)#ipv6 dhcp relay destination <dja chi IP may chi DHCPv6>
ROUTER(config-if)#exit

2. Cai dat, trién khai may chi DNS64

- Budéc 1: Céu hinh dia chi IP cho may chu

#nano /etc/netplan/50-cloud-init.yaml
Vi du:

network:
ethernets:
ens3:
dhcp6: no
addresses:
- <dja chi IPv6 cua may chu>
routes:
- to: default
via: <dja chi IPv6 gateway>
version: 2
- Buéc 2: Cau hinh hostname cho may chu

| #hostnamectl set-hostname <Tén may chu>
- Bwéc 3: Cau hinh mui gio & dong bo thoi gian cho may chu

#timedatectl set-timezone Asia/Ho_Chi_Minh
#apt install systemd-timesyncd -y (néu chira c6)
#systemctl status systemd-timesyncd
#systemctl start systemd-timesyncd
#systemctl enable systemd-timesyncd

- Buéc 4: Cai dat phan mém co ban

| #apt install net-tools traceroute -y |
- Bwéc 5: Cai dat Bind9

| #apt install bind9 bind9utils bind9-doc -y |
- Bwoc 6: Thiét lap file cau hinh dich vu DNS trén Bind9

| #nano /etc/bind/named.conf.options |
Vidu:

‘ acl clients { //Dinh nghia danh sdch client dwoc truy Van dén ‘
|
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localhost;
<dai dia chi IPv6 cua client>;

h

options {
directory "/var/cache/bind";
forwarders {
<dia chi may chi DNS Cache dé chuyén tiép >;
|3

forward only;

listen-on { none; }; /ITat nhdn truy van tir client dén IPv4 cia may chu

listen-on-v6 { <dia chi IPV6 cia may chu>; }; //Pinh nghia IPv6 nhdn truy van
ter client

allow-query { clients; }; //Cho phép client thugc danh sdach dwoc phép truy van

dns64 64:1f9b::/96 {};  //Dinh nghia ddi tién té IPv6 dé synthesizing va NAT64

recursion yes; //BGt cho phép truy vdn dé quy

dnssec-validation no; /[Tt chire nang DNSSec

max-cache-size 256M;  //Pat gidi han cache theo nang luc may chu

1

- Buéc 7: Tat systemd-resolved

systemctl stop systemd-resolved

systemctl disable systemd-resolved

rm -rf /etc/resolv.conf

nano /etc/resolv.conf

nameserver <dja chi may chii DNS Cache dé chuyén tiép>
- Buéc 8: Bat chire ning ghi log truy van

#nano /etc/apparmor.d/usr.shin.named  //Phan quyén bé sung trong apparmor
Chinh sura thanh
[etc/bind/** rw,
letc/bind/* rw,
[letc/bind/ rw,
systemctl restart apparmor
# cd /etc/bind/
#mkdir logs
#chmod 777 logs
#cd logs
#touch log_query
#chmod 664 log_query
#nano /etc/bind/named.conf.options
B6 sung thém
logging {
channel log_query {

file "/etc/bind/logs/log_query" versions 10 size 10m, //Dat gioi han 10 phién bdn
file log Véi kich thuéc moi file 12 10MB

severity info;
|
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print-category yes;
print-severity yes;
print-time yes;

b
category "queries"” { "log_query"; };

b

- Buéc 9: Khai dong lai dich vu Bind9 va kiém tra log truy van, trang thai
may chu
#sudo systemctl restart bind9
#sudo systemctl status bind9
#tail -f /etc/bind/logs/log_query

3. Trién khai NAT64 trén thiét bi dinh tuyén
- Bwoc 1: Bat chirc naing NAT64 trén Interface

ROUTER(config)#interface ethernet 0/0
ROUTER(config-if)#nat64 enable
ROUTER(config-if)#exit
ROUTER(config)#interface ethernet 0/2
ROUTER(config-if)#nat64 enable
ROUTER(config-if)#exit

- Buéc 2: Cau hinh dai dia chi IPv6 muon NAT64

ROUTER(config)#ipv6 access-list <tén ACL>
ROUTER(config-ipv6-acl)#permit ipv6 <dai dia chi IPv6> any
Vi du:

ROUTER(config)#ipv6 access-list client
ROUTER(config-ipv6-acl)#permit ipv6 2001:abcd:1:b::/64 any
- Bwéc 3: Cau hinh dai dia chi IPv6 DNS64 (néu khdng cd s& tu dong sir
dung well-known Prefix: 64:ff9b::/96)
| ROUTER(config)#nat64 prefix stateful <dai dia chi IPv6/96> |
- Buéc 4: Cau hinh dai dia chi IPv4 Public

| ROUTER(config)#nat64 v4 pool <tén pool> <IP hdt dau> <IP két thic> |

Vi du:

\ ROUTER (config)#nat64 v4 pool v4-pool 115.75.95.1 115.75.95.1 \
- Bwéc 5: Cau hinh dynamic NAT64

| ROUTER(config)#nat64 vé6v4 list <tén ACL IPv6> pool <tén pool> overload |
Vi du:

| ROUTER(config)#nat64 vév4 list client pool v4-pool overload |
- Buéc 6: Kiém tra trang thai bang NAT

. ______________________________________________________________________________________________|
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ROUTER #show nat64 translations
ROUTER #show nat64 statistics

4. Kiém tra két qua

a. Dia chi IPv6 dugc cap phét ty dong st dung SLAAC
Tai phia client:
- Buéc 1: Mo hop thoai Run va nhap "cmd”

- Bwéc 2: Tai cira s6 hién ra, nhap 1énh: ipconfig /all

- Bwéc 3: Kiém tra thong tin dia chi IPv6 tai muc dia chi IP, dia chi DNSv6
tai muc DNS

Windows IP Configuration

Enabled. . . . . . . . :
Enabled. . . . . . . . ! No

PRO/16688 MT Network Connection

Trén thiét bi ROUTER
| ROUTER#show ipv6 interface ethernet 0/2
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| ROUTER##show ipv6 neighbors

b. bia chi IPv6 duoc cap phat tu dong st dung DHCPV6
- Bwoc 1: Click vao Start | Windows Administrator Tools | DHCP
- Bwérc 2: Click vao IPv6 | Scope | Address Leases

% DHCP
File Action View Help

b ol ARz L (HENEIN 7 i
% DHCP
v & win-16bqndictle
B P4
v B IvE
w | Scope[2001:abcd:1:b:] CLIED
(1) Address Leases

Client IPvE Address MName Lease Expiration Actions

18 2001:abcd: 1:b:61b4:a9a8:af60:395  DESKTOP-U1007TMQ  7/17/2025 2:08:16 AM Address Leases -

More Actions

i} Exclusions

& Reservations

., Scope Options
.7 Server Options

c. May chu DNS64
- Trang thai dich vu DNS

| #systemctl status named

root@linus:™

lor preset: enabled)

=
-u hind
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Thuc hién phan giai tén mién
- Buéc 1: Mo hop thoai Run va nhap "cmd”
- Bwéc 2: Tai ctra 6 hién ra, nhap Iénh: nslookup va nhap tén mién can
kiém tra, vd: ipv4only.vn va ipvéonly.vn
- Budc 3: Kiém tra két qua thong tin ban ghi tra vé tir DNS64

BN Administrator: Cornmand Prompt - nslockup

166.186.1686.160

» ipveonly.wvn
U W
: 20P1:abcd:1:a::64

ipvBonly.vn
2001 :beef: 10806

- P6i véi tén mién ipvdonly.vn chi c6 ban ghi A (100.100.100.100) nén
DNS64 sé€ anh xa sang ban ghi AAAA ao 64:ff9b::6464:6464.

- Bdi véi tén mién ipv6only.vn c6 ban ghi AAAA (2001:beef::100) nén
DNS64 sé giir nguyén.
d. Truy cap dich vu

- Buoc 1: Mo hop thoai Run va nhap "cmd”

- Bwéc 2: Tai cira 5O hién ra, nhap Iénh: tracert dén céc tén mién can kiém

tra, vd: ipv4donly.vn va ipvéonly.vn.

. ______________________________________________________________________________________________|
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B8 Administrater: Command Prompt

ms
ms
ms

- Buéc 3: Kiém tra truy cap qua trinh duyét
+ Website: ipv6only.vn

Trang chd e + - =
&« @] U & ipvéonlywn [k =

VNNIC Internet Conference 2025 — Workshop IPv6é Only

Lot ich cta viéc chuyén sang IPv6 only

« Mé rong khéng gian dia chi: IPv6 cung cap s6 lirong dia chi gan nhir vo han, gidi quyét triét dé van da
can kiét [Pv4.

« Hiéu suat tét hon: Trong nhidu trrng hop, két ndi IPV6 c6 dd tré thap va toc do cao hon so véi IPv4

« Hd tro chuyén dbi s6 va loT: IPv6 |a nén tang phi hop dé trién khai céc dich vu s6 va mang thiét bi
thdng minh.

« Dam bao an toan dai han: IPv6 tich hop nhigu tinh nang bao mét ngay tir thiét k& nhwr IPsec, RA
Guard, SEND...

D
3
]
o]

&
]
@

+ Website: ipv4only.vn
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Trang chd ® + — =

< & O & ipvdonlywvn bid ]

VNNIC Internet Conference 2025 — Workshop IPv6 Only

Vai tro va han ché cua IPv4

« Tién dé cho s phat trién Internet: IPv4 |4 giao thirc chinh gitip mang Internet phat trién rong khap
toan cau.

« Dé trién khai: Ha tang mang hién tai da phan duwoc thiét ké va toi tru cho IPv4.

« Han ché dia chi: Khong gian dia chi IPv4 bi giai han (khodng 4,3 ty dia chi), ddn dén sv can kiét va
phai ding NAT.

+ Phirc tap khi mé& réng: Viéc str dung NAT, CGNAT gy khé khan trong quan Iy, bao tri va gay tré khi
truyén dir liéu

« Thiéu hd trer cho cac md hinh két ndi méi: Kndng tdi wu cho loT, mang lwdi phéan téan va céng nghé
4o hoa hién dai.

© VNNIC Internet Conference 2025

I11. Phu luc
1. File cau hinh chi tiét
a. Thiét bi dinh tuyén

hostname ROUTER
!

boot-start-marker
boot-end-marker

|

no aaa new-model

!

mmi polling-interval 60
no mmi auto-configure
no mmi pvc

mmi snmp-timeout 180
!
no ip icmp rate-limit unreachable
!

no ip domain lookup

ip cef

ipv6 unicast-routing

ipv6 cef

I

multilink bundle-name authenticated
|

redundancy
|
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no cdp log mismatch duplex

!

ip tcp synwait-time 5

1

interface Ethernet0/0

description WAN

ip address 10.20.30.1 255.255.255.0
duplex auto

nat64 enable

ipv6 address 2001:10:20:30::1/64
|

interface Ethernet0/1

description SERVER

no ip address

duplex auto

ipv6 address 2001:ABCD:1:A::1/64
I

interface Ethernet0/2

description CLIENT

no ip address

duplex auto

nat64 enable

ipv6 address 2001:ABCD:1:B::1/64
ipv6 nd managed-config-flag

ipv6 dhcp relay destination 2001:ABCD:1:A::20
|

interface Ethernet0/3

no ip address

duplex auto

|

ip forward-protocol nd

!

no ip http server

no ip http secure-server

ip route 0.0.0.0 0.0.0.0 10.20.30.254

!

nat64 v4 pool v4-pool 115.75.95.1 115.75.95.1
nat64 v6v4 list client pool v4-pool overload
ipv6 route ::/0 2001:10:20:30::254

ipv6 ioam timestamp

!

ipv6 access-list client

permit ipv6 2001:ABCD:1:B::/64 any

!

control-plane
|
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linecon 0
exec-timeout 0 0
privilege level 15
logging synchronous
line aux 0
exec-timeout 0 0
privilege level 15
logging synchronous
line vty 0 4

login

transport input none
|
end

b. May chit DNS64

/etc/bind/named.conf.options

acl clients {
localhost;
2001:abcd:1:b::/64;

}

options {
directory "/var/cache/bind";
forwarders {
2001:cafe::100;
h
forward only;
listen-on { none; };
listen-on-v6 { 2001:abcd:1:a::64; };
allow-query { clients; };
dns64 64:1f9b::/96 {};
recursion yes;
dnssec-validation no;
max-cache-size 256M;
h
logging {
channel log_query {
file "/etc/bind/logs/log_query™ versions 10 size 10m;
severity info;
print-category yes;
print-severity yes;
print-time yes;

1
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category "queries"” { "log_query"; };
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