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Noi dung

« M& dau
* |Pv6 firewall
* An toan — bao méat cho DNS

« S/Gi Firewall tich hop da dich vu




Ty 1é chuyén doi IPv6 (2020 — 2025)

Ty lé swr dung IPvé
toan quoc

2020 ~40% Bat dau chwong trinh chuyén déi sé quéc gia

2021 45% Hon 34 trieu nguwoi dung IPv6

2023 53% T&ng trwdng 6n dinh ha tng bang rong va di ddng
2024 65.5% Vwot 1.6 lan trung binh toan cau

2025 67% — 70% Chuén bj sang IPv6-only



Hién trang ha tang ho tro’ IPv6

« Thué bao
« Cb dinh/bang rong: 80% - 82%
* Didbng: 83% - 88%
« Cac nha mang
« MobiFone: ~76%
 FPT Telecom: ~67%
« Viettel: ~65%
 VNPT: ~53%
* Lo trinh “IPv6 only”
« 2026 — 2028: chi str dung IPv4 cho cac hé théng dac thu, thi diém IPv6 only
« 2029 — 2030: dat ty 1& 90%-100%, dong bd IPv6-only trén toan qubc
« Pén 2032: ngwng s dung IPv4



Rui ro bao mat khi moi thiéet bi déu cé dia chi IPv6

« MAt I&p bdo vé NAT (Network Address Translation), moi thiét bi déu “phoi” truc tiép
- Dé quét port hon
- RUi ro v&i cac thiét bj loT, smart devices, hé théng nhing
« RUi ro v&i tAn céng DDOS
- IPv6 v@&i IPsec chuyén tr “bat budc” sang “khuyén nghi”:
Thiét bi loT c6 c4u hinh thap
Quan ly khéa phtrc tap trén quy mé I&n

Sw phd bién ciia ma héa “tang trén”: SSL/TLS, SSH...



IPVv6 firewall

» Default deny

Stateful firewall

« Stateful firewall
in rules session state out rules
« H6 trg ICMPV6 can thiét:
* Neighbor Discovery (ND)
» Router Advertisements (RA)

« Chbng tan cong DDOS




An toan — bao mat cho DNS

Hon 4 thap ky phat trién
“Clear-text” DNS (tcp/udp 53)
DNSSEC
“Encrypted” DNS:

 DoT

« DoH

 ODoH

DNS64/NAT64

UNENCRSYSPTED
ONS TRAFFIC

I'm visiting

- heimdalsecurity.com

DNS traffic

Computer DNS resolver

Threat actor

ENCRYPTED
ONS TRAFFIC

DoT or DoH

_ 'E_ncrypted DNS traffic
Computer - . . : DNS resolver

\ 4

- Threat actor
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Supporting DNS64 - F5 BIG-IP

AAAA record ? /\BOERROR (empty)
Arecord ?
INA1.2.3.4

—

internet
client server
» NAT64 B>
(IPv6) \/ (IPv4)
64:FF9B::/96 1.2.34

(64:FF9B:::1.2.3.4)



Supporting DNS64 - F5 BIG-IP
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DNS Features
DNSSEC Enabled v
GSLB Enabled v
DNS Express Enabled v
DNS Cache
DNS Cache Name | resolver V|
DNS IPv6 to IPv4 | Secondary v |
IPv6 to IPv4 Prefix 64:ff9b:0:0:0:0:0:0
:2;/2 r::; IPv4 Additional Section Disabiad o
Unhandled Query Actions Allow v
Use BIND Server on BIG-IP Enabled v
Insert Source Address into Client Disabled v

Subnet Option




Supporting DNS64 - F5 BIG-IP

1

ubuntu@i-0c62052040efaf8e8:-$ dig @2406:dale:804:8a00:3437:36:ebfc:5a18 f5dnsv4.bienlab.com AAAA

; <<>> DiG 9.18.1-1ubuntul.2-Ubuntu <<>> @2406:dale:804:8a00:3437:36:ebfc:5a18 f5dnsv4.bienlab.com
AAAA

; (1 server found)

;5 global options: +cmd

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44769

;5 flags: gqr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1

;5 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4096 64:ff9b:0:0:0:0:0:0 16.162.254.229
;5 QUESTION SECTION:

; fS5dnsv4 .bienlab.com. IN

;5 ANSWER SECTION:
f5dnsv4.bienlab.com. 300 AAAA 64:ff9b::10a2:fee5

;5 Query time: 140 msec

;5 SERVER: 2406:dale:804:8a000:3437:36:ebfc:5a18#53(2406:dale:804:8a00:3437:36:ebfc:5a18) (UDP)
;5 WHEN: Tue Nov @1 06:43:38 UTC 2022

;3 MSG SIZE rcvd: 76




Supporting DOT (DNS over TLS) - F5 BIG-IP
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System » Certificate Management : Traffic Certificate Management : SSL Certificate List » f5dnstls

7% -~ Certificate Instances

Key

Certificate Signing Request

General Properties

Name f5dnstls

Partition / Path

Certificate Subject(s)

Certificate Properties

Public Key Type RSA
Public Key Size 2048 bits
Expires Jan 18 2023 12:26:31 ICT
Version 3
Serial Number 03:f6:43:2b:18:cb:3d:7b:c6:09:6e:1b:5a:de:98:be:e6:0e
Fingerprint SHA256/83:BE:85:14:DC:41:69:5D:EC:BF:BA:71:10:D6:59:4E:D6:89:AB:9E:29:01:94:1A:BF :2E:47:AQ:A6:92.BA:AB
Common Name: f5dnstis.bienlab.com
Organization:
o Division:
Skt Locality:
State Or Province:
Country:
Common Name:  R3
Organizational Unit: Let's Encrypt
|ssuer Diw‘sifan:
Locality:
State Or Province:
Country: us
Email
Subject Alternative Name DNS:f5dnstls.bienlab.com
Monitoring Properties
Monitoring Type [Cocsp
Issuer Certificate | None v
ocsP None
Status [w]

[ Import... || Export... || Renew... || Update Status Monitoring || Delete OCSP Cache... || Delete |

DNS » Delivery : Profiles : Other : Client SSL Profile » fS5dnstls

% + Properties

General Properties

Name
Partition / Path

Parent Profile

f5dnstls

Common

[ clientssl v]

Configuration:

Certificate Key Chain

OCSP Stapling

Notify Certificate Status to
Virtual Server

Proxy SSL

Proxy SSL Passthrough

/Common/fSdnstls /Common/fSdnstls

Edit |[ Delete




Supporting DOT (DNS over TLS) - F5 BIG-IP

DNS » Delivery : Listeners : GTM Listeners : GTM Listeners List » Properties : vs_dns_tcp_tls

1+ + | Properties Load Balancing iRules Statistics El|

13

General
Name vs_dns_tecp_tls
Partition Common
Description [
State

Listener:

Type: ® Host O Network

Destination Address: | 10.0.3.204
VLAN Traffic
Service:
Protocol
DNS Profile
SSL Profile (Client) | f5dnstls v

| Update || Delete... |




Supporting DOT (DNS over TLS) - F5 BIG-IP

DNS » Delivery : Listeners : GTM Listeners : GTM Listeners List » Properties : vs_dns_tcp_tls

1+ + | Properties Load Balancing iRules Statistics El|
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General
Name vs_dns_tecp_tls
Partition Common
Description [
State

Listener:

Type: ® Host O Network

Destination Address: | 10.0.3.204
VLAN Traffic
Service:
Protocol
DNS Profile
SSL Profile (Client) | f5dnstls v

| Update || Delete... |




Supporting DOT (DNS over TLS) - F5 BIG-IP

ubuntu@i-0c62052040efaf8e8:-$ kdig @10.0.3.204 +tls vnexpress.net
;3 TLS session (TLS1.2)-(CECDHE-SECP256R1)-(RSA-SHA256)-(CAES-128-GCM)
;5 ->>HEADER<<- opcode: QUERY; status: NOERROR; id: 15661

; Flags: qr rd ra; QUERY: 1; ANSWER: 1; AUTHORITY: 2; ADDITIONAL: 1

; EDNS PSEUDOSECTION:
; Version: @; flags: ; UDP size: 4096 B; ext-rcode: NOERROR

; QUESTION SECTION:
; vhexpress.net. IN

; 5 ANSWER SECTION:
vhexpress.net. 296 111.65.250.2

; 3 AUTHORITY SECTION:
vhexpress.net. 296 nsl.fptonline.vn.
vhexpress.net. 296 ns2.fptonline.vn.

;3 Received 106 B
;3 Time 2022-11-01 06:57:40 UTC
;3 From 10.0.3.204@853(TCP) in 0.9 ms

15




Supporting DOH (DNS over HTTPS) — F5 BIG-IP
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13 + Properties

General Properties

Local Traffic » Virtual Servers : Virtual Server List » vs_dns_https

Resources

Security ~ | SaaS Services Statistics =

Name vs_dns_https
Partition / Path Common
Description (I ]
Type
Source Address I(?):;s;f Address List |
Destination Address/Mask ® Host O Addvrees Lint
[10.0.3.204 |
e ® port O Port List
| 443 |[HTTPS v
Notify Status to Virtual Address
Link None
Availability () Unknown (Enabled) - The children pool member(s) either don't have service checking enabled, or service check results are not available yet
Syncookie Status Inactive
State
Configuration:
DoH Profile Type None
Protocol TCP ~
Protocol Profile (Client) [tep M
Protocol Profile (Server) [ (Use Client Profile) M
HTTP Profile (Client)
HTTP Profile (Server)
HTTP Proxy Connect Profile
FTP Profile None v
RTSP Profile None
PPTP Profile

SSH Proxy Profile

SSL Profile (Client)

Selected Available

L0
jo)

/Common /Common
f5dnstls @ clientss!

Aliantesl insan ira_anmnatila



Supporting DOH (DNS over HTTPS) — F5 BIG-IP

Local Traffic » iRules : iRule List » DoH_to_DNS_Proxy

¥+ + Properties Statistics

Properties

Name DoH_to_DNS_Proxy

Partition / Path Common/DoH_to_DNS_Proxy
1~ When HTTP_REQUEST {
2 set ilx_handle [ILX::init "DoH_to_DNS_Proxy" "DoH_to_DNS_Proxy"]
3 set dns_timeout 1500
4 log local®@.info "DNSoHTTPS: [IP::client_addr] [HTTP::method] [HTTP::uri] Accept: [HTTP::header "accept"] Content-type: [HTTP::
5« if { ([HTTP::method] equals "GET") and (([HTTP::header "accept"] equals "application/dns-message") or ([HTTP::header "content-
6~ if {[catch { ILX::call $ilx_handle -timeout "$dns_timeout" "RF(C8484_get" [URI::query [HTTP::uri] dns] } result]} {
7 log local@.error "ILX Failure: $result"
8 HTTP::respond 408 content "Request timed out" noserver
9~ } else {
10 set contentlength [lindex $result 1]
11 set result [b64decode [lindex $result @]]
12 log local®@.info "DNS answer for [IP::client_addr] (len $contentlength)"
13 HTTP::respond 200 content $result noserver content-type application/dns-message vary Accept-Encoding content-length $c
14 3}
15 }
16 ~ elseif { (C[HTTP::method] equals "POST") and (([HTTP::header "accept"] equals "application/dns-message") or ([HTTP::header "cc
17~ if {[HTTP::header exists "Content-Length"] && [HTTP::header "Content-Length"] <= 65535} {

Definition 18 set content_length [HTTP::header value "Content-Length™"]
19 }
20 ~ else {
21 set content_length 65535
22
23~ if { $content_length > 0} {
24 HTTP: :collect $content_length
25
26~ else {
27 log local®. "ERROR! Content Length = $content_length"
28 }
29 }
30 ~ else {
31 log local@.info "Bad request from client - HTTP/415"
32 HTTP: :respond 415 content "Unsupported Media Type"

DWrap Text
(") show Print Margin
Ignore Signature/Checksum ]

17



Supporting DOH (DNS over HTTPS) — F5 BIG-IP
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Mozilla Firefox

1. Select the menu button > Settings.
2. In the General menu, scroll down to access Network Settings.

3. Select Settings.

4. Select Enable DNS over HTTPS. By default, it resolves to Cloudflare DNS.

Google Chrome

1. Select the three-dot menu in your browser > Settings.
2. Select Privacy and security > Security.
3. Scroll down and enable Use secure DNS.

4. Select the With option, and from the drop-down menu choose Cloudflare
(1.1.1.1).

Microsoft Edge

1. Select the three-dot menu in your browser > Settings.
2. Select Privacy, Search, and Services, and scroll down to Security.
3. Enable Use secure DNS.

4. Select Choose a service provider.

5. Select the Enter custom provider drop-down menu and choose Cloudflare

(1.1.1.7).

about:preferences#searchResults

Connection Settings

./ AUTLO-Oetect proxy setungs 1or s network

© Use system proxy settings

() Manual proxy configuration

HTTP Proxy

HTTPS Proxy

SOCKS Host

Also use this proxy for HTTPS

SOCKSv4 ©

SOCKS vb

() Automatic proxy configuration URL

No proxy for

Port 0

Port 0

Port 0

Reload

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Connections to localhost, 127.0.0.1/8, and ::1 are never proxied.

[ Do not prompt for authentication if password is saved

[ ] Proxy DNS when using SOCKS v5

Enable DNS over HTTPS

dns

Use Provider

https://f5dnstls.bienlab.con

Custom

~

Custom




_dns.resolver.arpa (SVCB record)
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Browser I

Discover resolvers with
query for dns://resolver.arpa

(SVCE)

|
i Get a list
|
|

Normal
UDP

Resolver

e
|

. connection initiation

of DoH resolvers II,SVCB;:
|

Check name/address of
resolver against name/address

in certificate

|
|
H Use DMS over HTTP

DoH or DOT
Resolver

Browser I

>
Normal DoH or DOT
UDP Resolver

Resolver




_dns.resolver.arpa (SVCB record)

bien@bienlab:~$ dig @8.8.8.8 _dns.resolver.arpa svcb

; <<>> D1G 9.18.39-0ubuntu0.24.04.5-Ubuntu <<>> @8.8.8.8 _dns.resolver.arpa svcb
; (1 server found)

;3 global options: +cmd

;3 Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, 1d: 4874

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 4

;5 QUESTION SECTION:
;_dns.resolver.arpa. IN SVCB

;3 ANSWER SECTION:
_dns.resolver.arpa. 86400 IN SVCB 1 dns.google. alpn="dot"
_dns.resolver.arpa. 86400 IN SVCB 2 dns.google. alpn="h2,h3" key7="/dns-query{?dns}"

;; ADDITIONAL SECTION:

dns.google. 86400 IN 8.8.8.8

dns.google. 86400 IN 8.8.4.4

dns.google. 86400 IN 2001:4860:4860: :8888
dns.google. 86400 1IN 2001:4860:4860: :8844

;5 Query time: 20 msec

;; SERVER: 8.8.8.8#53(8.8.8.8) (UDP)
;3 WHEN: Thu Jun 11 21:55:04 +07 2026
;3 MSG SIZE rcvd: 224
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SO PO HOAT PONG ODoH

(Oblivious DoH)

1. CLIENT @ Tao truy vdn DNS
Q: example.com (A)
@ Ma héa truy van
(HPKE)
Epkr (Q)
Ung dung / Trinh duyét
@ Giai mé phan héi
Muc tiéu: (HPKE)
Tra ctru DNS R
vd: example.com <
Tra két qua cho (rng dung
LUONG HOAT DONG TOM TAT

@ Client tao truy van DNS Q.

@ Client ma hoa Q béng khoa céng khai cuia Relay.

@ Relay chuyén tiép truy van da ma héa tdi DoH Server.

@) DoH Server giai ma, xtt Iy truy van va tao phan hoi R.

© DoH Server méa hoa phan héi bang khéa cong khai cua Relay

va gtri lai cho Relay.

@ Relay chuyén tiép phan hdi dd ma hoa vé cho Client.
@ Client gidi ma phan hoi va tra két qua cho (ng dung.

2. ODoH RELAY
(Trung gian chuyén tiép)

L) =
L] =1
—
l..
e
e e e =,

I Khéng biét ndi dung truy van
| vakhong biét két qua.

Chi chuyén tiép.

\
—_— —

€ Chuyén tiép truy van
(Epkr (Q))

<

>

@ Chuyén tiép phan hdi
(Eka (R))

« Dia chi IP cuia Client
« Dia chi IP ctia DoH Server
« Kich thudc goéi tin

R
'| Relay chi thay:
|

TiNH CHAT BAO MAT

ODoH Relay KHONG biét: DoH Server KHONG biét:
@ = Noi dung truy van DNS @ « Dia chi IP cla Client

» Noi dung phan héi DNS
« May chu DNS dugc truy van

* C6 Relay ¢ gitra
¢ Danh tinh ngudi diing

3. DOH SERVER (RESOLVER)
(May chi DNS qua HTTPS)

@ Giai ma truy van
(HPKE)

Q: example.com (A)
Thuc hién tra ciru DNS

Tao phan héi R
(vd: 93.184.216.34)

KY HIEU
Q : Truy van DNS
[ R : Phan hoi DNS
Epka(X) : M3 héa x bang
khéa cong khai ctia Relay
HPKE : Giao thirc ma hoa
(Hybrid Public Key Encryption)




ODoH trén nén tang F5 BIG-IP

—1— _dns.resolver.arpa ?

Listener IP: 10.0.0.101

=

Client

encrypted query

examp\e.com

encrypted response
11.22.33.44

oDOH Proxy

Proxied query for

22

example.com

encrypted
response

TargetName: odoh.f5-dns.com
Listener IP: 10.0.0.100

BIGIP

SVCB Record

example.com

11.22.33.44



S/Gi Firewall tich hop da dich vu
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