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l. TONG QUAN VA HIEN TRANG
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 Tbng quan vé hé thong DNS va &ng dung

Xu hwdng phat trién cia DNS

 Tong quan tinh hinh trién khai DNS cia CQNN
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S Téng quan vé hé théng DNS va trng dung

»  Sw pho bién va trng dung réng rai:

o DNS dong vai tro thiét yéu trong hoat déng cda Internet, dwoc rng dung rong rai
trén toan cau.

o Hau hét moi hoat ddng trwc tuyén déu dwa trén viéc st dung DNS dé phan giai tén
mién thanh dia chi IP.

- Tang trwdng clta tén mién:
o S0 lwong tén mién dang ky lién tuc tang lén.
o Diéu nay dan dén ap lwc 1én 1én hé thong DNS toan cau
« Cac thach thuoec:
o Dam bao tinh 6n dinh, kha sdn sang va kha nang mé rdong cla hé thong DNS.
o Ngan chan cac cudc tan cdng vao hé thong DNS nhw DDoS, DNS spoofing.

o Quan ly va diéu phoi hé thdng DNS toan cau mét cach hiéu qua.
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e Xu hwéng phat trién cua DNS (1/2)

S6 lwong két ndi thdng qua DNS sé tang 1én rat nhiéu lan, yéu cau vé chét lwong can
phai dam bao nhw téc dé két ndi nhanh va trong sudt véi ngudi dung

Tinh riéng tw va an toan cua ngwoi dung khi str dung DNS sé dwoc quan tam nhiéu
hon va viéc dam bao suv tin cay trong C"c'lC két ndi, dob tin ,céy’ cho dich vu c;L’Ja nguoi
dung théng qua st dung phan giai tén mién van la nhirng yéu t6 quan trong cot I6i.

NIC
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e Xu hwéng phat trién cua DNS (2/2)

 DNS doéng vai jtr(‘) quan trong trong hoat dong cua Internet va dang khong ngirng phat trjén q’é
dap &rng nhu cau ngéy cang tang cua nguw®i dung va cac &rng dung dich vu chuyen doi so quoc
gia. Xu huwéng phat triéen cua DNS trong twong lai s€ dwoc dinh hinh theo cac yéu t6 sau:

o Tang trwdng vé co s& dir liéu tén mien: V&i sy phat trién nhanh chong clia Internet kéo
theo sy tang truc’mg manh vé sb Iy’o’ng dich vu triyc tuyén, kéo theo s6 lwong tén mién gia
tang, dat ra nhu cau phat trien ha tang DNS dé dap wng.

o Do tré thap: Céc hé thong DNS lién tuc cai thién hiéu suat va do tin cay cta hé thong, bang
cach nang cap ha tang, t6i wu hoa lwu lwong va ap dung cac ky thuat méi nhw DNS over
HTTPS (DoH).

o Bao mat va quyeén riéng tw: Bao mat va quyén riéng tw ctiia nguwdi ding ngay cang dwoc
chu trong, thuc day viéc ap dung cac giai phap ma héa va bao mat manh mé hon trong DNS.

o Nang cao kha nang dap rng va mé réng: DNS dang duwoc m& rdng dé trng dung dap
ng, twong thich véi cac van dé nhw an ninh mang, lwu trlr phan tan, loT va nhiéu (rng dung
khac.

NIC
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“¥T6ng quan tinh hinh trién khai DNS ciia CQNN...

C6 hé thdng may chi DNS riéng, hodc thué Hosting tai doanh nghiép hoac
dich vu Hosting tai nwéc ngoai.

Chwa chu trong dén thiét k& md hinh chuan, ddm bao an toan, dw phong.

Chuwa trién khai cac giai phap cong nghé nham tang cwéorng dam bao an toan
nhw ky DNSSEC, IPv6, can bang tai, ...

Co nhiéu diém yéu ve an toan trong quan ly, cau hinh k¥ thuat cho may chd
(chwa cau hinh an phién ban phan mém DNS, cho phép dong bd di liéu ra
bén ngoai, ....)

S dung DNS Cache mién phi ciia nwdc ngoai nhw Google, Cloudflare, ...

Khéng cé hé thong DNS Cache dw phong hodc st dung chung v&i hé thong
DNS Authoritative.
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II. LY THUYET CO BAN
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Vai tro, chirc nang cua DNS
Pac diém clia DNS

Thanh phan co ban ciia DNS

O

O

O

O

@)

Khéng gian tén mién

May chi tén mién

Resolver

File di¥ liéu va cac ban ghi tai nguyén

Cac file dir liéu dac biét

Ban ghi tai nguyén
o A, AAA, NS, MX, PTR

NIC

Phan loai may chu

O

@)

May ch( tén mién
DNS Cache

o DNS Stealth, DNS Forwarder, DNS Hybrid
Hoat déng cua DNS

O

@)

@)

Chuyén giao
Péng bo di liéu
Anh xa tén mién
Truy van tén mién

Phan giai tén mién
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Chtrc nang cua DNS

« DNS (Domain Name System): H& thdng t&n mién, thwc hién chirc nang:

o Anh xa tén mién sang dia chi IP, cho phép ngwoi dung truy cép vao
cac trang web bang cach nhap tén mién thay vi nh& dia chi IP dai va
khé nho.

o Anh xa nguwoc tr IP sang tén mién, xac dinh t&n mién cta mot dia chi
IP cu théz s dung cho mét sd yéu cau xac thwe (vi du hé thdng
Email, thiét bi mang, ...)

o Cung cap thdng tin bd sung phuc vu cho cac hoat dong cta hé thdng,
vi du théng tin may chua Email, may chu quan ly tén mién, lwu triv
théng tin van ban, ...
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Vai tro cua DNS

DNS SERVER:

[NEB SERVER] EMAIL SERVER:

NIC
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= 12.34.56.99

2001:db8:12:34::99

www.vnnic.vn
G SERVER:
www.vhhic.vn
— |
1
11.22.33.44 E—
2001:db8:0:2::2 3
12.34.56.78

NIC 2001:db8:123:45::78
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ac diém cua DNS (1/2)

» Hé thdng tén mién 1a mot co s& dir liéu phan bd toan cau.

» Co s& di liéu nay cho phép quan ly mdt cach cuc bo cac phan khac
nhau trong toan bé hé thong tén mién.

- D liéu trong méi phan nay cé thé dwoc truy cap trén toan mang thdng
qua co ché client-server.
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-

Pac diem cua DNS (2/2)

« T6 chirc phan cap hinh cay
o Mbi may chd quan ly mét s tén mién nhat dinh.
o Co6 kha nang truy van tlr bat ky dau ma khéng can két ndi truc tiép.

o D liéu tén mién co thé dwoc lwu tam trong bd nhé “cache” dé tang kha nang
hoat déng cua hé thong

- Lién két chat ché, do tin cay cao

o Mot tén mién cé thé dwoc quan ly bédi nhiéu may chd khac nhau

o Cb co ché déng bd ddm bao dir liéu thdng nhat.

o DU liéu co thé cap nhat tw déng, tirc thoi.

o Chi can cap nhat vao may chud chinh, may chi phu sé tw déng ddng bd
* Quan ly dir liéu:

o Co6 kha nang quan ly s6 lwong I&n tén mién.

o D liéu co thé Iwu vao file hodc co sé dir liéu.

NIC
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/Thanh phan co ban cua DNS

» Khéng gian t&n mién
+ May chu tén mién
* Resolver

* File dr liéu va cac ban ghi tai nguyén
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Khéng gian tén mién

.« Khéng gian tén mién (Domain Name Space) la toan bd co s& di liéu tén
mién.

Root Domain

Second-level domains

NIC
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Tén mién (Domain Name)

« Tén mién day du cta 1 node trén cay tén mién (FQDN: Fully Qualified Domain
Name):

o Thé hién vi tri cla node trong khéng gian tén mién.

o La mét chudi cac nhan trén dwong di tlr node dén goc Root cda cay tén
mién, dwoc phan cach nhau bang dau cham “.” va két thic bang dau cham
“”. Cac tén mién khéng dwoc két thuc bang diu chdm & cudi tén mién
duo’c xem nhw tao tir mét node khac khéng phai la root.

«  Cach doc tén mién la doc theo chiéu ttr trai qua phai cia tén mién (doc cac
nhan tir node dén Root).

« Vi du tén mién day du: www.example.vn., www.vnnic.vn., mic.gov.vn.

NIC
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May chu tén mién

+ May cha tén mién (Name Server):

o La may chu trién khai chwong trinh lwu trl thong tin vé cac khéng
gian tén mién.

o Cbé day du théng tin vé mdt hodc s phan cua khdng gian tén mién
(zone).

o May cha tén mién cé toan quyén doi véi phan khdng gian tén mién
(zone) ma may chu quan ly.
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Resolver

« Resolver 1a chwong trinh dwoc thiét 1ap trén may

chu phia Client.

* Resolver thyc hién chirc nang twong tac voi

_—Y Other
N ’ N , , > A User — Stub B
chwong trinh &rng dung va cac may chu tén program |<— resolver |< Name server H—“ 2:&“;
mién, tao ra cac yéu cau phan giai tén mién dén T
cac may chu tén mién.
\ z 2 X A , User |  Stub . —% Other
¢ Chuwong trinh Resolver c6 thé ho tro thém tinh orogram |<—] rosolver | Name server > reme

nang lwu cache, dwoc goi la DNS Client, tinh l
nang nay dwoc hiéu rang cac thdng tin vé cau

trd I&i nhan dwoc tr cdc may chid tén mién sé

} ] ] _ Caching Resolver
dwoc lwu lai trong mot khoang thoi gian, giup DNS client in Windows

cho hoat déng truy van tén mién nhanh chong,
giam tai cho cac may chu.

NIC
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y

le dir liéu va cac ban ghi tai nguyén (1/2)

File di¥ liéu Ia file lwu trir cac thong tin vé cac di liéu tén mién.

» Théng tin vé di liéu tén mién dwoc duwa vao dinh dang goi la ban ghi tai nguyén
(Resource Record: RR), trong ban ghi nay khai bao cac ban ghi anh xa tén mién
hoac IP sang cac dang thdng tin twong trng tuy thudc vao muc dich st dung.

« Cac ban ghi nay dwoc phan chia theo tirng 1&p (Class).
o M®ilép lién quan dén mét hé thdng nhat dinh
o Co6 cacloai lop nhuw: IN (Internet); CH (Chaos); HS (Hesiod)
o L&p IN (Internet) la théng dung hon ca.

«  Trong I8p Internet (IN) c6 1 s6 loai ban ghi tén mién quan trong va phd bién nhw
sau: SOA, NS, A, AAAA, MX, TXT, PTR, ngoai ra con cé rat nhiéu ban ghi tén mién
khac nhw CNAME, WKS, HIFO, .

1 s6 khai bao chi thj trong file di¥ liéu: $TTL, $INCLUDE, $GENERATE, $ORIGIN

NIC
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S File dir liéu va cac ban ghi tai nguyén (2/2)

NIC
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$TTL1d

$ORIGIN example.com.

@ IN SOA ns1.example.com. admin.example.com. (
2013091200 ; se = serial number
12h ; ref = refresh )
15m ; ret = refresh retry Authority)
3w ; ex = expiry
2h ; nx = nxdomain ttl

IN NS ns1.example.com.
IN NS ns2.example.net.

3w IN MX 10 mail.example.com.

> NS record

) = MX record
IN MX 20 mail.example.net.

A 172.16.140.41

mail IN A 172.16.140.42 ey g
jUE IN A 172.16.140.43 recor
172.16.140.44

INCNAME ftp.example.net.

Default TTL of 1 day
Default FQDN to attach

=t~y SOA (Start of

= CNAME record
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Cau truc ban ghi tai nguyén

Cau truc cua ban ghi tai nguyén nhw sau:

NAME
Variable length

TYPE CLASS
2B 2B

TTL
4B

RDLEN-
GTH
2B

RDATA
Variable length

NIC
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RR Record of type A:

RR Record of type TXT:

RR Record of type NS,
CNAME, and PTR:

RR Record of type MX:

IP Address
4B

Text string
Variable length

Domain name
(NAME)
Variable length

Domain name
(NAME)
Variable length

TTL: Théng tin lwu trlr ban ghi
trén cac may chu truy van tén
mién.

Class: Khong gian st dung tén
mién, théng thuwdong s& dung
trong trwvong Internet voi Class la
IN.

Type: Loai ban ghi tai nguyén

Rdata: D& liéu anh xa v&i tén
mién

https:/ivnnic.vn



Ban ghi SOA

« SOA (Start of Authority) Ia ban ghi chi dinh thdng tin c6 thdm quyén vé
zone tén mién, 01 zone t&n mién chi cé duy nhat 01 ban ghi SOA.

- Rdata cua ban ghi SOA goém théng tin
o May chu tén mién
o Mail quan tri zone tén mién
o Serial t&n mién phuc vu déng bd di liéu gitba Master va Slave

o M6t s bd dinh thoi lién quan dén cap nhat zone tén mién
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Ban ghi NS

NS (Name Server): Ban ghi Iwu trr thong tin chuyén giao, Rdata I théng tin may chi tén mien duoc
chuyén giao quan ly zone tén mién, la cac may chui quan ly cac ban ghi tai nguyén cta tén mién.

Ban ghi NS dwoc khai bao trén may chi tén mién quan ly zone tén mién (zone con) va may cha thuc
hién chuyén giao (zone cha)

Céu truc ban ghi NS: domain TTL Class NS name.server

Vi du ban ghi NS cda tén mién example.vn.

example.vn. 3600 IN NS ns1.example.vn.

example.vn. 3600 IN NS ns2.example.vn.

Trong vi du, tén mién example.vn. dwoc chuyén giao cho 02 may chd nsl.example.vn va
ns2.example.vn quan ly.

02 ban ghi NS nay dwoc khai bdo trén may chi quan ly zone tén mién .vn (zone cha cla zone
example.vn) va trén may chu quan ly zone tén mién example.vn (zone con)

NIC
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Ban ghi A

Ban ghi A I1a ban ghi khai bao théng tin dia chi IPv4 cla tén mién, Rdata Ia dia chi

IPv4.

C4u truc ban ghi A:

Vi du ban ghi A cla tén mién example.vn:

domain

TTL

Class

A

IPv4

example.vn.

3600

IN

A

192.168.10.25

o Théng tin khai bao dwoc hiéu rang tén mién example.vn dwoc anh xa dén dia chi

IPv4 192.168.10.25

NIC
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Ban ghi AAAA

Ban ghi AAAA 1a ban ghi khai bao théng tin dia chi IPv6 cla tén mién, Rdata Ia dia chi

IPV6.
C4u truc ban ghi AAAA:

domain

TTL

Class AAAA IPv6

Vi du ban ghi AAAA cla tén mién example.vn:

example.vn.

3600

IN

AAAA 2001:dc8:0:1::100

o Théng tin khai bao dwoc hiéu rang tén mién example.vn dwoc anh xa dén dia chi

IPv4 2001:dc8:0:1::100

NIC
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Ban ghi MX

Ban ghi MX khai béo tram chuyén tiep thw dién tl, lvu trlr thong tin may cha Mail cla tén
mién, Rdata lwu trir tén may chu Mail va théng tin vé sw wu tién cua may chu Mail.

Cau trac: Domain TTL Class MX prefer mail.server

Vi du vé ban ghi MX cla tén mién example.vn.

example.vn. 3600 IN MX 10 mail01.example.vn.

example.vn. 3600 IN MX 20 mail02.example.vn.

o Théng tin khai bao ban ghi MX nhw trén dwoc hiéu rang khi givi email dén dia chi

Internet forall

user@exampe.vn thi thw dién t& dwoc giri dén 02 may chd Mail mail01.example.vn va
mail02.example.vn

Trong d6 mail01.example.vn co6 gia tri wu tién la 10, mail02.example.vn co gia tri wu tién
la 20, may chu mail co6 gia tri wu tién thap hon thi dwoc wu tién hon (gia tri wu tién cé
thé st dung 1-255)
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Ban ghi PTR

- Ban ghi PTR cho phép khai bao théng tin anh xa twr dia chi IP sang dia chi tén mién, IPV4/IPv6 dugc
dwa vao duoi dinh dang tén mién, Rdata la ban gh| tén mién. Nhiéu hé thdng (dac biét 1a Mail
Server) st* dung anh xa nguoc dé thuc hién kiém tra xac thwc va an toan.

«  CAu trdc ban ghi tén mién nguoc IPv4:

«  CAu trdc ban ghi tén mién nguo’c IPV6:

Vi du ban ghi PTR:

o Thoéng tin ban ghi PTR duwoc hiéu IPv4 192.168.10.25 va IPv6 2001:dc8:0:1::100 dwoc anh xa
dén tén mién example.vn.

NIC
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Phan loai may chu

- Name Server (may cha tén mién)
 DNS Cache

* DNS Stealth

* DNS Forwarder

- DNS Hybrid
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May cha tén mién

« May chu tén mién (Name Server) c6 chwong trinh quan ly, lwu trir cac théng tin vé
khéng gian t&n mién, zone tén mién dwoc chuyén giao, cu thé la cac ban ghi tén mién
cla zone quan ly, dwoc goi la may chu Authoritatve (may chd thAm quyén) véi zone
tén mién quan ly.

« May cha tén mién thwc hién chirc nang tiép nhan yéu cau cung cap thong tin vé tén
mién va tra I&i théng tin vé tén mién theo yéu cau (sau day dwoc goi la phan gidi tén

mién bao gom: truy van t&n mién va phan hoi truy van tén mién).
« M6t may chd tén mién co thé cé quyén trén nhiéu Zone.

- Dbi v&i 1 zone t8n mién c6 02 loai may chi tén mién: may cha tén mién Master va

may chu tén mién Slave.

NIC
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Mo hinh Master-Slave

« Trong mé hinh Master-Slave:

o May chu Master 1a may cha tric tiép quan ly cac ban
ghi tai nguyén, cac cdng tac thém/xoa/thay dbéi ban ghi
tai nguyén thwc hién trén may may cha DNS Master. Primary master
May chu Master thwc hién dong bd dir liéu zone tén
mién (file dir liéu) cho may chu Slave.

o May cha Slave 1a may chd nhan déng bd div liéu zone
tén mién tir may chi Master.

o Qua trinh dong bd dir liéu tr may chi Master dén may
chu Slave dwoc goi la zone transfer.

o C6 1 may chd Master va nhiéu may cha Slave Slave
M6t may chu ciing ¢6 thé vira déng vai trd 1a may chu
Master d6i v&i may chd nay va la may cha Slave véi
may chu khac.

Slave

Internet forall
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May chu Root

«  May chu Root [a may chd tén mién quan ly zone t&n mién Root.

«  C6 13 cum may chi Root, danh sach, s lwong, vi tri may chi tieng cum Root chi tiét tai dia chi: https:/root-
servers.org/.

« File di¥ liéu ctia zone Root dwoc céng khai tai dia chi: https://www.iana.org/domains/root/files

« Tai Viét Nam, hién dang dat 5 may chu Root thudéc 3 cum may cha K, F, M.

NIC AfelcHe elF cH+N' N H<xH. Ev
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13 cum may chu Root (1/2)

DNS Root Zone — Hints File

; This file holds the information on root name servers needed to
: initialize cache of Internet domain name servers

; (e.g. reference this file in the "cache . <file>"

; configuration file of BIND domain name servers).

; This file is made available by InterNIC
; under anonymous FTP as

; file /domain/named.root
: on server FTP.INTERNIC.NET
: -OR- RS.INTERNIC.NET

; last update: Dec 12, 2008
; related version of root zone: 2008121200

; formerly NS.INTERNIC.NET

. 3600000 IN NS A.ROOT-SERVERS.NET.
A.ROOT-SERVERS.NET. 3600000 A 198.41.04
A.ROOT-SERVERS.NET. 3600000 AAAA 2001:503:BA3E::2:30
FORMERLY NS1.ISI.EDU

. 3600000 NS B.ROOT-SERVERS.NET.
B.ROOT-SERVERS.NET. 3600000 A 192.228.79.201

NIC

FORMERLY C.PSI.NET
i 3600000 NS C.ROOT-SERVERS.NET.
C.ROOT-SERVERS.NET. 3600000 A 192.33.4.12

FORMERLY TERP.UMD.EDU
i 3600000 NS D.ROOT-SERVERS.NET.
D.ROOT-SERVERS.NET. 3600000 A 128.8.10.90

FORMERLY NS.NASA.GOV
i 3600000 NS E.ROOT-SERVERS.NET.
E.ROOT-SERVERS.NET. 3600000 A 192.203.230.10

FORMERLY NS.ISC.ORG

i 3600000 NS F.ROOT-SERVERS.NET.
F.ROOT-SERVERS.NET. 3600000 A 192.5.5.241
F.ROOT-SERVERS.NET. 3600000 AAAA 2001:500:2F::F

FORMERLY NS.NIC.DDN.MIL
j 3600000 NS G.ROOT-SERVERS.NET.
G.ROOT-SERVERS.NET. 3600000 A 192.112.36.4

FORMERLY AOS.ARL.ARMY.MIL

t 3600000 NS H.ROOT-SERVERS.NET.
H.ROOT-SERVERS.NET. 3600000 A 128.63.2.53
H.ROOT-SERVERS.NET. 3600000 AAAA 2001:500:1::803F:235

Internet forall
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13 cum may chu Root (2/2)

« DNS Root Zone — Hints File FORMERLY NIC.NORDU.NET

’

. 3600000 NS |.ROOT-SERVERS.NET.
.ROOT-SERVERS.NET. 3600000 A 192.36.148.17

OPERATED BY VERISIGN, INC.

i 3600000 NS J.ROOT-SERVERS.NET.
J.ROOT-SERVERS.NET. 3600000 A 192.58.128.30
J.ROOT-SERVERS.NET. 3600000 AAAA 2001:503:C27::2:30

. OPERATED BY RIPE NCC

f 3600000 NS K.ROOT-SERVERS.NET.
K.ROOT-SERVERS.NET. 3600000 A 193.0.14.129
K.ROOT-SERVERS.NET. 3600000 AAAA 2001:7FD:1

; OPERATED BY ICANN

i 3600000 NS L.ROOT-SERVERS.NET.
L.ROOT-SERVERS.NET. 3600000 A 199.7.83.42
L.ROOT-SERVERS.NET. 3600000 AAAA 2001:500:3::42

; OPERATED BY WIDE

. 3600000 NS M.ROOT-SERVERS.NET.
M.ROOT-SERVERS.NET. 3600000 A 202.12.27.33
M.ROOT-SERVERS.NET. 3600000 AAAA 2001:DC3::35
; End of File

NIC
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DNS Cache (1/2)

DNS Cache hay con goi la Caching Recursive Resolver
DNS Cache khéng dwoc chuyén giao tén mién nao, khéng quan ly tén mién nao

DNS Cache la may chu thwe hién chuc nang nhw Resolver tao ra cac yéu cau truy
van Recursive (truy van dé quy) glri truy van tén mlen glri dén cac may chu tén mién
theo th(r tw chuyén giao dé tim ra cau tra I&i cudi cung, lwu théng tin vao may chi
trong 1 khoang théi gian (dwoc goi la lwu Cache).

Tinh nang lwvu Cache duoc hiéu rang cac thong tin vé cau tra 167 nhan dwoc tir cac
may chl tén mién sé& dwoc lwu lai trong mdt khodng thoi gian, thoi gian nay theo gla
tri TTL cla tirng ban ghi tai nguyén twong &ng, gilp cho hoat ddng truy van tén mién
nhanh chong, giam tai cho cac may chu.

NIC
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DNS Cache (2/2)

Néu c6 truy van tén mién ban ghi RR dwoc glri dén DNS Cache

o Trong thoi gian TTL cua ban ghi RR, thong tin ban ghi RR van con lwu trén DNS
Cache, DNS Cache lay luén thdng tin ban ghi RR dang lwu dé tra 1&i cho Client.

o Sau thdi gian TTL, may chi DNS Cache sé thuc hién truy van dé tim thong tin tra
|oi, sau do tiép tuc lwu Cache theo gia tri TTL.

Néu gia tri TTL cla ban ghi tai nguyén nhd, di¥ liéu sé duwoc cap nhat thwong xuyén,
sé dwoc dam b‘éo tinh chinh xac, tuy nhién cac may chu tén mién va DNS Cache sé
phai chiu tai nhiéu hon.

Néu gia tri TTL cda ban ghi tai nguyén I&n, div liéu khédng thwérng xuyén dwoc cap
nhat c6 thé khéng dam bao tinh chinh xac cla ban ghi.

NIC
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DNS Forwarder

« DNS Forwarder la may chq thwe hi{en chirc nang
tiep nhan chuyeén tiép truy van tén mién

NS Server_(3)— ﬁ % . Tinh ndng chuyén tiép truy van tén mién nay co thé

ﬁ / (Y thwe hién:
DNS Forwarder Internet ‘
o Chuyén tiép tit ca cac truy van tén mién hodc

tén mién cu thé.

o Chi thyc hién chuyén tiép truy van tén mién ma
khéng thwe hién phan giai tén mién.

o Thwc hién chuyén tiép truy van tén mién truwéc,
néu may chu dwoc chuyén tiép truy van khdng
thwe hién phan giai dwoc, thi sau dé may chu sé
thwe hién tim cau tra 1&i trong bé nhé Cache.

NIC
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DNS Hybrid

«  DNS Hybrid 1& may chd hén hop, may chd thwe hién nhiéu chéc néng cia cac loai
may chu.

* Vidu vé may chi DNS Hybrid:
o May cha thwe hién dong thei 02 chirc nang 1a quan ly tén mién cia may chi

Authoritative va chirc nang thwe hién truy van tén mién theo co ché Recursive (truy
van dé quy), lwu Cache thi la mét may chu DNS Hybrid.

o May cha thwc hién déng thei 02 chue nang la quan ly tén mién cla may chi
Authoritative va chirc nang thyc chuyén tiép tén mién.

NIC
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lll. Nguyen ly hoat dong

https:/jvnnic.vn



Nguyén ly hoat dong cua DNS

« Chuyén giao (Delegation)
« Pong bd di liéu
o Poéng b toan phan (AXFR)
o DBong bé mét phan (IXFR)
« Anh xa tén mién
« Truy van tén mién
o Truy van dé quy
o Truy van khéng dé quy

« Phan giai tén mién

NIC
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‘Chuyén giao (Delegation) (1/2)

Hé thdng tén mién moi dwoc xay dwng trén cau trdc quan ly khdng tap trung, dwoc xay dwng
dwa trén qua trinh chuyén giao.

«  Qua trinh chuyén giao Ia qua trinh thwc hién chia mot domain nay thanh cac subdomain va giao
cho cac to chirc khac nhau quan ly subdomain nay.

«  Khi thwe hién qua trinh chuyén giao, t6 chirc dwoc chuyén giao tén mién sé co toan quyén quan
ly v&@i subdomain ma minh dwoc chuyén giao veé.

«  Nguwoi quan tri cé thé tao ra mién con (subdomain) va tiép tuc chuyén giao.

Root

Delegation

ARPA

.com

.IN-ADDR

.a b .C .vnnic.vn .example.vn .10 .192 v
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‘Chuyén giao (Delegation) (2/2)

* Vidu:
o Mdt t chire co tén mién example.com.vn
o Chia thanh cac subdomain: sub1, sub2, sub3 dwdi example.com.vn

o Chuyén giao cac sub nay cho cac don vi khac quan ly, c6 thé phan
chia theo vung dia ly, phan cap té chirc, phan cap dich vu ....

o T chirc dwoc chuyén giao t&n mién cd thé khai bao cac tén mién
cap dwdi tén dwoc chuyén giao: www.sub1.example.com, co thé tiép
tuc chuyén giao tén mién dwoc phan cap.
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Pong bod dir liéu (1/2)

MASTER DNS SLAVEDNs °* Qua trinh di“)ng bé di¥ liéu tr may chu Master dén may chu
> Slave dwoc goi la zone transfer, st dung giao thirc TCP, port
one Transfer 7R 53
@ c@ « Mac dinh glvi dén tat cd cac may chud khai bao trong ban ghi
NS cua zone.
* St dung thdng tin Serial trong ban ghi SOA dé xac dinh viéc
thwe hién dong bd dir liéu.
« Serial thwdng dat theo dinh dang yyyymmddss (ther tw la
—— nam thang ngay sé lan thay doi)
ZONE FILES « Sau khi may chu Master thay do6i dir liéu ,cén tang gia tri
AXER or IXFR Serial dé dam bao viéc dong bd dir liéu dén cac may chu
Slave
¢ l «  C6 02 hinh thirc dong bd:
Master | (ER)—0UY > Slave o Dbdng bd toan bd di liéu theo giao thirc AXFR (Full Zone
Transfer)
T # o Pbng bd dir lidu thay dbi theo giao thirc IXFR
o3 SOA request (Incremental Zone Transfer)
OCO.‘ ‘
5 A\ NIC o RFC1996
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Pong bod dir liéu (2/2)

* Qua trinh zone transfer thwc hién trong 03 tred'ng hgp sau:

o BDinh ky theo gia tri Refresh trong ban ghi SOA cua zone
tén mién, may chud Slave s& gl yéu cau truy van ban ghi
SOA cia may chu Master dé lay théng tin Serial va so
sanh v&i gia tri dang co, néu gia tri thap hon thwe hién gvi
yéu cau zone transfer dén may chu Master.

- &
SOA query for zone :H

-«
SOA query answer (zone status)

o Khi may chu Master thwc hién cap nhat dir liéu sé guwi

théng bao (goi 1a notify) dén cac may chd tén mién nam
> trong danh sach ban ghi NS cua tén mién hoéc theo cau
hinh cu thé, lic ndy may chi Slave thwe hién gri yéu cau
zone transfer di liéu dén may chi Master.

IXFR or AXFR query for zone

IXFR or AXFR query answer

o Mét trong 02 loai may chud thwc hién khéi dong lai dich vu
(zone transfer)

tén mién, néu la may cha Slave thi sé& gri yéu cau dong
bé dén may chu Master, néu la may chd Master thi dong
bé dén cac may chu Slave.
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Pong bd toan phan (AXFR)

Full Zone Transfer (AXFR): dé cap trong RFC 1034 va 1035, Slave cla mot
zone phai lay di¥ liéu (pull) cua zone tir Master.

Thoi gian gitra 02 1an pull xac dinh b&i gia tri cha trwdng refresh trong ban ghi
SOA cua zone d6.

o Slave truy van ban ghi SOA clia may chd Master

o Néu trwdng Serial cua Master I&n hon gia tri hién tai cua Slave thi Slave sé
gri yéu cau AXFR dén Master dé cung cap toan bd dir liéu thdng tin cua
Zone.

o Phai thay déi serial number khi thay déi dir liéu ctia Zone trén may Master.

Zone transfer (AXFR) str dung TCP, port 53.

NIC
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Pong bé moét phan (IXFR)

Incremental Zone Transfer (IXFR) dé cap trong RFC 1995:

o Hiru ich khi chi c6 mét sb it RR dwoc thay ddi trén Master

o Khac phuc viéc thuwe hién AXFR gay lang phi bang thdng va thoi gian déng b
o Song song cung hoat déng voi AXFR

Hoat dong twong tw AXFR

o Truy van ban ghi SOA theo thdi gian xac dinh b&i Serial number trong SOA

o GUi yéu cau dong bd, kém theo c& chi ra rang né hd tro IXFR,

o Néu Master hé trg thi thiwc hién IXFR

o Néu Master khéng hé tro' thi thwe hién AXFR

IXFR st&r dung TCP port 53

NIC
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Anh xa tén mién

Anh xa thuan: Forward mapping

O

Chuyén déi tén mién sang dia chi

Anh xa nguwoc: Reverse Mapping

O

O

NIC

Chuyén déi dia chi sang t&n mién

Phan cap t&n mién dwdi nhanh in-addr.arpa
Domain in-addr.arpa s& gdm c6 4 cép,

Mbi cap sé co 256 domain

Twong ng voi 256 cach danh dia chi & méi octet.

33

arpa

in-addr

23 255

235

40

150
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Truy van tén mien (1/2)

Truy van tén mién la qua trinh tim kiém théng tin lién quan dén mot tén
mién cu thé trong hé thong phan giai tén mién.

Truy van tén mién dwoc thwe hién dé xac dinh théng tin twong ng voi
tén mién do, théng tin cd the la dia chi IP, may chu Mail, may chu tén
mién, ....

Truy van tén mién Ia viéc Client thwc hién cac yéu cau théng tin tén
mién (gri cac cau hoi vé tén mién) dén cac may chu.

Phan gidi t&n mién la qua trinh nhan dwoc truy van tén mién, thwc hién
tim kiém théng tin va tra vé Client

https://vnnic.vn



Truy van theo co ché phan cap tén mién va hé thong DNS

DNS trwe tiép quan ly tén mién (Authoritative) sé c6 cau tra 1o vé tén mién
dwoc truy van.

Qua trinh truy van tiéu chuan géom 5 (4 budc phan gidi va 1 buwdc lwu Cache)
bwdc nhw hinh bén:

Root name
server

Autoritative
server for TLD
com

Autoritative
server for
company.com

NIC
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Truy van dé quy

Truy van dé quy (Recursive) la truy van yéu cau phai thwc hién tao truy
van tén mién dén tat ca cac may chu theo th tw chuyén giao tén mién
t may chu Root dén may chd quan ly tén mién dé tim ra dwoc cau tra
& cudi cung.

Truy van g&¢i dén may chi DNS Cache thong thwong 1a truy van dé

quy.

NIC
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DNS ¢ Query
Root Servers Referral
DNS
uer
DNS -(u —>»| Local
.com TLD Referral
DNS ¢ Query
example.com Answer
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Truy van khéng dé quy

Truy van khéng dé quy (Non-Recursive) 1a truy van dwoc givi dén may
chi ma néu trén may chi co cau tra I&i thi sé tra 1&i cho Client, néu
khdng co cau tra Ioi trwc tiép thi may chd sé cung cap théng tin can
thiét lién quan.

Truy van g dén cac may cha tén mién (may chi Authoritative) 1a may
chud khéng dé quy.

Query DNS “l
DN e mmmmmmm—mmmmm ==
O < ‘ Local l PC

Root Servers Referral

1

1

1 1

ue I ‘(_ I

DNS < Query : Resolver > Browser |

.com TLD Referral ,_|Z :

1

DNS DALV LRI
example.com AnSwer

NIC
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Phan giai tén mien (1/3)

 Phan giai tén mién t&n mién 1a 4nh xa tén mién sang dia chi IP hodc céac thdng tin khac (vi
du théng tin may chu DNS, théng tin may chu Mail, ...)

o IPv4:

www.example.vn > 10.19.8.93 www.example.vn?

o IPvG6:

é
academy.vnnic.vn > 2001:dce:1:2::3 10.19.8.93
. A s A Client DNS
* Va nguagc lai, phan giai IP sang tén mien: Server

o IPv4:
93.8.19.10.in-addr.arpa -> www.example.vn

o IPvG6:

3.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.2.0.0.0.1.0.0.0.e.c.d.0.1.0.0.2.ip6.arpa - academy.vnnic.vn

NIC
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Phan giai tén mién Ia qua trinh nhan dwoc truy van tén mién, thwe hién tim kiém théng

tin va tra vé Client.

Authoritatives
www.vnnic.vn A [ }
vn 172800 NS a.dns-servers.vn
a.dns-servers.vn 172800 A 194.0.1.18

e D ' ‘

Application www.vnnicivn A www.vnnic.vn A

Stub \ Caching Recursive Vi
~ getaddrinfo () Resolver
0sS \/ L vnnic.vn 43200 NS  dnsl.vnnic.vn

- J

www.vnnic.vn 300 A 203.119.8.93

\

dnsl.vnnic.vn 43200 A 203.119.36.108
www.vnnic,vn A

T e

www.vnnic.vn 300 A 203.119.8.93

NIC
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C6 mot sb cdng cu st dung dé truy van tén mién, tim ra cac théng tin cda tén mién:

nslookup: cdng cu tich hop san trén hé diéu hanh cta Windows

dig: cdng cu thwc hién truy van tén mién, cé thé cai dat st dung trén Windows va
Linux.

Cong cu online:

https://www.menandmice.com/support/dig

https://www.digwebinterface.com/

https://www.diggui.com/

NIC
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https://www.diggui.com/
https://www.diggui.com/
https://www.diggui.com/

IV. CAl PAT, CAU HINH
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HUONG DAN CAI BAT PHAN MEM DNS
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« Huwdéng dan cai dat phan mém

« Hwdéng dan cau hinh dich vu DNS
« Hwdng dan céng tac quan tri va go 10i

« Hwdng dan tdi wu, bao mat

NIC
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Phan mém DNS

« C6 nhiéu phan mém DNS khac nhau: BIND, Windows DNS, CNS/ANS,
NSD/Unbound, Knot, PowerDNS,...

* MOoi treong cai dat: Windows, Unix
«  Phan mém BIND Ia phan mém phd bién nhét:
o Ma nguén mé, mién phi
o H6 tro Windows va Unix (Phd bién: Unix)
o Phét trién bdi ISC, hd tro tr nhiéu hang: HP, IBM, ...
o Nang lwc xt ly cao, ciu hinh mém déo, an toan.
o S dung b&i nhiéu gTLD va ccTLD
. Phan mém thwong mai c6 ban quyén: Akamai Nominum CNS/Vantio; ANS ...

NIC
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Chuan bi

«  Tai phan mém BIND:

o Truy cap http://www.isc.orq

o Vao phan Download, chon BIND va tai vé goi .tar.gz m&i nhat va én dinh nhat.
o S dung cac chuong trinh SFTP (trong SSH), FTP dé dwa goi vao may chd.

- Cai dat mét s cdng cu, thw vién hd tro cai dat phan mém BIND:
o gunzip, tar, gcc, make, openssl, python, ...

. JE),c‘)i v&i md hinh trién khai va pham vi cla cac don vi CQNN, khuyén nghi cau hinh
toi thieu moi trwrong cai dat nhw sau:

o May chu ao hoéa; CPU: 1 vCPU, 1.8 GHz (share); HDD: 200 GB; RAM: 8 GB;
Ethernet: 1 Gbps (share)

Nlt HBPH: Unix 7.0
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http://www.isc.org/
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http://www.isc.org/

S8 Hwéng dan cai dat phan mém DNS

« Giai nén
. Cai dat phan mém BIND

« Kiém tra
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Thwce hién Iénh: # tar —xvf bind-9.11.17-P1.tar.gz

File sé dwoc giai nén tai thw muc bind-9.11.17-P1

Thw muc ndy gdm céac thw muc con:

o Bin: Chira cadc ma ngudn cla chwong trinh BIND

o Contrib: Chtra cac céng cu, phan mém dé s dung véi phan mém BIND
o Doc: Chtra tai liéu hwdng dan

o Lib: Chtra cac ma ngudn cla thw vién dung cho phan mém BIND

o Make: Chtra c4c file dé bién dich va cai dat chwong trinh.

NIC
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Thwe hién cac 1énh sau theo th tw dé cai dat phan mém BIND:

o # ./configure +[Options] (vi du: --prefix=/opt/mydns/bind910/bind-9.10.17-
P1/linux/bind9101p1, --enable-largefile, --enable-fixed-rrset, --enable-filter-
aaaa, --enable-threads , --with-openssi=$openssl_dir, --with-
gssapi=$krb_dir, --with-libxmI2=$libxmlI2_dir, ...)

o # make all
o # make install
Mac dinh cac file chwong trinh ctia phan mém BIND sé dworc cai tai thw muc:

o #/usr/local/sbin va /usr/local/bin

NIC
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Kiém tra BIND phién ban phan mém BIND:

o # /ust/local/sbin/named —v
o # named —v
BIND 9.11.17-P1
Kiém tra cac file cai dat
o #Is/usr/local/sbin

dnssec-keygen, dnssec-makekeyset, dnssec-signkey, dnssecsignzone,
lwresd, named-checkconf, named-checkzone, rndc, rndc-confgen, named, ...

o #1Is /usr/local/bin

dig, host, isc-config.sh, nslookup, nsupdate

NIC
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HUONG DAN CAU HINH DICH VU DNS
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/Hwéng dan ciu hinh dich vu

Thiét 1ap File cau hinh

Thiét 1ap File d@ liéu

Thiét 1ap hoat ddng Master-Slave

Thiét 1ap DNS Cache
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VNI [le

/Hwéng dan ciu hinh dich vu

Dich vu BIND hoat ddng can co file cau hinh va file di liéu

File cau hinh théng thwdng 1a /etc/named.conf

File di¥ liéu dworc chi ra trong file cau hinh, théng thwdng /var/named/
Khi kh&i ddng, phan mém BIND doc file cau hinh va céac file di liéu twong &ng.
Cac buéc thwe hién:

o Soan file cau hinh (named.conf)

o Soan file dir liéu zone (zone file)

o Kiém tra cau trdc cua file cau hinh va file di liéu

o_ Chay chwong trinh DNS (named)

Internet forall
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Thiéet lap file cau hinh

« File cau hinh: named.conf

o Vidu
options { zone "localhost" IN {
directory "/var/named"; type master:
}: file "localhost.zone";
controls { allow-update { none; };
inet 127.0.0.1 allow { localhost; } :
keys {rndckey; }; zone "example.vn" {
1 type master;
include "/etc/rndc.key"; file "example.vn.db";
zone " IN { ’ notify yes;
type hint: £

file "named.root";

NIC
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* File dir liéu:
o Vi du:

$TTL 7200
example.vn.

$ORIGIN example.vn.

WWW
home

NIC

IN

IN
IN

IN
IN

SOA

NS
NS

CNAME

dns1.example.vn. dnsadmin.example.vn. (
2020101501 ; Serial

3600 ; Refresh 1 hours

1800 ; Retry 30 minutes

604800 ; Expire 1 week

7200 ; Negative cache 2 hours

)

dns1.example.vn.

dns2.example.vn.

10.10.2.10
Www

Internet forall

https/ivnnic.vn



S8 Thiét lap hoat dong Master-Slave

» Trén may chu DNS Master cho phép thwc hién déng bdé di¥ liéu.
o allow-transfer {IP cua may chu Slave};

* Trén may chl] DNS Slave thiét [ap théng tin may chi DNS Master cla
zone tén mién

o masters {IP cua may chu Master};
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Thiéet 1ap DNS Cache

« Khoéng quan ly tén mién nao
» Thuwc hién truy van dé quy

« Str dung “type hint”

NIC

options {

directory "/etc/named”;
I3
/[root name servers — hint zone
zone "." {

type hint;

file "root.hint";
I3

//reverse mapping for 127.0.0.1
zone "0.0.127.in-addr.arpa"{
type master;
file “named.lcoal";
notify no;

Internet forall
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CONG TAC QUAN TRI VA GO LOI
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« Hwdng dan kiém tra, chinh stra file cau hinh

« Hwdng dan kiém tra, chinh stra file di liéu

« Hwéng dan bat/tat/khéi dong dich vu

- Thiét 1ap ghi nhat ky dich vu phuc vu céng tac quan tri, van hanh, g& 10i
- Thiét lap RNDC

« C4c cobng cu go& 10i
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Kiém tra, stra File cau hinh

Kiém tra ciu hinh named.conf st¥ dung Iénh: named-checkconf

o # /usr/local/sbin/named-checkconf /etc/named.conf

Trong trwérng hop khéng co 16i, chwong trinh sé khong théng bao gi

Trworng hop cé 16i, chwong trinh sé théng bao 16i va vi tri 16i.

Duwa trén thong bao, chinh stra lai cau hinh cho phu hop.

Sau khi stra xong va lwu file, sau d6 thwe hién kiém tra file cAu hinh dé dam
bao cu phap va nbi dung file da dung.

NIC
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Kiem tra, swa File dir liéu

« Kiém tra file di¥ liéu:

o # named-checkzone “zonename” “filename”

Trong trworng hop file dir liéu co 16i ci phap, chwong trinh sé théng bao 16i gép phai.

Dwa trén thédng béo, diéu chinh lai cau hinh cho phu hop.

Twong tw nhw qua trinh kiém tra 16i cta file cu hinh, sau khi kiém tra va stra 16i xong,
tien hanh chay Iénh named-checkzone dé kiém tra lai mét [an nira nham dam bao cu
phap da duwoc stra dung.

Vi du:
o # named-checkzone example.vn /var/named/example.vn.db

zone example.vn/IN: loaded serial 2009080800 OK

NIC
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Bat dich vu DNS

- Khi cai dat phan mém Bind, chwong trinh named dwoc dat tai thw muc
/usr/local/sbin va file named.conf dwoc dat tai thw muc /etc, dé chay chwong
trinh named thwc hién Iénh sau:

o # /usr/local/sbin/named —c /etc/named.conf
- Kiém tra tién trinh PID (Process ldentifier: Dinh danh tién trinh) dang chay:
o # ps -ef | grep named

root 12640 1 0 22:59 ? 00:00:00 named

- Nhu théng bao trén chwong trinh named dang chay voéi Process ID (PID) la
12640.

NIC
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W Tat/ khéi dong lai dich vu DNS

« Tat dich vu DNS thuc hién |énh:
o# kill -9 PID (Process ID)
« Khé&i dong lai dich vu DNS thwe hién Iénh:

o # kill -HUP PID

Internet for all httpS'-/évnniC vn



S8 Nhat ky dich vu DNS trén hé théng

 Mac dinh nhat ky hoat ddng clia named sé& dwa vao syslog cla hé thdng
o /var/log/message
« Xem log:

o # tail —f /var/log/message

Internet for all httpS"/évnniC vn



Kiém tra dich vu DNS

Kiém tra hoat déng cia named:
o # ps —ef| grep named

« Néu chwong trinh named da hoat dong, nhan dwoc két qua Process ID cla chwong
trinh named:

o # ps -ef | grep named

root 12640 1 0 22:59 ? 00:00:00 named
« Kiém tra file cau hinh, file di liéu:

o File cau hinh: named-checkconf

o File di liéu: named-checkzone

NIC
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RNDC (1/2)

. rndc (remote name server control) 1a cong cu cho phép diéu khién BIND tir xa, ddm
bao an toan thdng qua viéc str dung key.

« Chuwong trinh twong tac v&i BIND qua cac tin hiéu signal
+  Phién l1am viéc dwoc ma héa bang khoa dbi xirng.

o BIND: lwu khoéa trong named.conf

o RNDC: Iwu khoéa trong rndc.conf hoac rndc.key
 Tao khéa bang cdng cu rndc-confgen —a
« Thwc hién |énh:

o # rndc [-c config][-s server][-p port][-key] command

NIC
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RNDC (2/2)

key "rndc-key" { key "rnFlc-key" {
algorithm hmac-md5; algorithm hmac-md5;
secret
HEEE "WjaYvvX40PPmLO0dzv8Tsn
"WjaYvvX40PPmLOdzv8Tsn ==";
::"; },
};
controls {

inet 194.17.165.23 port 953
allow { 194.17.165.23;
194.17.14.148; }

keys {"rndc-key";};
1
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NSLOOKUP

« L& mét tién ich tra cru tén mién, dwoc tich hop sén trong hé diéu hanh Windows, Unnix

C:\>nslookup C:\>nslookup

> server 8.8.8.8 8.8.8.8
> server o0.0.0.

Default Server: dns.google
Address: 8.8.8.8

Default Server: dns.google
Address: 8.8.8.8

> set type=a
yP > set type=ns
> tinhte.vn finht
> tinhte.vn

Server: dns.google
Address: 8.8.8.8

Server: dns.google
Address: 8.8.8.8

Non-authoritative answer: o
Non-authoritative answer:

Name: tinhte.vn

Addresses: 125.212.247.5

NIC 125.212.247.8
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DIG (1/3)

« DIG (Domain Information Groper)

« Codng cu tra clru, chuan doan DNS.

« Kém theo phan mém BIND.

 Trén Windows dig khédng doc dwoc thdng tin cau hinh resolver trong Registry.
o Can thém: nameserver [DNS_|P] vao file

o %SystemRoot%\system32\drivers\etc\resolv.conf

Cung cap rat nhiéu tuy chon

NIC
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DIG (2/3)

« Cu phap cua lénh: dig [@dns] domain [[-c
19-type]

o [@dns]: Tén hoac dia chi IP cua may
chu DNS

o Domain: Xac dinh t&n mién dang query

o Type: Tim kiém v&i cac kiéu ban ghi
nao Any, SOA, A, AAAA, NS, MX...

 Vidu:

o dig @8.8.8.8 www.tinhte.vn A

NIC

; €<>> DiG 9.11.23 <<>> @8.8.8.8 www.tinhte.vn A

; (1 server found)

;3 global options: +cmd

;5 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 36011

;3 flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: ©, flags:; udp: 512

;3 QUESTION SECTION:

;www.tinhte.vn. IN A

33 ANSWER SECTION:
www . tinhte.vn. 208 IN A 125.212.247.5
www.tinhte.vn. 208 IN A 125.212.247.8

;3 Query time: 25 msec

;; SERVER: 8.8.8.8#53(8.8.8.8)

;3 WHEN: Thu Oct 15 14:11:59 SE Asia Standard Time 20620
;3 MSG SIZE rcvd: 74

Internet forall
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DIG (3/3)

« (Cac cbng cu co trén web:

o https://www.diggui.com/

o https://www.menandmice.com/support/dig/

o http://www.dnsstuff.com/

o http://www.kloth.net/

«  ng dung trén dién thoai:

o ISC Dig: https://apps.apple.com/vn/app/isc-dig/id11156488807?I=vi

NIC
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Nhat ky hoat dong (Log) (1/3)

« HO6 tro viéc quan ly, giam sat hoat ddng.
« Mac dinh BIND ghi log vao log hé théng tai file: /var/log/message.
o Xem thdng tin vé hoat dong cta BIND: # tail —f /var/log/messages

« BIND cho phép cau hinh thay déi viéc ghi nhat ky, thwc hién cu hinh ghi nhat ky
trong file cau hinh: /etc/named.conf

« Chi tiét tham khao Administrator's Reference Manual (ARM)

NIC
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default: log mac dinh bao gém cac loai khéng
dwoc chi dinh rd trong phan statement.

general: bao gdm cac loai khéng dwoc chi dinh
ro.

client: x& ly yéu cau cua client.
config: phan tich file cau hinh va xt ly.

database: lién quan dén ciu truc bén trong cla
BIND, dwoc s dung dé Iwu di liéu zone va bo
nh& dem cac ban ghi.

dnssec: x&r ly DNSSEC
lame-servers: phat hién chuyén giao bj 16i.

network: hoat déng cua mang

NIC

notify: théng bao thay ddi ctia zone theo co’ ché
Asyn

queries: log truy van

resolver: phan gidi tén mién, bao gém truy van
dé quy twr resolvers

security: chap nhan/khéng chap nhan yéu cau
update: sy kién cap nhat dong

update-security: khdng chap nhan/chidp nhan
cap nhat déong

xfer-in: thong tin zone transfer nhan dwoc may
chu khac

xfer-out: thong tin zone transfer glri dén may
chu khac

Internet forall
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Nhat ky hoat dong (Log) (3/3)

Vi du:

logging{
channel simple_log {

file "/var/log/named/bind.log"

versions 3 size Sm;
severity warning;
print-time yes;
print-severity yes;
print-category yes;

;

category default{ simple log;};

NIC

logging {

channel "test_channel" {

file "test.log” versions 4;

print-time yes;
print-category yes;
print-severity yes;
severity warning;

|

category default { test_channel;};

|
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V. MO HINH TIEU CHUAN HE THONG DNS
CHO CQNN, TO CHU'C, DOANH NGHIEP
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« Phan cap tén mién va may chd DNS quén ly tén mién VN

« Nhirng van dé co ban doi voi hé thong DNS

« Hién trang hé thong DNS

« S can thiét thiét co hé thong DNS riéng

« M6 hinh tiéu chuan va khuyén nghij hé thdng DNS Authoritative

« M6 hinh tiéu chuan va khuyén nghi hé thong DNS Cache

httpsd/jvnnic.vn



han'eép tén mién va may chi DNS quan ly tén

.
~
[ X X

S
(X X 1Y)
(X X AL
00 0%

"X 34

ICANN phan cép, chuyén giao t&n mién ma
qudc gia cho cac qudc gia quan ly. VD: tén
mién .VN, GOV.VN, ... cho Viét Nam (VNNIC)
quan ly.

Qudc gia phan cap cac tén mién cap dwdi cho
cac td chic quan ly. VD: tén mién
<ABC>.gov.vn dwoc phan cidp cho 1
Bo/Nganh/Bia phwong quan ly.

B6/Nghanh/Bia phwong thiét 1ap hé thdng
DNS dé quan ly tén mién <ABC>.gov.vn dwoc
phan cap.

NIC

? ICANN
S
Root Server
VNNIC

" 1
>

.vn, .gov.vn, ...
DNS Server
(DNS Quoc gia .VN)

. <abc>.gov.vn

B9§, Nganh, Pia Phuong

W1

<abc>.gov.vn
DNS Server

. Zone tén mién

Chuyén giao

—— May chu DNS quan ly
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iiPng van dé co ban déi véi hé théng DNS

M6 hinh chwa chuan héa, chwa ddm bao an toan va chwa cé dw phong.

» Chuwa trién khai DNS hoat déng IPV6.

S dung phan mém khéng dam bao an toan, khéng thwérng xuyén cap nhat va va
16i

» Thiét lap cac cau hinh ky thuat may chi DNS khéng dung tiéu chuan, khuyén nghi

« Chuwa thwe hién thiét 1ap cac zone tén mién ngwoc trén cac hé thong DNS

« Chuwa trién khai cac gidi phap ddm bao an toan cho dich vu, dac biét 1a dich vu
website va dich vu email.

. Hosting tai nwéc ngoai hodc st dung DNS Caching nwéc ngoai, thiét 1ap chuyén
tiép (forward) dén DNS nw&c ngoai.

NIC
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Hién trang hé thong DNS

- Hé thong DNS Authoritative:

o Co hé théng may chi DNS riéng, hoac thué Hosting tai doanh nghiép hodc dich vu Hosting
tai nwdc ngoai.

o Chuwa chu trong dén thiét k& mé hinh chuan, ddm bao an toan, dw phong.
o Chuwa trién khai ky DNSSEC

o Co nhiéu diém yéu vé an toan trong quan ly, cau hinh k¥ thuét cho may chd (chwa cau hinh
an phién ban phan mém DNS, cho phép dong bd dir liéu ra bén ngoai, ....)

- Hé thong DNS Cache:

o Co6 hé théng may chi riéng, tuy nhién cé nhiéu diém yéu vé an toan trong quan ly va cau
hinh.

o St dung DNS Cache mién phi ctia nwéc ngoai nhw Google, Cloudflare, ...

o Khéng cd hé thong DNS Cache dy phong hodc s&* dung chung véi hé thong DNS

ooy Authoritative.
HVINL | [
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MO HINH TIEU CHUAN VA KHUYEN NGHI HE

THONG DNS AUTHORITATIVE
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« M6 hinh tiéu chuan

« Khuyén nghi thiét 1ap, cau hinh

NIC
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M& hinh tiéu chuan cho DNS Authoritative(1/2)...

Trich dAn mo hinh theo van sbé 273/BTTTT-CBBTW

NIC

Internet forall

.vn, .gov.vn, ...
DNS Server
(DNS Qubc gia .VN)

ISP/DNS Hosting/Nha dang ky tén
mién .vn

S S

oei3 ugdny)

<abc>.gov.vn
DNS Secondary

TRUNG TAM DU LIEU BNDP

<abc>.gov.vn
DNS Primary
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~#M& hinh tiéu chuan cho DNS Authoritative(2/2)...

TRUNG TAM DU LIEU
Z)DNS
e e (Site chinh — DC)
o o e Chuyén giao - =
Sm=m====  Delegate ===
T e 'i T T T
I DNS
I
i DNS ' )
I <abc=.gov.om
| DNS Primary
V1L, .ZOV.VE ... | =1
DNS Server : | & EI%
(DNS Quéc gia .VN) | Eaj A
| = | B &
I o E.. i
I 53 ISP/DNS Hosting/ Nha ding ky
: tén mién .VN
I
I
I
| T T T T
| _Delegate | Z=mese=
C'Imyén giao N S
=abe=.gov.vn
DNS Secondary
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S Khuyén nghij DNS Authoritative(1/2)

« Téi thiéu 02-03 may chd DNS vé&i dia chi IP khac nhau quan ly tén mién & 02 mang doc 1ap
khac nhau.

Trién khai mo hinh Master-Slave:

o 01 may chu DNS Primary (Master) quan ly di liéu chinh, toan bd khai bao cac ban
ghi dich vu nhw <www, mail, edoc>.gov.vn duwoc thwc hién trén may chu nay.

o 01-02 may chi DNS Secondary (Slave): dwgc dong bd véi may chi Master theo co
ché zone transfer, str dung TSIG dé ddm béo an toan (XFR + TSIG).

Ghi nhat ky hoat ddng, phan mém giam sat DNS, phan tich log DNS.

Trién khai DNSSEC, dong vai trd ky DNSSEC cho tén mién dé ddm bdo an toan tén mién.

Trién khai may chd DNS chay song song IPv4, IPv6 (dual-stack).

Khai bdo cac ban ghi AAAA cho cac tén mién nhw <www, mail, edoc>.gov.vn dé hoat ddong
duwoc trén mang IPv6.

NIC
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e Khuyén nghi DNS Authoritative (2/2)

« Khuyén nghi:

o Thiét 1ap chinh sach twong Itra (firewall): UDP-53, TCP-53 (truy van DNS); cho phép
truy van EDNSO (truy van DNS hé tro IPv6, DNSSEC).

o Cac phan mém tham khao: BIND 9.x, NSD.
e Tham khao:
o Céng van sd 273/BTTTT-CBDTW ngay 31/01/2020.

o Cac tiéu chuan tham tham khdo: TCVN 11237-3:2015, TCVN 12044:2017; RFC1034,
1035, 1183, 1591, 3901, 4472, 4033, 4034, 4035, 4470, 4641, 5155, 6014.

NIC
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MO HINH TIEU CHUAN VA KHUYEN NGHI HE

THONG DNS CACHE
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« M6 hinh tiéu chuan

« Khuyén nghi thiét 1ap, cau hinh

NIC
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S%8 M6 hinh tiéu chuan cho DNS Cache

e Trich dAn mé hinh theo van sb 273/BTTTT-CBDTW

VNIX/Nudc ngoai

I
|
|
I
I
I
I |
i _
§ 3 : + ——Zone transfer- 7

! n
I
I

g I

<abc>.gov.vn

— <abc>.gov.vn
DN Primary DNS Secondary ||
Root Server | |
( 1 ISP/DNS Hosting/Nha déng
/—\¥+ ky tén mién .vn
~ ] - ] <abc>.gov.vn
S S DNS Caching

VNNIC

LAN \ | |

.vn, .gov.vn, ...
DNS Server

N I C (DNS Quéc gia .VN) | U T __________________________!
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S8 Khuyén nghj cho DNS Cache (1/2)

« Tb6i thiéu 02 may chd DNS Cache v@&i dia chi IP khac nhau dat tai trung tdm TTDL cuda
BNDP, 02 may chu hoat déng Active-Active, dam bao kha nang duw phong néng, khi 01 may
chu bj 16i hodc héng hoc van con 01 may cha con lai hoat ddéng, ddm bao khdng bi gian
doan.

« Toan bd céc thiét bi (may tinh dé& ban, may tinh xach tay, thiét bj déng, ...) trong mang cua
don vi phai dwoc cu hinh dé st dung hé thdng DNS Cache nay.

« Ghi nhat ky hoat ddng, phan mém giam sat DNS, phan tich log DNS.

« Trién khai DNSSEC, déng vai trd xac thwe (validation) dé dam bao an toan tén mién.

NIC
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S8 Khuyén nghi cho DNS Cache (2/2)

Khuyén nghi:

o Trién khai may chi DNS chay song song IPv4, IPv6 (dual-stack), hd tro' két ndi, truy van
tr cac may tram trén mang IPv6.

o Thiét Iap chinh sach twdng Ira (firewall): UDP-53, TCP-53 (truy van DNS); cho phép truy
van EDNSO (truy van DNS hé tro IPv6, DNSSEC).

o Cac phan mém tham khao: BIND 9.x, Unbound.
o Trién khai DNS Internet Security: RPZ
« Tham khao:
o Céng van sb 273/BTTTT-CBDTW ngay 31/01/2020.

o Caéc tiéu chuan tham tham khao: TCVN 11237-3:2015, TCVN 12044:2017; RFC 1034,
1035, 1183, 1591, 3901, 4472, 4033, 4034, 4035, 4470, 4641, 5155, 6014.

NIC
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““Khuyén nghi DNS Cache Internet Security, ...

<» MO0 hinh khuyén nghi

) TRUNG TAM DU’ LIEU

VNIX (ISP/CLOUD)
= | = |
= | = |
= | = |

e | Pong bd dir liéu RPZ + TSIG
B DNS Root
Master
Root Server DNS Rf’zl DN:‘;’Z
—
Tram trung chuyén Internet <a bC>-g°V-Vn
quéc gia - VNIX DNS Caching

A

b
© 4
ZIDNS ? ? |

National VN Domain Name System

— I E
(o] ~H__ | Do | e | o

; | |

.vn, .gov.vn...
DNS Server

Hé théng may chi tén mién DNS

N I C .
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Tai lieu tham khao (1/3)

 Chinh sach, huwéng dan:
o Luat 24/2018/QH14: Luat an ninh mang, ngay 12/06/2018

o Nghi dinh 85/2016/ND-CP: Vé bao dam an toan hé thong théng tin theo cap
d6, ngay 01/07/2016.

o Théng tw 12/2022/TT-BTTTT: Quy dinh chi tiét va hwong dan moét so dieu
cda nghi dinh sb 85/2016/ND-CP ngay 01/7/2016 cua chinh phu vé bao dam
an toan hé thong théng tin theo cap dd, ngay 12/08/2022.

o Céng van 273/BTTTT-CBDTW: Hwéng dan md hinh tham chiéu vé két noi
mang cho b6, nganh, dia phwong, ngay 31/01/2020.

NIC
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Tai lieu tham khao (2/3)

« TCVN:
e TCVN‘ 11930:2017 - Qéng nghé théng tin - cac ky thuat an toan - yéu cau co
ban vé an toan hé thdong thong tin theo cap dé
o TCVN 11237-3:2015 - Giao thirc ciu hinh déng Internet phién ban 6
(DHCPV6)

o TCVN 12044:2017 - Cac yéu cau bdo mat DNS (DNSSEC)

o TCVN 7540:2005 - Hé thong tén mién Internet - Yéu cau ky thuat: Quy dinh
yéu cau ky thu@t v,é trién khai vé} van hanh hé thong DN,S tai Viet Nam, gobm
cac quy dinh vé cau truc tén mién, cac loai ban ghi, thiét 1ap may chu DNS,

o TCVN 9160:2012 - Hé thong t&n mién Internet - Quan ly tén mién cap qubc
gia: Hwéng dan quan ly va van hanh tén mién cap qudc gia ".vn" tai Viét
Nam; Quy dinh vé dang ky, gia han, chuyén nhwong, hily tén mién ".vn".
o TCVN 9161:2012 - Hé théng tén mién Internet - Quan ly tén mién cap nhan:
Quy dinh vé quén ly va van hanh céc tén mién cap nhan trong ".vn“, gdm céc
NIC éu cau vé dang ky, chuyén nhwong, gia han, hiy t&n mién cap nhan.
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Tai lieu tham khao (3/3)

« RFC:

o RFC 1034 - Domain Names - Concepts and Facilities: Dinh nghia co’ ban vé hé théng
DNS, bao gdm céu tric, t&én mién va cac loai ban ghi; Mé ta cac thanh phan chinh nhw
root domain, domain name space, resource records.

o RFC 1035 - Domain Names - Implementation and Specification: Hwéng dan chi tiét vé
cach trién khai va s&r dung DNS, bao gém dinh dang cac gai tin, cac loai ban ghi va cac
quy tac; Pinh nghia cac loai ban ghi DNS nhu A, AAAA, MX, NS, CNAME, PTR, SOA,
TXT.

o RFC 1123 - Requirements for Internet Hosts - Application and Support: Yéu cau co ban
dbi v&i cac may chu Internet, bao gdm cac quy tac lién quan dén DNS; Binh nghia cac
yéu cau vé cach thirc trién khai va quan ly DNS.

o RFC 2181 - Clarifications to the DNS Specification: Cung cap thém céac giai thich va
lam r6 mot sd diém trong cac RFC 1034 va 1035; Hwéng dan bd sung vé cach thirc
hoat déng cua DNS.

o RFC 3901 - DNS IPv6 Transport Operational Guidelines: Hwéng dan trién khai DNS
trén IPv6

o RFC 4472 - Operational Considerations and Issues with IPv6 DNS: Cac van dé va
khuyén nghi khi trién khai DNS trén IPv6 vé cau hinh may chd DNS, tinh kha dung, bao

NIC mat, quan ly va van hanh.
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« T6i wu thiét ké

e TOi wu cau hinh

« Toi wu di lieu

NIC
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hé thong DNS

Trién khai mdé hinh Master-Slave, véi DNS Master khédng phuc vu truy van
tr bén ngoai

Pong bd di¥ liéu qua AXFR hoac IXFR

St dung DNS Slave, t6i da 13 cum may chd

o S dung Cluster cac may chu DNS

o S dung cac cum Anycast

Trién khai tai nhiéu vj tri khac nhau
o Tang toc dd tra 1o
o Tang kha nang dy phong
» Trién khai da dang héa HPH va phan mém

NIC
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Cluster DNS (1/2)

. St dung cac giai phap can bang tai bang thiét bi chuyén dung

« Tang cwdng nang lwc cho cum may chu DNS

+ Kha nang m& rong dé dang

Phu hop v&i trién khai local

« Trong subt vé&i nguwdi st dung

« Kha nang mé réng phu thudc vao nang lwc cla thiét bi can bang tai

 CO kha nang phan chia tai cho cac may chi DNS theo nhiéu tham sb khac
nhau

«  Khong c6 kha nang chong DDOS

- Trién khai don gian

oo ot - Quan ly don gian
Y NIC
..::" Internet forall
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Cluster DNS (2/2)

S dung thiét bi can bang tai.

+ Phan chia cac request truy van DNS
tédi cac may chu DNS

» Hoan toan trong sudt va&i client.

- Kha nang thiét l1ap chinh sach mé&
rong linh hoat

NIC

DNS Request

Load
balancer

Internet forall
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DNS Anycast (1/2)

St dung cdng nghé dinh tuyén dia chi Unicast
- Nhiéu may chu chia sé 1 dia chi IP
« Trién khai local hoac global
« Cho phép mé réng “khéng gi&i han”
 Hoan toan trong sudt v&i ngudi st dung
« Nang lwc hé thdng mé rong I&n rat nhiéu lan
« Ap dung & Root, gTLD, ccTLD I&n
+ CO kha nang chong dwoc DOS, DDOS
« Trién khai phtrc tap
Quan ly phirc tap

NIC
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DNS Anycast (2/2)

 Router sir dung bang dinh tuyén chuyén géi tin theo dwéng ngan nhat.

192.168.0.1 10.0.0.1

Router 2 I—l Server Instance A

Client I_l Router 1

Router 3 I—l Router 4 I—l Server Instance B

192.168.0.2 10.0.0.1
Routing Table from Router 1:
Destination Mask Next-Hop Distance
192.168.0.0 /29 127.0.0.1 0

10.0.0.1 /32 192.168.0.1 1
10.0.0.1 /32 192.168.0.2 2

NIC
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Toi wu cau hinh

- Cau hinh dia chi dich vu:
o version
o Listen-on { 10.0.0.1; 127.0.0.1};
« Cau hinh céac tham so:
o source-query
o source-transfer
o notify-on
o allow-transfer, allow-query
- Thiét Iap ghi nhat ky:
o Phan tach cac loai log thanh cac file dé theo dbi
o Quan ly vong doi cua file.
. Thiét 1ap thong ké (Statistic): thu thap va lwu trir cac so liéu thong ké
NIC lién quan dén mét ving.
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Toi wu str dung DNS Cache

« Cac théng tin vé cau tra I&i nhan dwoc tr cac may chi tén mién sé dwoc lwu lai
trong mét khoang thoi gian, thdi gian nay theo gia tri TTL cua tirng ban ghi tai
nguyén twong (rng, giup cho hoat ddng truy van tén mién nhanh chéng, gidm
tai cho cac may chu.

o Néu gia tri TTL clGa ban ghi tai nguy@n nhd, di liéu sé& dwoc cap nhat
thwdng xuyén, sé dwgc dam bao tinh chinh xac, tuy nhién cac may chu tén
mién va DNS Cache sé& phai chiu tai nhiéu hon.

o Néu gia tri TTL cla ban ghi tai nguyén I&n, di liéu khéng thworng xuyén
dwoc cap nhat c6 thé khéng dam bao tinh chinh xac cua ban ghi.

« RFC 1912: Common DNS Operational and Configuration Errors

NIC
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u hinh- DNS Cache

- Thiét Iap thoi gian negative-cache toi da

o max-ncache-ttl

o Mac dinh: 3 hours, max 7 days

o Néu thiét lap > 7 days, BIND dat lai thanh 7 days
- Thiét lap thoi gian cache tbi da:

o max-cache-ttl

o Mac dinh: 1 week
. Thiét |ap th&i gian x6a ban ghi c6 TTL da expire

o cleaning-interval

o Mac dinh 60 mins

NIC

Internet for all http%{évn nic.vn
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=Toi wu ¢4u hinh - Tham sé trong ban ghi SOA ..

.« TOi wu:
o Serial number
o Thiét 1ap thi gian refresh
o Thiét 1ap thdi gian update retry
o Thiét 1ap thdi gian expire
o Thiét 1ap Negative TTL

« RFC 1912: Common DNS Operational and Configuration Errors
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“Foi'tru cau hinh - Dong bd dir liéu Zone Transfer.

« P&t Max/Min tan suat zone transfer

 Khai bao: min-refresh-time, max-refresh-time, min-retry-time, max-
retry-time:

« S& dung & may chi Slave, wu tién hon gia tri thiét 1ap & ban ghi SOA
cua zone.

. Thiét l1ap cac mirc global, zone, view:

options {

max-refresh-time 86400; // refresh should never be more than a
day

min-refresh-time 1800; // or less than 30 minutes
1
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& liéu - S dung ban ghi CNAME

www IN A 10.0.0.1 www IN A 10.0.0.1
web IN A 10.0.0.7 <)  ,cp IN CNAME www
server IN A 10.0.0.1 server IN CNAME www

Internet for all http%!évn nic.vn



UT6i tru div liéu - Sir dung ban ghi TXT

 Cung cap thém thong tin vé Zone, Email Authentication, SSL, ...
 Vidu:

mail IN A 203.119.8.101

mail IN TXT “VNNIC Mail server No1 in HN
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>an bang tai dich vu Round-Robin DNS

e Wu diém:

DNS
o Khai niém don gian = | sener
o Khéng yéu cau thém phan w2 60dom
CL:P n g . Chwrenafoodom? o
«  Nhwoc diém:
~ ~ « K 9 GET/bar/quux
o DNS khéng nhan biét dwoc ’
trang thai clia web servers - =] -
o Tat ca cac server dwoc xem
nhw c6 nang lwc nhw nhau W www2 wwwi
Vb sever Web seper Wik sever

vOi tat ca cac dich vu.

NIC
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N : A..
4 ’

wu div lieu — Str dung can bang tai dich vu..

RFC1794 - DNS Support for Load Balancing

BIND hé tro thiét l1ap hoat ddng can ban tai dich vu round-robin va trat tw
diéu khién trat tw cla cac RR gidng nhau thédng qua tham sb rrset-order, cé
gia tri mac dinh 1a random-cyclic (khi trd I&i cac truy van, BIND sé thay doi
thir tw cac dia chi IP theo mdt cach ngdu nhién, nhwng dam bao rang moi
dia chi IP sé& dwoc tra vé dang mét lan trong mét chu ky)

Flie cau hinh: * File dir liéu:

// hamed.conf fragment fto IN A 192.168.0.4

options { fto IN A 192.168.0.5

// other options fto IN A 192.168.0.6

rrset-order {order cyclic;}, www IN A 192.168.0.7

IS www IN A 192.168.0.8
NIC
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éu — Str dung can bang ta

« Mot s6 phan mém Mail cé co ché xr ly cac ban ghi cé cung mdrc do wu tién
« Cach 2:

, zone file fragment

e Cach1:

, zone file fragment

IN MX
IN  MX
IN  MX

mail IN
maill IN
mail2 IN

NIC

10
10
10

>

mail.example.com.

mail1.example.com.

mail2.example.com.

192.168.0.4
192.168.0.5
192.168.0.6

mail

IN  MX
IN A
IN A
IN A

I Mail

10 mail.example.com.

192.168.0.4
192.168.0.5
192.168.0.6

Internet forall
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BAO MAT DICH VU, HE THONG DNS
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» Tong quan dam bao an toan hé thong

« Thiét k& mé hinh hé thong ddm bao an toan
« Thiét 1ap cau hinh d@m bao an toan

o May chu DNS Authentative

o May chu DNS Cache

« Trién khai gidi phap ddm bao an toan

https:/ivnnic.vn



. Tong quan dam bao an toan hé thong

« DPam bao an toan vat ly:
o Kiém soat truy cap & murc vat ly
« Pam bao an toan mang

o Thiét 1ap twdng Ira gidi han truy
cap dich vu

o Pam bao an toan truy cap mang
(tw xa, trong mang)

 Pam bao an toan may chu

o Gidi han, kiém soat, xac thuc
truy cap HbH

o Cap nhat, va 16i HBH

NIC

 Pam bao an toan dich vu
o M6 hinh: dw phong, can bang tai
o Céng nghé: bao mat, can bang tai
o Chay dich vu str dung Chroot
o Thiét |ap cac tham sb han ché
o Ghi nhat ky
o Cap nhat, va 16i HBH
« Pam bao an toan dir liéu
o Thiét 1ap dam bao trong cap nhat,
dong bo dir liéu
o Kiém soat truy cap cac file cau
hinh, file dir liéu
o Sao lwu dy phong di liéu

Internet forall
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%8 Toi wu dam bao an toan va nang lwc

« Thiét ké mé hinh hé thong
» Thiét |ap cau hinh
- Thiét Iap thoéng tin ban ghi tai nguyén

« Trién khai cdng nghé

Internet for all http%gévn nic.vn



hinh hé thong

Thiét ké

Hé thong may chu

Hé thong may

DNS Authoritative | chu DNS Cache

M hinh Master-Slave, DNS Stealth v
Multimaster v
M6 hinh Split va View v
Trién khai t6i thiéu 02 may cha tiép nhan truy van dat » Y
sir dung 02 dia chi IP thuéc 02 dai mang & vi tri dia ly
Trién khai da dang hoa HPH va phan mém dich vu v v

v v

Can bang tai Load Balace: F5, Anycast

.;\\\
(X X I Y
(X X AL
00 0%

00"
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“Thiét 1ap may chi DNS Authoritative

Néi dung

Hwéng dan

Chay dich vy & ché dd chroot, phan
quyén file cau hinh, dich vu

Thiét 1ap ché do non-recursive

recursion no;

Thiét 1ap &n phién ban phan mém

version

Thiét 1ap thong tin gi¢i han dam bao an
toan cho hoat déng truy van

ACL
listen-on, listen-on-v6, allow-query, source-query

Thiét 1ap thong tin gici han dam bao an
toan cho hoat dong cap nhat, dong bd
dir liéu

- Gi&i han dia chi IP cap nhat di liéu: allow-query

- Chi cho phép gi¢i han dia chi IP trong qua trinh ddng bd, théng bao: allow-
transfer, source-transfer, allow-notify, also-notify, ...

- Ti wu céc gia tri thoi gian lién quan ddng bd di liéu: thiét 1ap trong ban ghi SOA
(RFC 1912), min-refresh-time, max-refresh-time, minretry-time, max-retry-time, ...

- Thiét 1ap ché dd déng bo: AXFR (toan bd) hodc IXFR (ndi dung thay dbi)

- Str dung TSIG cho qua trinh cap nhat, déng bo di liéu an toan

Thiét 1ap ghi nhat ky

- Thiét 1ap ghi céac loai nhat ky khac nhau (truy van, dnssec, debug, zone transfer,

)

- Thiét 1ap quan ly vong ddi cda file nhat ky

Thiét lap théng ké truy van

zone-statistics

oo\, Thiét 1ap gidi han truy van tiép nhan

Response Rate Limit (RRL), Blackhole

Internet forall
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/Thiét 1ap may chu DNS Cache

Noi dung Hwéng dan

Chay dich vu & ché do chroot, phan quyén file
cau hinh, dich vu

Thiét 1ap ché doé recursive recursion yes;

Thiét 1ap &n phién ban phan mém version

Thiét 1ap thong tin gi¢i han dam bao an toan | listen-on, listen-on-v6

cho hoat déng truy van allow-query, source-query

Thiét 1ap cac thédng sb thoi gian lwu Cache - Thiét 1ap thoi gian negative-cache toi da:

max-ncache-ttl

Mac dinh: 3 gi&, max 7 ngay

Néu thiét 1ap > 7 ngay, BIND dat lai thanh 7 ngay.
- Thiét 1ap thoi gian cache toi da

max-cache-ttl

Mac dinh: 7 ngay.

- Thiét 1ap thoi gian x6a ban ghi ¢ TTL da expire
cleaning-interval

Mac dinh 60 phut.

Thiét 1ap RPZ

S
(X X 1Y
00 0%

"X 34
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S0 Trien khai mé hinh Master - Slave

Firewall

« 01 Master cia cum DNS v&i nhiéu Slave: Q

o May chu Master chtra di¥ liéu tén mién
goc dat trong phdn mang bao mat,
DNS Master (Hidden Master) khong
phuc vu truy van tw bén ngoai.

o May chi Slave nhan ddng bd di liéu

tr cac may chu_ Master dat & cac phan
mang Public dé tiép nhan dich vu ti
ngwoi dung hoac dat & phan mang bao

mat st dung cho muc dich Backup NS Hidd
khong tiép nhan truy van t& nguoi W9 DNSMaster
dung.

DNS
Secondary/
Slave

Zone transfer

« DPong bo dir liéu qua AXFR hoéc IXFR

NIC
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mo hinh Split

« Pja chi ngudn khac nhau > cé cau tra IO
khac nhau:

o Thwc hién bang cach 02 DNS dat 02
phan mang khac nhau cua Firewall

o Hoédc s dung co ché View cta BIND
(chi can 01 DNS)

NIC

Classic Firewall Solution

DNS

PC

(_) DNS _) Firewall

—

Private

Public

BIND9 view Solution

PC

—»| D\S [€—>

I p——
Firewall
€| DNS <J_ |

Private

BIND9 view is used to limit support for
recursive queries to generic site IP
address range

Public

Internet forall
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Cau hinh View

Il internal hosts view

view "goodguys" {

match-clients { 192.168.254.0/24; };
recursion yes;

zone "."{  // required zone for recursive queries
type hint;

file "root.servers";

3

zone "example.com" {
type master;
/] private zone files including local hosts
file "view/master.example.com.internal”;
allow-update {none;};
3
/Il reverse map for local address at example.com

/I uses 192.168.254.0 for illustration
zone "254.168.192.IN-ADDR.ARPA" in{

type master;
file "view/192.168.254 .rev.internal”;
allow-update {none;};

%

}. /1l end view

Il external hosts view

view "badguys" {

match-clients {"any"; }; // all other hosts
/l recursion not supported

recursion no;

zone "example.com" {

type master;

// only public hosts

file "view/master.example.com.external";
allow-update {none;};

;

/] reverse map for local address at example.com
/' uses 192.168.254.0 for illustration

zone "254.168.192.IN-ADDR.ARPA" in{

type master;
file "view/192.168.254 .rev.external”;
allow-update {none;};

%

}; Il end view
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TSIG - Transaction SiGnature

« TSIG (Transaction SlGnature) dwoc st dung dé bao vé: Dynamic
Update, Zone Transfer.

- Pé slr dung TSIG ca phia nhan va phia g phai dwoc cau hinh st
dung moét khoa chung (sharedkey).

.« Gdi tin glvi di s& dwoc hashing bang khoa chung nay. Phia nhan va
phia givi s& st dung khoa chung dé xac thuwc di¥ liéu ddm bao dir lidu
khéng bi thay doi.
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Cac tham so han ché

« BIND cung cap cac tham so allow

o allow-query: Xac dinh clients duwoc phep truy van thong tin cia 1 zone.
Mac dinh cho phép tat ca truy van.

o allow-transfer: Xac dinh may chu Slave dwoc phép truy van théng tin cua
zone. Mac dinh cho phép tat ca cac yéu cau truy van.

o allow-update: Xac dinh may tinh duoc phép cép nhat dong (dynamic
update) théng tin cua zone. Mac dinh cho cam tat ca cac yéu cau cap
nhat dong.

o allow-recursion: Xac dinh clients dwoc phép truy van dé quy. Mac dinh
cho phép tat ca.

. Thiét Iap global hodc zone

NIC
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Sw dung ACL

Dinh nghia mét danh sach IP
Pé thwc hién cho phép/khédng cho phép mot hoat dong nao dé trén DNS

Cau trac:

o acl acl-name { address_match_list } ;

o C6 thé sir dung dau ! -> loai trir (exclusive)

o address_match_list: any, none, localhost, localnet

C6 thé khai bao nhiéu ACL v&i acl-name khac nhau.

Vi du:

acl "my-networks" {195.47.37.0/24; 195.47.31.0/24; }; // definition of the IP

addresses group

NIC
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Blackhole

Pinh nghia 1 danh sach IP ma server khéng twong tac hodc tra 1o truy van.

Ma&c dinh: chap nhan tat ca.

S& dung & ché dé global.

CAu truc:

o blackhole { address_match_list };

o blackhole { none; }; mac dinh none

NIC

Internet forall

httggl;@vnnic.vn



Cau hinh ACL

 Global « Zone

acl  "my-networks” {195.47.37.0/24; ¢l "my-networks" {195.47.37.0/24;
195.47.31.0/24; }; /I definition of the  19547.31.0/24; }; // definition of the

IP addresses group IP addresses group
options {. options {
directory "/var/named"; directory "/var/named";
allow-query {"my-networks";}; }:
;
zone "example.vn" {
zone "example.vn" { type master;
type master; file "example.vn.db";
file "example.vn.db"; notify yes;
notify yes; allow-query {"'my-
}; networks";};

NIC J
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Khai quat RPZ

RPZ trén DNS Cache hoat déng nhw mét Firewall mém, dwa trén hoat ddng cua DNS
dé dam bao an toan cho nguwdi dung, dich vu va hé thdng.

RPZ (Response Policy Zone):
o Cho phép DNS Cache kiém soat viéc phan hdi truy van trén DNS Cache.
o DU liéu dwoc hd tro nhw zone DNS va hoat ddng dong bé.

o Chan phan hoi truy van, chan két ndi dén cac dia chi C&C, may chd chira ma déc,
nguon tén mién doc hai.

NIC
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Thiét lap RPZ

% IF NOT FOUND DNs server

Malicious RPZ

%1 IF NOT FOUND

E Objectionable RPZ

BLOCK/REDIRECT

pﬁmnm@mmmnﬂ@oé

NIC
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Chirc nang RPZ

« Ngan chan két ndi cia ngwdi dung dén céac dia chi C&C, may chd chira ma ddc, ngudn
tén mién doc hai:

o Chan Phishing (Itra dao)

o Chan Malware (phan mém doc hai)

o Chan Ransomeware (phan mém déc hai)
o Chan Botnet

o Xac dinh may chi nhiém ma ddc hoac bi Botnet.

NIC
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% Co ché hoat dong cua RPZ (1/2)

’

- RPZ dat cac rule (quy luat) bao gdm cac bo loc dé phan héi truy van, dé tir két qua duoc
loc do thwe hién theo mét danh sach cd san.

o Danh séach cac dbi twong s dung dwa vao bd loc bao gom:
o Domain (tén mién)
o IP xuat hién trong ndi dung phan hoi

o Tén hoac IP cua may chu DNS Authoritative nhan dwoc trong qua trinh phan giai
viéc chuyén giao.

o Dia chi cua nguwdi dung

NIC
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Co ché hoat dong ctia RPZ (2/2)

Dwa trén cac quy luat da thiét 1ap chinh sach dé thwc hién mot sd hanh dong:

O

O

O

O

©)

NIC

Phan hoi NXDOMAIN (t&én mién khéng ton tai)
Phan hoi NODATA (t&n mién ton tai, nhwng khdéng c6 ban ghi phan hoi).

Chuyén hwéng nguoi dung sang truy cap moét domain khac (CNAME tén mién goc
dworc truy van)

Thay thé ndi dung tra I&i bang ndi dung cu thé dworc thiét 1ap.
GUi yéu cau thwe hién truy van lai st dung TCP.

Phan hoi théng thuwong.

Khéng phan hoi.
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Thiét 1ap RPZ (1/3)

« RPZ dwoc ho tro trén modt s6 phan mém DNS phd bién cho DNS Cache nhw:
o BIND 9.9 (hoac cao hon)
o Power DNS
« Mot s6 DNS Cache da thiét 1ap RPZ dé hoat ddng nhuw:
o Infloxblox
o Efficient IP
o BlueCat

NIC
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Thiét 1ap RPZ (2/3)

% Duwa zone vao ap dung cac rule cua RPZ < Cau hinh log

response-policy { channel rpzlog {
zone "rpz-local"; file "rpz.log" versions unlimited size 1000m;
zone "tor-exit-nodes.local"; print- time yes;
zone "drop.rpz.spamhaus.org"; print-category yes;

2 print-severity yes;

i severity info;
s Thiét Iap zone }:

category rpz { rpzlog; };
zone "drop.rpz.spamhaus.org"” {

type slave;
file "dbx.drop.rpz.spamhaus.org";
masters {

XX X.X;

XXXX; };
allow-transfer { none; };
allow-query { localhost; };

NIC
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DNSSEC

- DNSSEC la cdng nghé an toan mé rong clia hé thong DNS

» DNSSEC khéng lam thay doi cau tric va nén tang giao thirc DNS, tién trinh truyén di
lieu DNS va qua trinh chuyén giao tir cac DNS cap cao xudng cac DNS cap thap hon
(cung ton tai v&i ha tang hién tai).

« Thay d6i mé hinh DNS tr mé hinh mé (open) sang md hinh tin cay (trusting) va xac
thwee (verifiable).

«  Nguwoi dung Internet st dung DNSSEC duwoc kiém tra xac thwc, toan ven dir liéu, dam
bao truy cap an toan.

NIC
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Anycast

- Anycast la mot khai niém théng tin truyén bat ky hwéng nao, cu thé 1a mét goi tin duwoc gdi toi
mot dia chi don bat ki hwéng ndo sé& dwoc chuyén téi mot node (hay giao dién) gan nhat (gan
nhat 1a khodng cach gan nhat xac dinh qua giao thirc dinh tuyén s dung) trong tadp hop node
mang dia chi anycast do.

. L'J”ng dung Anycast trong hoat dong DNS Ia cac may chd DNS dwoc cau hinh cung 01 dia chi IP
tiép nhan truy van tr nguwdi dung.

o Tan dung co hé ha tang san cé.
o Can bang tai

o Tang do linh dong o

o Caitién vé tré

Ry Co ché phan tan, gidm nguy co DoS
(X X 11\
::::m NIC
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VIl. DNS IPV6
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Anh xa tén mién va dia chi IPv6
o Phan giai t&n mién thuan trong IPv6
o Phan giai t&n mién nguwoc trong IPv6
o Céac ban ghi t&n mién

Qua trinh truy van, phan giai

o Giao thirc truyén tai

o EDNSO
Cau hinh IPv6 va khai bao ban ghi AAAA, PTR
Phan mém hd tro
Khuyén nghi cho DNS hoat déng IPv6
Hwéng dan trién khai DNS hoat déng IPv6
Chuyén dbi Website IPv6

https://vnnic.vn



Anh xa tén mién va dia chi IPv6

+ Anh xa t&n mién sang dia chi IPv4 thong qua ban ghi A, tuy nhién ban ghi A khéng dwoc
xay dwng dé hd tro dia chi IPv6 v&i 128 bits dia chi.

- Hé th(f')ng DNS hé trg IPv6 tr nam 1995 thong qua RFC 1886, 3596, cac RFC nay dé
cap den mdét sO van dé co ban nhuv sau:

o Anh xa tén mién sang dia chi IPv6 thdng qua ban ghi AAAA.
o Anh xa dia chi IPv6 sang t&n mién st dung mién ip6.arpa.

o Anh xa dia chi IPv6 sang tén mién s dung ban ghi PTR.

NIC
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n thuan trong IPv6

- Pé anh xa mot tén mién sang dia chi IPv6, hé thong tén mién s dung
kiéu ban ghi mai, goi 1a ban ghi AAAA (twong dwong ban ghi kiéu A trong
dia chi IPv4). Ban ghi AAAA c6 dang thirc nhw sau:

www.abc.test AAAA 3FFE:B00:C18:1::2

NIC
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http://www.abc.test/

« Pé anh xa dia chi IPv6 t&i tén mién, hé

thong DNS cling s dung kiéu ban ghi
PTR, viéc khai bao tén mién ngwoc cho

tén mién khai bao & trén nhw sau:

2.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.1.0.0.0.8.1.c.0.0.
0.b.0.e.f.f.3.ip6.arpa PTR www.abc.test

-

..\\
(X X 1Y)
(X X AL

NIC

ROOT DNS (.)
l
o w -
m-alddr ip&lm
kR 1;3 e.0.170.0,2 RIR /23
I5P 4|5 8.|c IS/
(USTOMER 6l7 8.0’0.4 CUSTOMER /48
NETWORK HOST 8|9 0.0?0.0 NETWORK HOST /64
01&dcba9&l6543;1 NETWORK DEVICES /128

00 0%
oo’
-
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http://www.abc.test/
http://www.abc.test/
http://www.abc.test/
http://www.abc.test/
http://www.abc.test/

n ngwoc trong IPv6 (2/2)

» Dia chi IPv4 s dung mién “.in-addr.arpa” cho tén mién ngwoc. Bia chi IPv4
sir dung mién “.in-addr.arpa” cho tén mién ngwoc. Tén mién ngwoc cho dia
chi IPv4 dwoc chuyén giao dang classsful (/8, /16 va /24)

Ban dau, RFC 1886 sir dung mién “.ip6.int" dé khai bao tén mién nguoc, sau
nay mién “.ip6.int” dwgc huy bo. Tén mién nguwoc IPv6 dwoc khai bao va

chuyén giao trong khdng mién “.ip6.arpa” ctia hé thdng t&n mién toan cau.

- Dja chi IPv6 hoan toan 1a dang thirc classless, khédng con ton tai khai niém
classfull. Bia chi IPv6 dwoc biéu dién gdm 32 chir s6 hexa (mdi s6 hexa
twong trng 4 bit). Tén mién ngwoc twong &ng dia chi IPv6 dwoc chuyén giao
theo cac bién 4 bit do.

NIC
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IPv4 IPv6
Ban ghi|A AAAA
thuan
Ban ghi|- Tén mién: in-|- Tén mién:
nguoc addr.arpa ip6.arpa

- Chuyén  giao

dang

classfull

(/8, 116, /24)

- Chuyén giao theo
cac bién 4 bit (1
chir hexa)

NIC
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D

Truy vAn ban ghi A

Dia chi IPv4
Truy vAn nguoc qua ban ghi PTR
& mién in-addr.arpa

Truy vin bin ghi AAAA

Dia chi IPv6

Truy vAn nguoc qua ban ghi PTR
& mién ip6.arpa

https://vnnic.vn



Qua trinh truy van, phan giai

i’

name server

Name
server

2001:de8:5::101

Response www.vnnic.vn AAAA 2001:dc8:5::101

www.vnnic.vin AAAA?

Resolver

-~

® .\\
(X X 11\
TIHVING | [
(X 0:' .
oo Internet for all httpq;jévnnlc.vn



Giao thirc truyeén ta

« Giao thtrc truyén tai DNS trong mang IPv6 van dwoc gitr nguyén la UDP/53 va TCP/53.
 Qua trinh truy van tén mién trong mang thuan IPv6 hoan toan gidng trong mang IPv4

»  Diém khac biét duy nhat & day Ia trwong dia chi IP trong ban tin truy van va tra |6 1a dia chi IPv6 128
bit, diéu nay lam tang tai x&r ly va truyén dan trén mang so v&i truy van dia chi IPv4.

Domain
PTR?

PTR?
' A? AAAA? |
in-addr.arpa ipvb.arpa

Pia chi IPv4 Pia chi IPv6

NIC
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UDP bi gi&i han 512 bytes, st dung TCP.

Néu qua nhiéu TCP két ndi dén thi sé bj
qua tai.

RFC 2671 (ExtensionDNS, mot
Mechanisms for DNS EDNSO) dwa ra
phwong an gidi quyét gi¢i han 512 byte
bang cach bd sung mét ban ghi pseudo goi
la OPT.

Nguyén tac hoat dong 1a DNS Resolver va
DNS server trao dbi théng tin vé sb lwong
byte t6i da co6 thé sir dung théng qua ban
ghi OPT, tr do co thé thwc hién cac truy
van qua 512 byte

NIC

Truy vin OPTRR
DNS hé tro
EDNS-0

Tra 101 voi OPT RR (>512bytes/payload)

Resolver ho

trg EDNS-0

Truy van OPTRR

DNS khéng ho

tro EDNS-0

Khéng hd trg OPT RR
<=512bytes/payload hoic tri vé SERFAIL

Internet forall
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Thiet 1ap EDNSO

S dung tham so: edns-udp-size (bytes):
o Thiét 1ap kich c& bd dém quang ba EDNS UDP
o Gia tri mac dinh 4096.

« Thiét lap gia tri khac mac dinh dé cau tra 1&i UDP sé khéng bi firewall
chan cac goi bi phan manh hoac gbéi UDP I&n hon 512 byte.

Internet for all http%.éévn nic.vn



Cau hinh IPv6

« Chay TCP/IPv6 stack

* Mac dinh BIND khéng chay trén IPv6

. Thiét 1ap qua tham sb trong option
o options { listen-on-v6 { any; }; };
o options { transfer-source-v6 222:10:2521:1:210:4bff:fe10:d24; };
o options { notify-source-v6 222:10:2521:1:210:4bff:fe10:d24; };
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Khai bao ban ghi AAAA

- Khai bao ban ghi AAAA:

www N
mail IN
www N
mail IN

NIC

A 192.168.0.3

A 192.168.0.32

AAAA 2001:db8::3

AAAA 2001:db8::32

- Kiém tra cac ban ghi AAAA:
c:\bind>nslookup

> set type=aaaa

> vnnic.vn

Server: 203.119.11.211
Address: 203.119.11.211#53
Non-authoritative answer:

Name: vnnic.vn

Address: 2001:dc8:0:2::93

Internet forall
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Khai bao ban ghi PTR

 Vidu:
; reverse IPV6 zone file for example.vn
$TTL 2d ; default TTL for zone 172800 secs
$ORIGIN 0.0.0.0.8.b.d.0.1.0.0.2.1P6.ARPA.

@ IN  SOA ns1.example.vn. hostmaster.example.vn. (
2003080800 ; sn = serial number
12h : refresh = refresh
15m ; retry = update retry
3w ; expiry = expiry
2h  min = minimum

)

: name servers Resource Recordsfor the domain
IN NS nsil.example.vn.
: the second name servers is
; external to this zone (domain).
IN NS ns2.example.net.
; PTR RR maps a IPv6 address to a host name
: hosts in subnet ID 1
1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.1.0.0.0 IN  PTR ns1.example.vn.
2.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.1.0.0.0 IN PTR mail.example.vn.
: hosts in subnet ID 2
1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.2.0.0.0 IN PTR joe.example.vn.
NICZ.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.2.0.0.0 IN  PTR www.example.vn
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Phan mém ho tro

Server BSD Solaris Linux Windows
BIND Yes Yes Yes Yes
Cus;: I\::tt::rk No Yes Yes Yes
djbdns Yes Yes Yes No
Dnsmasq Yes Yes Yes No
gdnsd Yes Yes Yes No
Knot DNS Yes No Yes No

MaraDNS$S Yes Yes Yes Partial

Microsoft DNS No No No Included
Nominum ANS Yes Yes Yes No
Nominum Vantio Yes Yes Yes No
PowerDNS Yes Yes Yes Yes
Simple DNS Plus No No No Yes

NIC
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S Khuyén nghj cho DNS hoat dong IPv6

« Tb chirc, ca nhan khi trién khai DNS cla minh trén mang IPv6 can tuan thu theo hai
RFC:

o RFC 3901: “DNS IPv6 Transport Operational Guidelines”
o RFC 4472: “Operational Considerations and Issues with IPv6”

* 02 RFC nay hwong dan trién khai DNS va cac van dé gap phai trong qua trinh trién
khai, co thé téng két lai nhw sau:

o Bat ky DNS zone ndo nén dwoc quan ly bdi it nhat mot DNS IPv4.

o Cac DNS dé quy nén dwoc trién khai trén mang IPv4 hodc dual-stack (ca IPv4 va
IPVvG).

o Téat ca cac zone nén duoc truy xuat qua cd mang IPv4 va IPV6.

NIC
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SHwéng dan trién khai DNS hoat déng IPv6 (1/2).,

«  Yéu cau:
o Ha tdng mang, may chu trién khai hd tro IPv6
e  Hwéng dan trién khai

o Bwdc 1: Thiét 1ap cac cau hinh phan mém DNS cho phép hoat dong trén
IPv6

o Buwéc 2: Khai bao théng tin ban ghi AAAA (IPv6) trong di liéu zone

o Buwéc 3: Khai bao cap nhat thong tin AAAA (IPv6) cua cac may chu DNS
|én zone tén mién cha (parent).

Budc 4: Kiém tra hoat ddng truy van qua IPv6

NIC
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SHweng dan trién khai DNS hoat dong IPv6 (2/2).,

Thiét 1ap qua tham s6 cho phép dich vu DNS hoat dong IPv6
o options { listen-on-v6 { IPv6_Servers; }; };
o options { transfer-source-v6 IPv6_Servers; };

o options { notify-source-v6 IPv6_Servers; };
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Chuyén doi Website IPv6

 Thué dich vu NCC (Nha cung cap)

« Tw quan ly hé thdng may chi Webserver

Internet for all http%.éévn nic.vn



“Ghuyén d6i Website IPv6-Thué dich vu NCC (1/2),

 Yéu cau: Mang Iwdi, hé thdng may cha dich vu ctia NCC da hé tror, hoat déng vai IPV6.
. Kiém tra két qua kich hoat IPv6 cho Website
o Huwéng dan kiém tra bang cong cu Online:
Bwd&c 1: Truy cap vao dia chi https://ipv6-test.com/
Buwdc 2: Chon muc Website trén thanh memu.
Buwéc 3: G6 tén mién tai muc tra clru + nhan enter (ho&c click vao Validate).

Budc 4: Kiém tra théng tin Website gdm (ban ghi AAAA cla tén mién/website, IPv6
Web Server, DNS Server ¢ thé IPv4 hoac IPv6).

NIC
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«  GUi yéu cau cho NCC trién khai IPv6 cho Website

o GUri yéu cau cho NCC khai bao DNS va cai dat, cdu hinh
IPv6 cho Website.

 Thwc hién gan nhan IPv6 Ready Logo cho Website

o Cac co quan trién khai gan nhan IPv6 Ready Logo cho
Website theo hwong dan tai dia chi sau:
http://vietnamipv6ready.vn/website.

« Théng bao két qua cho VNNIC —Bd TT&TT:

o Sau khi hoan tat kich hoat hd tro IPv6, cac co quan guri
théng bao t&i VNNIC qua dia chi: IPv6ForGov@vnnic.vn.

o Danh sach website hoat ddng & dwoc gan nhan IPv6
Ready Logo s& cong bd trén Website Vietnam IPv6
Ready.

mNIC BO KHOA HOC VA CONG NGHE
s TRUNG TAM INTERNET VIET NAM

VIET NAM &

Internet Address

5, }

READY " “
N

TRANGCHU | TAINGUYEN | WEBSITE | DICHVUVAPHANMEM | THIETBI | IPV6USER | LIENKET | LIEN HE

DANH SACH WEBSITE SAN SANG IPV6

Sites

Xem tiép

HUGNG DAN DAN NHAN IPV6 READY

nhan IPv6 ready dugc thuc hién theo trinh ty nhu sau:

DPon vi chl quan

UBND tinh Péng Thap
UBND tinh Kon Tum

UBND tinh Kon Tum

UBND tinh Thira Thién Hué

UBND tinh Thira Thién Hué

S
(X X 1Y)
00 0%

"X 34
L 4
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« Yéu cau:

o Mang lwéi, noi dat may chi Webserver da trién khai
va hoat déng voi IPV6.

o May chi Web Server da dwoc trién khai IPv6. The Internet

«  Hwéng dan trién khai Website IPv6:

Budc 1: Kich hoat Web Server hé tro IPV6.

www.example.vn AAAA?

Buwdc 2: Trén DNS quan ly tén mién, khai bao ban ghi

AAAA cho tén mién/website twong (rng trén hé théng
DNS.

2001:0db:100::2

User
2001:dc8:c::9

HTTP/HTTPS

S 2001:0db:
100::2

Budc 3: Kiém tra két qua

Bwdc 4: Gan nhan IPv6 ready logo.

NIC
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_Ch en doi Website IPv6-Tw quan ly he thong may chu Webserver

« Huwédng dan cac bwdc cai dat, cau hinh IPv6 cho Website c6 thong tin nhw sau:
o Tén mién cho website: www.example.vn

o Dia chi IPv6 cho website: 2001:0db8:100::2
 Yéu cau: Ha tang mang, may chu da hoat déong voi IPv6
e Huwédng dan thwe hién:

Buwdc 1: Cai dat, cdu hinh IPv6 cho &ng dung Web Server (Apache Server,
NGINX)

Buwéc 2: Trén DNS Hosting khai bao ban ghi IPv6 cho website:
www.example.vn IN AAAA 2001:0db8:100::2

NIC
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Chuyéen doi Website IPv6-Tw quan ly he thong may chu Webserver

’

 Apache Server:

o Kich hoat web server hoat dong v&i IPv6 bang stra file cau hinh httpd.conf theo

dwdng dan /etc/httpd/conf véi ndi dung nhuw sau:
/ [Pia chi IPv6 ctia Website]: Cong giao thirc

Listen| [2001:0db8:100::2]:80
<VirtualHos{ [2001:0db8:100::2]:80 >
ServerNamelwww.example.vn  [© Tén mien/ tén Website

# ...

</VirtualHost>

o Kh&i déng lai dich vu Apache Server

# service httpd restart

NIC
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Chuen doi Website IPv6-Tw quan ly hé thong may chu Webserver

 Nginx Web Server:

o Kich hoat web server hoat ddng v&i IPv6 bang stra file cau hinh nginx.conf vé&i ndi dung

nhw sau: . . S
— [Dia chi IPv6 cua Website]: Cong giao thirc

listen [2001:0db8:100::2]:80;

server_name |www.example.vn;

Tén mién/ tén Website

o Kha&i dong lai dich vu Nginx Web Server

# service nginx restart

NIC
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Vill. DNSSEC
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« Nguy co mat an toan an ninh hé thong DNS

« Tan coéng hé thong DNS

« DNS Cache Poisoning

« Tan cdng hé thong DNS

« DNSSEC ngan chan mét sb loai hinh tan cong
« DNSSEC

« Chirc nang cua DNSSEC

« Ha tang ma hoa cong khai PKI

« Cac ban ghi tai nguyén maoi

« Chain of Trust
« Trién khai DNSSEC

. Céc dbi twong trién khai DNSSEC

« Mb hinh trién khai DNSSEC

NIC: Trién khai DNSSEC cho CQNN
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'Ng-‘,u’éyco’:mét an toan an ninh hé thong DNS (1/2).,

- DNS Ia hé thdng nén tadng quan trong, giup truy cap s dung dich vu trén Internet.

«  DNS Ia muc tiéu cla cac cudc tan cdng nham chuyén huéng nguwdi dung

«  DNS s dung truyén tai UDP, bat ky goi tin UDP trd vé chi can dung Source IP,
Source Port, Destination IP, Destination Port, DNS query ID > C6 thé vuot qua
kiém tra (bailiwick checking).

 Giao thirc DNS ra doi ttr 1au, giao thi'c DNS thong thuwdng khéng cé cdng cu dé
xac thwe nguon di liéu.

> D liéu DNS c6 nguy co bi gid mao va bi thay déi trong qua trinh trao ddi gira cac

may chd DNS v@i cac may tram (Resolver) hodc may chi chuyén tiép (Forwarder) >

DNS Cache Poisoning.

NIC
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‘Nguy comat an toan an ninh hé thong DNS (2/2).

Zone
(text, DB) I
1
caching |
< STUS ! resolver \
IE Resolver 4 (recursive) "I k dynamic :
o f A [ \ updates i
] I [ \ 1
/ ! sLAves | |! \ I
I " I \ |
| [ I
| | ﬂ I \\ T
[} | / | \ I
Y / l' / ' \ '
4 : spoofi 1
%9 man in the qach? mc;ditfied r';astI:rg spoofed corrupted
i oisonin
ta middle P g ata (routing/Do$) updates data
- <>
e ©u
:::;m NIC
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DNS Cache Poisoning

www.example.com 191.168.1.99

| want to access QID=64569
‘ www.example.com <
QID=64570

V QID=64571 match!

ey

(pretending to be

b the authoritative zone)
< QID=64571
- - - = > Root/GTLD
Client DNS Caching

Server [

|

h 4
[ ]
[
QID=64571 é
O

Webserver www.example.com 191.168.1.1

(192.168.1.1) ns.example.com

NIC
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Tan cong hé thong DNS

« Cac dang tan cong hé thong DNS phd bién bao gdm:
o Tan cdng stra dbi dir liéu DNS.
o Tan cdng gid mao may chi DNS Master.
o Tan cdng lam nhiém déc bd nhé Cache (DNS Cache Poisoning).

o Tan cdng Man-in-the-middle.
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«',@D—NSSEC ngan chin mét so loai hinh tan céng

M
STUB caching |
|<_t R ' —3  resolver
= i A | (recursive)
(@) / A
] I
! i
] I ‘
. H SL
[} I
/ ]
(] I
! I
’ i
[ ] 7
(é) lll ;" /
' ,
0O man in the cache modified
<5 middle | |Poisoning data
=L
<>
DNSSEC scope
https:d/vnnic.vn
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DNSSEC

- DNSSEC (DNS Security Extensions) la tiéu chuan an toan mé rong clia hé
thong DNS, dwoc dinh nghia trong cac RFC 4033, 4034, 4035.

- DNSSEC la céng nghé an toan mé réng cia hé thong DNS, DNSSEC khéng
lam thay ddi cau tric va nén tang giao thirc DNS, tién trinh truyén dir liéu DNS
va qua trinh chuyén giao tlr cac DNS cap cao xudng cac DNS cap thap hon
(cuing ton tai v&i ha tang hién tai).

 Thay d6i mé hinh DNS t& mé hinh mé& (open) sang mé hinh tin cay (trusting) va
xac thwe (verifiable). Ngwdi dung Internet st dung DNSSEC dwoc kiém tra xac
thwe, toan ven dir liéu, dam bao truy cap an toan.

S dung co s& ha tang ma hoa cdng khai PKI (private/public key).

s
..\\
'Y XX
(Y XX L
Y X LY
.0

-
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Chirc nang cua DNSSEC

« DNSSEC ra doi nham cac muc dich sau:
o Sender authentication: Chirng thwec nguén gt div liéu
o Data Integrity: Toan ven d@ liéu trong qua trinh truyén

o Authenticated denial of existence: Xac thwc tlr chdi ton tai (Ngan chan tan
cdng bang cach tw ddng gli xac nhan la khéng ton tai di liéu ma client truy
van)

o DNSSEC khong co tinh nang Confidentiality (Ma héa dir lieu DNS)

NIC
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Sender

Document To Be
Signed

4

Public Data
Public Data
Public Data
Public Data
Publc Data
Public Data
Public Data
Public Data
Public Data
Public Data
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Digest —" Digest

: Encryption Using

| Sender's Private Key

Encrypted

Signed Document =
Public Data

Ehuyp‘lod Digest

L

Public Data
Public Data
Public Data
Public Data
Public Data
Public Data
Public Data
Public Data
Public Data
Public Data

Encrypted

.............

» Digest

1+ Decryption Using
! Sender's Public Key

%

Recipient

Digest

!

Match ?

Authentic
DNS Ans

Traditional DNS

Truyén dif li&u DNS
théng thudng

DNS Data

DNSSEC

Truyen dir lieu DNS
+ chir ky dién tr

DNS Data

DNS Data

DNS Data | sig [

DMNS Data

DNS Data

DNS Data

DMNES Data

https:{ivnnic.vn



Qua trinh phan giai DNSSEC

academy.vnnic.vn +dnssec?

“Ask a.b.c.d” + RRSIG

-vanic.vin - 3cademy.vnnic.vn + dnssec?

“Ask e.f.g.h” + RRSIG

" I: m
H ? I_._.—-—l
- academy.vnnic.vn + dnssec: =

Loca -

-
" —
" “Go to i.j.k.I"+ RRSIG n
academy.vnnic.vn + dnssec? -
—~s)

> academy.vnnic.vn

NIC
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~=~Vai tro ciia cac may cha trong DNSSEC

« Cac may chu DNS Authoritative

o Ky DNSSEC cho cac zone tén mién

o Phan hoi cac truy van duwoc truy van dén dong thei givi kém ban ghi chir ky RRSIG
trong phan hoi truy van

« May chu xac thuc (Validation Resolvers)
o Xac thwe cac phan hoi truy van tlr cac may chi DNS
o D liéu khdng duoc xac thwe hay xac thwe that bai sé co két qua “SERVFAIL”

NIC
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Cac ban ghi tai nguyén mei
M6t zone dir liéu dwoc ky xac thwc sé chira dwng mét trong cac ban ghi RRSIG, DNSKEY,
NSEC/NSEC3 va DS.

Ban ghi

Mo ta/ chire nang

RRSIG

Resource Record

Ban ghi chi¥ ky tai nguyén, st dung dé chirng
thwe cho cac ban ghi tai nguyén trong zone

Signature dir liéu.
Ban ghi khéa cong cong DNS, s dung dé
DNSKEY | DNS Key xac thwe ban ghi RRSIG
e Ban ghi ky Oy quyén, s dung xac thuc
DS Delegation Signer chuyén giao DN,
Ban ghi bdo mat ké tiép, xac dinh cac tén
NSEC / mién tiép theo trong zone, muc dich xac thwc

NSEC3

NIC

Next Secure

tlr chdi sw ton tai cha cac tén mién khéng ton
tai.
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Ban ghi DNSKEY (1/3)

« Chtra thong tin khéa céng khai cua Zone

S dung dé ky va xac thwc cac ban ghi tai nguyen trong zone
e Vidu:

» 16 bit flag; 256-ZSK, 257-KSK
Protocol

— DNSKEY algorithm
vnnic.vn. INDNSKEY (256 |[ 3] | 8] ¢

AWEAAZW28+EIUXX|F7Qpwn7vhBQsD9n7uR)mqg5no5RG2eZYPoc10U4zkggAwH7TA4i851g1

NbRpXKETFWYgU+MIZJqc+11ETUaxQNvQ+50EXcsDeSKCHtZ+1F+1Lfkh+euvkmNT68yAuwFH
EbgMNV40/10PBXpCYGJZ7vAgWhousyUtf

) ZSK; alg = RSASHA256 ; key id = 51849
Public key (Base64)

Internet forall
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Ban ghi DNSKEY (2/3)

 Trong mdi zone c6 it nhat 02 ban ghi DNSKEY
-  DNSKEY dworc tao bdi ttr mét cap khoa (public, private) st dung dé ky cho zone:
o Private: khoa st dung dé ky di¥ liéu zone (cac ban ghi tai nguyén RRsets)

o Public: khéa cbng khai, public trong zone (DNSKEY)

NIC
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Ban ghi DNSKEY (3/3)

« KSKvaZSK

o Zone Signing Key (ZSK) dwoc str dung dé ky cho tat ca cac dir liéu tham

quyén trong mét zone.

o Key Signing Key (KSK) dwoc dung dé ky ban ghi DNSKEY trong mét zone.

KSK

ZSK

- KSK dung dé& ky ban ghi DNSKEY trong mét
Zone.

- KSK lubn c6 odd flag la 257.

- Khi KSK thay dbi, ban ghi DS trong parent zone
phai dwoc update.

- KSK thwong duoc tao voi kich thwdce Ion dé
chéng lai cac tan céng brute force.

- KSK thwerng c6 thdi gian séng (lifetime) 1au

- ZSK daioc dung dé ky cho tat ca cac ban ghi
trong zone (bao goém ca DNSKEY). Tuy nhién
khéng ky cho cac ban ghi NS chuyén giao va glue
records.

- ZSK luén c6 odd flag la 256.

- Khi ZSK thay dbi, khéng can thiét phai thay doi
ban ghi DS trén parent zone.

- ZSK thuo’ng co6 thdi gian sdng ngan hon, va
dwoc “rolled” nhiéu hon.

NIC
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Ban ghi RRSIG

» RR type signed

Digital signature algorithm

—

— Number of lables in the signed name

vnnic.vn. 86400 IN RRSIG | DNskey J| 8 | | 2] 86400
[2020091019332?_] | 20200811184024 21397 vAnicvA Date signed
| AmhEriqueLQBEIBJZHEchQJItmaNkaDnGxI{DrKHv?WWﬂ{BrWSLqSGCng+SQn
Sibmature ONoOVYNnIQWKPt6SOlap9PQmfLX9FavhFegXB2Kvfese+KIIEQUuUrjUFsnjMRT5JNO6vp
expiry JGOtWTKNX8meuE3yDPhM86PJsOkn7Bw719nPW3GrGHAhAMiu6hpBx678e3n7TU
eFQIBK8aUNzQ626EX88RtPMz5XA1HVNSNXPbSMdaGrOnseObOwYnbEh/SHj6TWZ
NYBRbRK7mlteW1zFQvIhXh+DP1R3HNYSus/mCKahHLjnQY/3yoiYEOY4uUTosEqfV
LIxMaDtjdGnB s)173Q==

-~

..\\
(X X 1Y)
(X X XL

NIC

00 0%/
Y 34
-
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S Ban ghi NSEC (Next Secure) (1/2)

 Tao thanh mot chubi cac tén mién ké tiép nhau trong zone

«  Xac thue tlr choi sw ton tai ctia cac tén mién NXDomains (khéng ton tai)

AUTH for myzone.

J?
omega.myzone - imyzone . NS

1alpha.myzone. A ..

I

I

(T T} :

I

|

/—\ibeta .myzone. CNAME - |
I

[ RESOLVER ] icharlie.myzc:-ne. A .. i
I

j

1

I

idelta.myzone. MX

NSEC |
izulu.myzone. A ..

] delta.myzone. ,
zulu.myzone.[

NIC
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Ban ghi NSEC3 (2/2)

« Co6 chlrc nang twong tw NSEC va cung cap co ché bao mat hon

- Chong lai cac dang tan cong liét ké danh sach tén mién “zone walking”

1-Way Hash

omega.myzone ?
9 y AUTH for myzone digests.

iH(zulu.myzone.) :
/MH(myzone. ) |
RESOLVER iH(delta.myzone.) |
H(charlie.myzone.) |

NSEC3 iH(beta.myzone.) |
] H(charlie.myzone.) , \H(alpha.myzone.) i
H(alpha.myzone.) [ R i o D

NIC
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e Ban ghi DS (Delegation Signer) (1/2)

« DS-Delegation Signer, ban ghi ky chuyén giao dung dé xac thwc qua trinh chuyén
giao cua parent zone va child zone.

« Ban ghi DS dwogc sir dung trong qua trinh xac thwe DNSKEY. Tra 1&i cho cau hoi:
Public key cua zone c6 hop Ié hay khéng hop 167

« DS chinh Ia gia tri hash khéa KSK trong ban ghi DNSKEY cua child zone.

« DS duwoc lwu triy trong parent zone, cung véi cac ban ghi NS chuyén giao clia
child zone.

- Ban ghi DS cla child zone dwoc ky cung véi phan con lai cia di liéu parent

Zone.

NIC
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&= Ban ghi DS (Delegation Signer) (1/2)

& ['{E‘j.-’ ID

. DNSKEY Algorithm
— Digest type: 1 = SHA1

2 =5HAZ256
vinicvn.  43200INDs [ 21397 ] [ 8] | a4

6DB019A715A251627308A543365ED85C2E2350D72BEA

ACEOOC1TF580E8D66471D6FATFFO80D74BEBAB/8ESCT/1
B2C8AO0F9 )

Internet for all https'//vnnic vn



Chain of Trust

LA x&c lap mot chudi tin twdng trong DNSSEC, bat dau ti root dén
zone dwoc ky, moi thanh phan trong chudi trong lién két dwoc
validate v&i thanh phan ké tiép no.

o Ban ghi DS trong parent dwoc st dung dé xac thwe public key
(DNSKEY) ctia child.

Internet for all http%éév nnic.vn



8 Cac doi twong trién khai DNSSEC

+ 2 nhém doi twong chinh

o Nhom ky s6 di¥ liéu tén mién bao gom: DNS Authoritative (Registries,
Registrars, DNS Hosting)

o Nhém kiém tra di¥ liéu tén mién: DNS Cache (cac ISP, cac trng dung,
cac Enterprises)
/\ » Signs TLD

Registry « Accepts DS records
3 « Publishes/signs records
gistrar « Accepts DS records
.3 « Sends DS to registry
\< ./ + Provides Ul for mgmt
DNS Hosting \Provider ,3
\

Domain f" e
gistrant

Signing Validating

[Regis’rries J Eppliccn‘ion}l
[Regis’rrors1 [En'rerprises]
[DNS Hosting] Lo

« Signs zones
« Publishes all records
+ Provides Ul for mgmt

NIC
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DNSSEC.vn

ROOT
\ ® DNSKEY .vn
=) =) > DS example.vn
DNS 0qch|ng -VN Top Ievel DNS server

* D‘ (Resolver) cla cac ISP (Registry: VNNIC)

(VDC/VNPT, VIETTEL, FPT,.. ) ‘
. DNSKEY example.vn

.VN Second Ievel DNS server
(Registrar, DNS Hosting Provider, DNS Owner
PAVN, FPT, MATBAO, VDC/VNPT....)

« Trién khai: ROOT = DNS TLD > DNS cap dudi(IPS/Registar/DNS
NIC Hosting/Ower)

Internet for all httpq;jévn nic.vn




Trién khai DNSSEC

* DNS Authoritative:
o Nang cap hé thong DNS hé tro DNSSEC.
o Tao khoa, ky s tén mién
 DNS Cache:
o Khdng ky s tén mién (trlr cac tén mién tw quan ly)

o Xac thwc DNSSEC: Bat ché do DNSSEC validation trong cac phan
mém DNS cé san

Internet for all http%dévn nic.vn



KSK ALGORITHM ZSK ALGORITHM RSA KSK SIZES RSA ZSK SIZES RSA EXPONENTS

ECDSAP256SHA256
DNSKEY parameter frequency (1000 or more instances), by zone count:
Historical trend
15000000
I
10000000
5000000
RSASHA256
0 — k
Jan '20 Jul'20 Jan 21 Jul '21 Jan '22 Jul 22 Jan '23 Jul 23 Jan'24 Jul 24 Jan '25 Jul 25
5 (RSASHAT) - 7 (RSASHA1-NSEC3-SHA1) 8 (RSASHA256) 10 (RSASHAS512)  -o- 13 (ECDSAP2565HA256) -o- 14 (ECDSAP384SHA384) 15 (ED25519)

NIC
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Xu hwéng tham so DNSSEC

Today's Values
15000000

KSK Algorithm Flags Protocol Domain Count
5 257 3 17963

12500000
7 257 3 111011
8 257 3 9801137

10000000
10 257 3 191540
13 257 3 12263361 500000
14 257 3 156785
15 257 3 559500 5000000

2500000
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THUC HANH
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THUC HANH DNS

d MO hinh thye hanh

d Kich ban thwc hanh

NIC
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Mo hinh tong quan

! 4

gquan ly tén mién .

VNNIC

DNS Quoc gia .VN

\
\'\.
y .
\'\.
\ &
N, TTDL BNDP
\
ISP/DNS Hosting/ NPK tén mién .VN ™~

<abc=.gov.vn
DNS Primary

5 <ahc=.gov.vn DNS
Secondary

NIC
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Mo hinh thuwc hanh

Hé thong DNS quan Iy tén mién va DNS Cache

DNS Master DNS Cache
nsl.bndp-x.gov.vn cachedns.bndp-x.gov.vn

DNS Slave DNS Slave
ns2.bndp-x.gov.vn ns3.bndp-x.gov.vn

NIC
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Kich ban thwc hanh

3 Bai thwe hanh 1: Thwce hanh trién khai hé thong DNS co ban
o Trién khai DNS Authoritative hoat déng theo mé hinh Master-Slave
o Trién khai may chi DNS Cache

3 Bai thwe hanh 2: Thwe hanh trién khai t6i wu va g& 16i hé thong DNS
o CAu hinh déng bo dir liéu st dung TSIG
o Thiét 1ap RNDC

3 Bai thwe hanh 3: Thwc hanh chuyén doi IPv6 cho DNS
o Thiét 1ap may chd DNS hoat déng IPv6
o Thiét 1ap dich vu DNS hoat dong IPv6

d Bai thwe hanh 4: Thwce hanh trién khai DNSSEC

o Thiét lap ky DNSSEC

o Thiét 1ap chudi xac thwc DNSSEC

NIC
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Trao doi, bai hoc
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TEN MIEN QUOC GIA VIET NAM

e Xin tran trong
VNIX & DNS AKN UL & | camon!

Viet Nam National Internet eXchange National VN Domain Name System by VNNIC

YourNelID

Internet Address

VNIXNOG VNNIC iYNIe Y NI

VietNam National l:::\:v!ve[))(c::::e( b s INTERNET CONFERENCE oo’ CY 24
i ) INTERNET ACADEMY INTERNET ATLAS

~—

BO KHOAHOC VA CONG NGHE - TRUNG TAM INTERNET VIET NAM
TP. Ha Noi: Tang 24, Toa nha VNTA, Duong Dinh Nghé, Yén Hoa, Cau Giay, Ha Noi

TP. Pa Nang: L6 21, Budng s6 7, KCN An Don, Son Tra, Da Nang

TP. H6 Chi Minh: Budng s6 20, Khu ché xuat Tan Thuan, Quan 7, TP. H6 Chi Minh

Q 84243556 4944 €) facebook.com/myVNNIC/

€ webmaster@vnnicvn @ nttps:/Avnnicn/
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